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As your facility becomes more connected - to the Internet of
Things (loT), to the cloud, to your operations - it becomes an
increasingly sophisticated and vital part of your business.

This means it also becomes increasingly essential to keep
your facility and your Operational Technology (OT) network

secure by continuously monitoring it to promote optimal
uptime and rapid response.

REMOTE MANAGEMENT FOR YOUR OT NETWORK
Fortunately, the same Honeywell applications that help you connect and
controlyour building from virtually anywhere in the world can now help you

protectand secure it remotely.

Introducing the Honeywell Remote Management (HRM) platform:
One of Honeywell’s Cybersecurity offerings to help optimize the
performance and security of your facility OT systems with regular
remote monitoring of health, connectivity, compliance and uptime.

WHEN YOU NEED TO KNOW, YOU GET ALERTED

The HRM platform continuously monitors and analyzes your critical OT
servers, workstations, virtual machines, and applications to help alert you
regarding potential issues - proactively. This level of visibility can help

you effectively plan and monitor critical site activities.

The platform also provides guidance to help you prioritize maintenance

while promoting enhanced value and minimized disruption, while using a

powerful scripting engine to support customization and automation for

ongoing improvement.
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MONITOR SYSTEM
HEALTH 24/7

Application and Asset
Health Checks

CPU Usage

Windows Firewall
Status
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MAINTAIN
CONNECTIVITY
Connectivity Health
Checks

Connection Checks to
Permitted Sites

Server Reachability
Services

Log Verification
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SIMPLIFY SYSTEM
MANAGEMENT

Authorized Portal
Access

Systems and Services
Dashboard

Active Issues, Direct
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Keep your facility up and
running, with Honeywell.

Buildings.Honeywell.com
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OPTIMIZE
PERFORMANCE &
ENSURE
COMPLIANCE

Cybersecurity Health
Checks

Antivirus Versioning
and Status

Operating System
Update Management

Backup-Applications
Monitoring

Software and Hardware
Inventory

Regulatory Compliance
Address Vulnerabilities

Remote Secure
Configuration
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ENHANCE OT
SERVICE

Integrated Email and
Service Ticketing
Systems

Automated Alert Emails
to Operationaland
Management Teams

Service Cases Linked
with Productivity Tools,
(e.g., SAM Application)

THE
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IS
WHAT
WE
MAKE IT
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