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HoBoe nokoneHue MoAynbHbIX
OXPaHHO-NOXaPHbIX KOHTPOMbHbLIX
naHesnen ¢ (pyHKUMAMU KOHTPOIA
aocTtyna

Ons co3gaHusa KOMMIEKCHbIX CUCTEM
Oe3onacHoOCTH
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MB-Secure: pasHblie cuTyauun
-OHO peLlleHne

Mcnonbaysa cuctemsl Honeywell Security Group, Bbl
nonaraeTech Ha OMbIT BCEMUPHO M3BECTHOrO paspaboTunka
TEXHONOrnii n 060pya0BaHUS, KOTOPbIN MOXET NPeaIoKUTb
camble pasHoobpasHble peLueHns B 06nacT oXpaHHoO-
NMOXXapHON CUrHaNU3aLmn, KOHTPOMS 1 ynpaBneHns
[oCTynoM, yyeta paboyero BpeMeHu, TeneBn3MoHHOro

HabnogeHus n ynpasieHusa npoueccom aBakyauun.

cnOpTMBHbIe KOMMJieKCbl

BbicokoadhekTnBHOE NpOrpaMmHoe
obecneveHne WINMAG plus nossonser
oTobpaxaTb COObITUSA HA TPEXMEPHbIX
rpacgmyeckmx nnaHax obbekTa. B
CINOXHbIX KOMMAMEKCax 3AaHN MOXHO
obecneunTb HarnagHoe otobpaxeHne
nHgpopmaumn. Kpome Toro, MOXXHO

C NEerkocTbio NOAKMIOYNTb CUCTEMY
OXpaHHOW cUrHanu3auuu, cuctemy
BUAEOMOHUTOPUHIa 1 KOHTPONS gocTyna
Ha ocHoBe nnatdgopmbl MB-Secure n
NOCTPOUTb MHOFOMYHKLIMOHAMNBHYIO

CUCTeMy ynpaBJieHua yrposamu.

Honeywell Security Group noctasnsiet
BbICOKOKAYE€CTBEHHYI0 NEPCMNEKTUBHYH NPOAYKLMIO U
peLleHns AN HTerpupoBaHHbIX cuctem 6esonacHocTy,
npepocTasnsowme Bam Wwmpokne BO3MOXHOCTH
[OCTWXEHNss KomMmepyeckoro ycnexa. Pewernnsa Honeywell
OTBEYalOT OXXMAAHUAM 3aKa34yMKOB, HAYMHASA OT OXPaHbl

KBapTup n KOTTeAXewn, N 3aKkaH4YMBas KOMMNNEKCHbIMU

NHTErpnpoBaHHbIMUN peLleHnamMmn Anda NnpoMbILLNEHHbIX

npeanpuaTui.

®PuHaHcoBbIE opraHusauuun

Mpu ncnonb3oBaHWM KOHTPOSbHbIX
naHenen MB-Secure B 6aHkax u

Opyrnx OUHaHCOBbLIX OpraHM3aunsx
BO3MOXHO NOAKIIOYEHNE aapeCHbIX
KombuHmpoBaHHbIx 1 MK nssewwatenen
Viewguard ¢ dyHKLMnen o6HapyxeHns
MacKMpOBaHWsi, KOHTPONeM TeMnepaTypbl
1 OONONHUTENbHbIM LWendom Ans
NoAKINI0YEHNS PacnONOXEHHbIX PAAOM
HeagpecHbIx nssewatenen. Kaccobl

1 cendbl, @ Takxke Aeno3utapun

MOTYT KOHTPONIMPOBATLCS C MOMOLLbIO
BUGpaUnoHHbIX n3sewartenen SC100. Ans
onoselueHuns MNMLH moxHo ncnone3osatb
ycTporicTBo nepegayn DS 6750, a gns
KOHTPOINS AOCTYMa K NaHenn MoXHo
nogknounte Moaynu IK3 n DCM. Kpome
TOro, nporpamMmmHoe obecneyeHune IQ
MultiAccess no3sonseT ocyLecTBNATb
LleHTPanm30BaHHbI MOHUTOPUHT COBbITUI
1 ynpaBreHue npasamu nonb3oBaTtenen ¢

noboi ceteBol paboyel cTaHLMK.

ToproBble LleHTpbI

[1na KoHTpons 6oNbLUMX 34aHWI U
TEPPUTOPUIA MOXXHO UCNONb30BaTh
BaHAano3allMLieHHble
BbICOKOCKOPOCTHbIE

NMOBOPOTHbIE KyMNOMbHbIE Kamepbl
cepumn HDZ c dpyHKUMEN «AeHB/HOYbY U
LUIMPOKUM AMHAMUYECKUM ANana3oHOM.
[nsa 3anvucu BuaeomsobpaxeHumn
komnaHus Honeywell npeanaraet
BOCMOMb30BaTbCs TMBpUAHBIMU

1 ceTeBbIMM BUgeopernctTparopamu
cepun Fusion IV DVR/NVR n MAXPRO
NVR. B cnyyae BO3HUKHOBEHUSA
yrpo3bl KOHTponupyemomy o6bekTy MO
WINMAG B Te4eHUne HeCKONbKNX CEKYHA,
aBTOMaTUYECKN BbIMOMHAET AeNCTBUA
ANS ee NMKBMAALMUN 1 OMOBELLEHNSA
nepcoHana. Npu aTom peanuayloTcs
BCe (PYHKUMOHANbHbIE BO3MOXHOCTH

YyCTaHOBNEHHOW cncTembl 6e3onacHocTu.



OducHble 34aHUSA N 06BEKThI C
BbICOKMMU TpeGoBaHMAAMU NO
6e3onacHocTH

CuncTemMbl KOHTPONSA JOCTYNa, OXPaHHON
CUrHanm3auum u Tenesn3noHHOro
HabniogeHna MOXHO peanu3oBaTb

Ha 6a3e oHOW KOHTPONbHOW NaHenu
MB-Secure. [ns TepputopuanbHo-
pacnpefeneHHbIX 06beKToB B
KayecTBe HeJOpOro peLleHnss MOXHO
BblOpaTh |P-kamepbl HOBOW NUHENKMN
Equip S, koTopble nogkntoyatTcs
HenocpeacTBeHHO kK MB-Secure 6e3
BuaeoperucTparopa. 3anMcb MoXeT
ocyuwecTtBnsaTbcA Ha USB-cdnew-
HakonuTenb, NOAKMIOYEHHbIN K NaHenu,

unu Ha SD-kapTy kamepbl.

O6wecTBeHHbIe 34aHUA

C nomoLybo NporpaMmMHoOro
o6ecneveHna WINMAG plus

Ha ceTeBbIX pabounx cTaHuusAX
MO>XHO OCYLLECTBNSATE MOHUTOPUHT
1 ynpasrieHme BCcen cuctemomn
6e30nacHOCTU 34aHNS: BECTU
BM3yanbHOe HabnaeHe C NOMOLLbIO
IP n ananorosbIx kamep, ynpasnsaTb
cucTemMamu KOHTpons gocTyna u
OXPaHHOW CUrHanusaunemn, a Takxe
peanun3oBbIBaTb CIIOXKHbIA anropuTm
B3aMMOAENCTBNS MeXy BCeMU
cuctemamu 6e3 yyacTtusi onepartopa.
Kpome Toro, k WINMAG plus Takxe
BO3MOXHO MOAKITIOYUTb NOXapHYH0
CUrHanu3aumio u CUCTEMY PeYeBOro

onoBelleHus ot Esser by Honeywell.

My3zen

Tam, raoe Heobxoanmo obecneyunTb
6e30MacHOCTb BbICTABOYHbIX 3a10B,
apxmBoB 1 ohncos, 6e3 npoknaaku
kabenen HoBasi KOHTPONbHAas NaHenb
MB-Secure npegocTaBnseT BO3MOXHOCTb
NOCTPOEHMUS MOLLHOM BecnpoBogHON
CUCTEMbI. QPrOHOMUYHbIE CYUTBLIBATENM,
C AOMNOMHUTENBHBIMU (DYHKLMOHANBHBLIMA
KnaBuLWaMu, MOAKITIOYEHHbIE K MOAYNAMU
IK3, MOryT ucnonb3oBaTbCsl HE TOMbKO
ONs NPOXofa B MOMELLEHUS], HO 1 ANns
ObICTPOV NOCTAHOBKM UMK CHATUSA
cucTeMbl ¢ oxpaHbl. [ToMrMo KOHTpons
JocTyna v 3alnTbl OT MPOHUKHOBEHNS
cuctema npepgrnaraeT MHOXeCTBO
YHKUMI ANs ynpaBneHus 3gaHnsiMu.
Bnarogaps KOMMMeKCHbIM BO3MOXHOCTSM
1 PYHKLUMAM NporpaMMmnpoBaHmns
BO3MOXHO 06benHeHMe ¢ cucTtemMamm
yrnpaBrieHUsl OCBELLEHNEM,
KOHAMLMOHNPOBAHMEM U OPYTUMHN

NHXeHepHbIMKW noacnucTeMamu.



WHHOBaUMOHHOE peluieHne

by e C BbINYCKOM KOHTpOrbHOM naHenu MB-Secure komnaHus
[ A
'1' i Honeywell meHseT yxe cTaBLUy NPUBLIYHON KOHLENLUIO
cuctembl 6e3onacHocT. C NOMOLLbIO OAHON NaHenu
i peanunayeTcs NOSIHbIN PYHKLUMOHamNbHbIN P4 BO3MOXHOCTEN

Nno opraHu3aLum CUCTEM OXPaHHO-NOXapHOW CUrHanusauuu,
- KOHTpOns AOCTyna U TeNeBU3NOHHOro HabnwaeHun.
Yno6cTBO M rMBGKOCTb NPUMEHEHMS OCHOBaHbI HA MOAYMNbHOW
apxuTekType — Bbl npnobpeTtaeTe TONLKO T€ KOMMOHEHThI
* cucTembl, koTopble Bam Heobxoanmel. 3To no3sonset
peanu3oBaTb NOMHOCTbIO MHTENPUPOBaAHHOE PELLUEHME,
ncnonb3ys onTUmarnbHbIn Habop annapaTHoro obecneyeHus.
Bce anemeHTbl cucTeMbl, Ha4yMHas oT MOAyINew NoAKMYEHNSs
OXPaHHbIX WNendoB 1 3akaHYnBas NOACUCTEMON
TeNneBU3NOHHOro HabnaeHus, paspabaTbiBanmcb ¢ y4eTom
X BO3MOXHOW nocreayoLein coBmecTHon pabotsl. EanHas
YHUBepcanbHas annapatHas v nporpammHasi nnatgopma ans
BbINONIHEHNS BCEX PYHKLMN.. AKTUBaLUSA Tpebyembix DyHKLMIA

Nerko ocyuiecrtsndaeTca npu noMoLwm NUMUEH3NOHHbIX KnoYven.

& HoBada KOHTponbHaaA naHenb Ang
KOMMEKCHbIX MHTErPUPOBAaHHbIX
cuctem 6e30nacHOCTH

370 no3BonseT pacwmpaTe PyHKLMOHANbHbIE BO3MOXHOCTH
no Mmepe HeobxoaumocTu. BonbLioi BeIGOp NnepudepuinHoro
obopynoBaHus, KOpnycoB 1 6110k0B NuTaHus obecneymsaeT
rOTOBHOCTb CUCTEMbI K PaCLUMPEHUIO BHE 3aBUCMMOCTH

oT macwTaba obbekTa: oT HebonbLioro oguca Ao
TeppuTopuanbHO-pacnpeneneHHoro 3aBsoaa.

KoHTponbHasi naHenb ¢ OrPOMHbIM NOTEHLUanom
MogaynbHasi KoHLenuusi annapaTtHOro 1 NPorpamMmmMHoro
obecneyeHns rapaHTMpyeT BO3MOXHOCTb CO3[aHus
3KOHOMMWYECKMN BbIFOAHOW CUCTEMbI B COOTBETCTBUM C
nHanBMayanbHelMu TpeboBaHUsMU 3akasumka. Mcnonb3ays
MB-Secure, MHCTaNNSATOP MOXET CaMOCTOATENBHO
3anporpamMmmmpoBaTb MHOXECTBO BCMOMOraTenbHbIX
anropMTMOB, Hanpumep, AN aBToMatM3auumu NpoLeccos
ynpasneHusa obopygosaHveM B 3gaHuu. [pu Takom noaxoae
3aKa34yuk BCcerfa nonyyaet Takne yHKUMOHamNbHbIEe
BO3MOXHOCTU, KOTOPbIE HY>XHbl EMY CEFOHSI U KOTOPbIE OH
MOXEeT U3MEHUTb 3aBTpa. QPrOHOMUYHbIN COBPEMEHHbIN
aunsaiiH obopyaoBaHus 1 yaobHoe nporpammHoe obecnevyeHue

aenatot paboTty ¢ cuctemoint MB-Secure nerkov u npusTHOW.

Cucremsbl Cucrtembl Cucrtembl Cucrtembl B
| oXpaHHOM KogocTyna onoselleHus TeneBU3NOHHOro Cuctembl noxxapHom
CUrHanusauum HTpons HabnoaeHus CUrHanuMsauumu
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MonHbIA yHKLMOHaNbHLIM psia o6opyaoBaHus (kopnyca, nnathbl
KOHTPONbHbIX MaHenen, Moaynu paclumpeHusi, knasnatypbl u 6roku
nUTaHWsl) NO3BONSIET CO3AaTb AKOHOMUYHOE U BbICOKOI(PPEKTUBHOE
pelieHne ans noboro obbvekTa
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OXxpaHHaga cuctema C LUMPOKUMMN
BO3MOXHOCTAMM

B 3aBucumocTmn ot obnactu npumeHeHus Tpedyembie pyHkuum MB-Secure moryT 6bITh
ONTUMAaIbHO HAaCTPOEHbI NOA KOHKPETHbIN OO BLEKT.

HebonblUMe 34aHuUs, TayHXayCbl, KOTTeAXN

(HFE TOproBble KOMMMEKChl, 0hUCHbIE 3aaHus cpegHero pasmepa (3-6 aTaxeit)
E KpynHble OpUCHBIE 3AaHWs, TOC. yupexaeHus, 6aHku
m MPOMBILLMIEHHbIE NPEANPUATUS, JIOTUCTUYECKUE KOMMIIEKCHI, a3PONOopThl, BOK3arbl



MacwTabupoBaHue (PyHKLMOHaNbHbIX BO3MOXHOCTEN C MOMOLLbIO NIULIEH3UN

MB-Secure

Ipynnbl n3sewatenen

Pasgensbl

MpocTpaHCcTBEHHO-
BPEMEHHbIE 30HbI

Monb3oBatenu

Makpocsbl

OBepu

O6paTuTtech K ONbITY 3KCNEPTOB

PasnunyHble BapyaHTbl NOCTaBKM KOHTPONbHOM NaHenu n BbiIGop
TMNa NUUEH3UN CyLLLEeCTBEHHO YNpoLLatoT npoLecc Bbibopa u
npunobpetennsa MB-Secure.

Honeywel Security Group npefoctaBnseTt HeobxoanmMble
MH(OPMaUMOHHbIE U CNpaBOYHbIE MaTepuansl

Ha pPyCCKOM s13blKe, a Takxe npeanaraeT ycrnyru no obyyeHuio
cneumanuctos. MNporpamMmmMa nogaepXkku napTHepPOB NO3BoONAET
He TOMbKO MosyyaTb camyto akTyarnbHyo MHgopmaLmo ns
nepBbIX pyK, HO 1 3apabaTtbiBaTh 6onblue, Gnarogaps

coTpyaHuyecTBy ¢ Honeywell

[nsa nonyyeHnsa 6onee noapobHON MHOpMauun noceTute

Haw cawnT: https:// www.security.honeywell.com/ru




KoHTpornbHas naHenb - rMOKOCTb
N YHMBEpPCanbHOCTb

INerkocTb ncnonb3oBaHUA

OpaHom 13 kn4veBbiX ocobeHHocTen naHenein MB-Secure
SABNSAETCHA NpocToTa M Yao6CTBO ynpaBneHns aAns Bcex
nonb3osaTtenen bnarogapsa MCNONb30BaHWUIO KNaBnaTypsl
co ceeTtoanodamu unv XXK-grcnneem v nporpaMMmmpyembim
KHoMKaM. [ nocTaHOBKU Ha 0OXpaHy COOTBETCTBYHOLLErO
pasgena AoCTaTOYHO NOAHECTU K CHUTLIBATENIO KapTy U
Ha)xaTb KHOMKY COOTBETCTBYIOLLEro OXpaHHOro pasgena.
TpexuBeTHbIN CBETOAMOA PSAOM C KHOMKOM MHDOPMUMpPYET O
TeKyLLeM COCTOSHUW pasfena v pesynbTate BbINOHAEMOro
aenctensi. CoBpeMeHHOEe MEHI0 UMeeT NOTUYHYI0 CTPYKTYPY.
B 6onblunx cuctemax BO3MOXHO NOAKITIOYEHNE HECKOMNBKNX

Knaeuartyp opyr K gpyry.

HoBbI An3aiH M BO3MOXHOCTb KOMOUHUPOBaHUSA
HoBble cBeTOANOAHbIE, XNOKOKPUCTANINYECKME U CEHCOPHbIE
knasunatypbl MB-Secure BbinyckatoTcsi B BapuaHTax gns

OTKPbITOrO U CKPbITOIO MOHTaXa. Momumo komnnekToB 6enoro

uBeTa npegnararnTca Takxe Mmoaynu ceporo n 4epHoro LBeToB.

Ml

PamMku kopnycoB BbiNyCKalTCA B TpeX LiBETOBbIX BapuaHTax.
Mpu sTOoM fonyckaeTcs KOMGMHUPOBaHME NepeaHen naHenu,
OCHOBaHuA kopnyca u paMmku. Takum obpasomMm MOXHO
nogobpartb ngeaneHoe coyeTaHve LBETOB A5 COOTBETCTBUS

WHTEPbEPY NOMELLEHUS.

MpocToTa U cooTBeTCTBME UHAMBUAYaNbHbIM
noTpeGHOCTAM Nonb3oBaTens

[Ons vHanBMAyanbHOW HACTPOMKM NOJNb30BATENLCKOrO
MHTepdenca MoXHO CaMOCTOATENBHO NporpaMMUpoBaTh
PYHKLUUN pasnnyHbIX KnaBuLl. Ha )ungkokpuctannuieckmnx
3KpaHax MoXeT oTobpaxaTbCs TEKCT, BBEAEHHbIN
nonb3oBaTenem. bnarogaps NnoHATHOMY pasmeLleHnto
31IeMeHTOB Ha NepeaHen NnaHenu n BHyTpeHHeln NoAcBeTKe
obecneyunBalTCs NpocToTa U yaobCcTBO NPUMEHEHNS Aaxe
B YCIOBUSIX NMOX0M ocBeleHHocTu. Kpome Toro, knasmaTypbl
NoaAEepXMBaKT HECKOMBKO SI3bIKOB, YTO paclUMpsieT ux

obnacTb NpUMeHeHMs.
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EfvHbIn nonb3oBaTenbCckuin nHTepdenc ynpowjaet
nporpaMMmnpoBaHve 1 NO3BOSSAET MHCTANMATOPY MHAWBUAYATbHBIM
o6pa3om HasHavaTb yHKUUK Knasuw. KnasmaTypbl umetoT
COBPEMEHHbIN An3aiiH 1 yaobHoe pasMeLleHne aneMeHToB
ynpaBreHns u nHamkaumm

BapuaHTbl kOoH(Urypaumum

3agHsaa naHenb Ans

LUeetra [MepeaHsas naHenb C 3neKTPOHUKOMN NOBEPXHOCTHOroO MOHTaxa *
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3agHAs naHenb gns
yrny6neHHoro moHrtaxa **

Kopnyc ansa
CKpPbITOro MOHTaxa

B crnyyae oTKpbITOro MOHTa)a KOMOUHaLUUM CEHCOPHOIO TEPMUHANa co CBETOAMOAHbIM HeobxoaMma 3aaHss

naHenb ona yrny6neHHoro MOHTaxa

** He ucnonb3yeTtcs B Cllyyae CKpbITOro MOHTaxa
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BecnpoBoaHom BecnpoBoaHom BecnpoBoaHon AbIMOBOW BecnpoBoaHow naccuBHbln ~ BecnpoBoaHomn
41/0 mogynb 6penok n3BellaTenb n3Bewarens Viewguard MarHUTOKOHTaKTHbIN
n3peLlarenb

HoBble BO3MOXXHOCTU
WINMAG plus

MporpammHoe obecnevenne WINMAG plus o6beanHseT Mcnonb3ys yHUpUUMPOBaHHbLIN UHTEpdEnc
nogcuctembl obecneyeHns 6e3onacHOCTH U ynpaBneHns nonb3oBartens, WINMAG plus no3BonsieT MHTerpupoBarthb:

3[jaHMeM B MHTErpupoBaHHoOe MoayJribHOE pelleHne.

O dekTnBHasa nHterpauusa cuctem 6esonacHocTu *  KoHTpornbHble maHenu oxpaHHO-NOXapHOW CUrHanusaymm
peanuayeTcs TOMbKO B pPELUEHNAX, KOTOpble n3Ha4anbHo *  KonTtponnepsl CKY[

co37aBannchb C y4eTOM BO3MOXHOCTW COBMECTHOWM * Cuctemy TenesnsmMoHHOro HabnwaeHms

paboTbl paznnyHoro obopyaoBaHus. NMporpammHoe *  Cuctemy ynpaBrieHUs NoXapHbIMU BbIXOAaMU 1
obecneyeHne WINMAG plus npegocTtaBnsieT COBPEMEHHbBIM aBakyauunen

opraHusaunsiMm HeobxoAnMbIe UHCTPYMEHTbI ANSA MHTerpaunm + Cuctemy aBTOMaTM3auMm 3gaHus

cucTem noxapHon curHanusauun ESSER by Honeywell, *  CucteMbl CTOPOHHUX (hUPM-Npon3BoauTeEnei
Tenesn3noHHoro HabntogeHnsa Honeywell, koHTponsa gocTtyna, *  CucTeMmbl ynpaBneHus BeHTUNSLMEN,

oxpaHHon curHanusauuu cepuii MB n Galaxy, a Takxe cuctem KOHANUMOHMPOBAHNEM N OTOMNNEHNEM (Yepes
ynpasneHus 3gaHvem. NMomumo atoro WINMAG obecneuuBaer cTaHAapTHble npoTokonbl OPC)

OTKpbITble MHTEpMENChbl ANs UHTerpaumm CUCTEM CTOPOHHUX

dupm-npomssoauTenen.
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Honeywell Security:
MpoBepeHHble pelueHus!

[Ana nony4yeHus AONONHUTENbHOWN
mHcopmaumu:

securityrussia@honeywell.com
www.honeywell.com/security/ru
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