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Network Video Recorder

Quick Certificate Installation Guide

Thank you for purchasing a Honeywell 30 Series Network

Video Recorder. The NVR uses HTTPS, a secure communication protocol
that verifies the identities of visited websites and servers and encrypts
data exchanged between the client and the server.

When you log in to the NVR web client for the first time, some browsers
may display a warning that the connection is not private/secure.

To access the web client, you must install a Honeywell-signed security
certificate.

The installation of the security certificate involves three sets of steps:
e Loggingin

e Downloading the root certificate
e Installing the root certificate

Logging in

Before logging in, make sure you have finished the initial setup of your
network vidoe recorder. You can refer to NVR Quick Installation Guide
or NVR Quick Networking Guide for more information.

o Open your browser and enter the NVR's IP address in the address bar.

i e e £ %

Type the IP address, then click Enter.
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If you are using Internet Explorer, a message appears warning of a
problem with the website’s security certificate. Click Continue to this

o @ ne 192.1681.108 £ = & || @ Centificate Error: Navigatio...

a There is a problem with this website’s security certificate.
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We recommend that you close this webpage and do not continue to this website.

& Click here to close this w

( %’ Continue to this website (not recommended )

~ More information
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If you are using Chrome, a message appears warning that the connection is not

private. Click Advanced.
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Your connection is not private

Attackers might be trying to steal your information from 192.168.1.108 (for example,

passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID
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Browsing by sending some system information and page content to Google

Click Proceed to 192.168.1.108 (unsafe).

Hide advanced Back to safety

This server could not prove that it is 192.168.1.108 ; its security certificate is not trusted
by your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

e In the login window, enter your username and password.
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