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1.1 Introduction

1.1.1 Purpose of this Document

The Pro-Watch Intelligent Command Guide provides the procedures and
information necessary to install Pro-Watch Intelligent Command
application on below recommended Microsoft Windows operating
systems:

e Microsoft Windows operating systems

* Windows Server 2012/2012 R2

e Windows Server 2016

e MS Server 2019

e Windows 10 Professional Build 1607

1.1.2 Warning: Personal Data
Please be aware that this product can store personal data.

Personal data is protected by the General Data Protection Regulation
(2016/679) in Europe and therefore the owners of personal data have
obtained certain rights thanks to this regulation.

We strongly advise you to be fully aware of these owner ("data subjects")
rights as well as which limitations you have to comply with regarding the
use and distribution of this data.

Further details can be found on the GDPR website of the EU:

https://ec.europa.eu/commission/priorities/justice-
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1.1.3 Compliance

To obtain applicable EU compliance Declaration of Conformities for this
product, please refer to our website:

http://www.security.noneywell.com/hsce/international/index.htmlL

For any additional information regarding the compliance of this product to
any EU-specific requirements, please contact:

Honeywell Security & Communications

Honeywell Security - Quality Assurance Dept.,, Newhouse Industrial Estate
Motherwell

Lanarkshire ML1 5SB

Scotland

United Kingdom

Tel: +44(0) 1698 738200

Email: UK64Sales@Honeywell.com

1.1.4 Audience

This guide is written for the Pro-Watch system administrator who installs
the Pro-Watch Intelligent Command software on local machines.

1.2 Operating Systems Supported by Pro-Watch Intelligent
Command

e Windows 10 build 1607 and higher
e Windows Server 2012/2012 R2

e Windows Server 2016

e MS Server 2019

1.3 Important Notes Before You Begin

a. Upgrading to Pro-Watch 5.0 requires a minimum SQL version of
SQL 2012.

b. Pro-Watch 5.0 requires a new license when upgraded from a
previous version.

c. If you are using SQL Server 2012 , then set compatibility level of
Pro-Watch Database to >= 100. Please use below steps to SQL
script to set Compatibility level:

i) Open Sgl Server Management studio
i) Click New Query
iii) Select Pro-Watch Database. By default it will be "PWNT"
iv) Execute below SQL script:
ALTER DATABASE PWNT SET COMPATIBILITY_LEVEL = 110;
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d. Please set Power-Shell execution policy in windows before
installing PWIC.Please refer below steps

i) Open Powershell as administrator
i) Run below command:

Set-ExecutionPolicy -ExecutionPolicy RemoteSigned -Scope
LocalMachine

e. The Pro-Watch APl is not backwards compatible with Pro-Watch.
APl version 5.0.0.174 released with Pro-Watch 5.0 will not work with
prior versions of Pro-Watch.

Note: A BLOB type image can be saved either to a database or to a file
location (if the “File System Storage” check-box is selected in BLOB
properties screen). When a user saves an image to a shared file location,
ISPWebUIAppPool should be given folder permission. To do that, go to
the folder, right-click to select Properties, go to the Security tab and add
the Application ID to the list with appropriate Read/Write permission.

f. In 3 tier deployment, it is highly recommended to configure
administrative share for Application TIER machine to store &
access MAPS from Web TIER machine.

Please find below the instructions to configure administrative share for
specific user

i. InApplication Tier Machine, Right-click the OS drive
(Example: C drive) and select Properties.

ii. Inthe Properties box, select the Security tab and verify that
the Administrator's group has full privileges.

iii. To setup OS drive sharing with a specific account, select
Sharing and click Advanced Sharing.

iv. Share this folder, provide a share name, and set user
permissions.

1.3.1 No Upgrade Support

Upgrade Scenario for Web: There is no upgrade support for Web
installations.

(1) User must un-install all the web components including the following:
e Authentication Authorization Service
* Thinktecture Identity Service
e Pro-Watch WEBUI
* Pro-Watch Web Services

e Pro-Watch Event Service

(2) After Un-Installation, User must ensure that Web related residual files
are deleted from installed folder ,If not please delete the folders manually.
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Example:

If user installed in C:\Program Files (x86)\ then delete below folders:
C:\Program Files (x86)\Honeywel\UnifiedSecurityPlatform
C:\Program Files (x86)\Honeywell\ThinktectureldentityService
C:\Program Files (x86)\Honeywell\AuthenticationAuthorizationService
(3) Reboot the system.

(4) Then you must re-install 5.0 Web components, which will install
Thinktecture and Auth & Auth freshly along with Web components.

1.3.2 Badge Photos

A

Note: Web Badging Field “Display Photo” is mandatory to display the Image
Gallery in web.

Note: Badge holder photo/signature in Pro-Watch will only work in Print, if
BLOB is kept a part of DB. It will not work if it's in File Storage.

Note: Photo Capture not supported in IE. We recommend Google Chrome.

1.3.3 Warning: Personal Data

Please be aware that this product can store personal data.

Personal data is protected by the General Data Protection Regulation
(2016/679) in Europe and therefore the owners of personal data have obtained
certain rights thanks to this regulation.

We strongly advise you to be fully aware of these owner ("data subjects”) rights
as well as which limitations you have to obey regarding the use and distribution
of this data.

Further details can be found on the GDPR website of the EU
(https://ec.europa.eu/commission/priorities/justice-and-fundamental-rights/da
ta-protection/2018-reform-eu-data-protection-rules_en).

1.4 Pro-Watch Intelligent Command Installation Prerequisites

The following prerequisites should be available in any target machine for
the installer to continue and install successfully.
Installer will exit if any of the prerequisites is not available.

1. Turn ON the following Windows IIS features:
e |IS Metabase

IIS Web Socket

IS Application Initialization

I1S 6 WMI Compatibility

[IS Windows Authentication

[1S Basic Authentication
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e |IS 6 Scripting Tools
e |IS 6 Management Console
e |IS Management Console
* IS Management Scripts and Tools
* |IS Management Service
* [ISASP.Net
e |IS Http Errors
* |IS Static Content
e |IS .NET Framework
 |IS Digest Authentication
* |IS Tracing
* IS Request Monitor
* |IS Logging Tools
e [ISHTTP Logging
* |IS Directory Browsing
e [ISHTTP Redirection
* |IS Static compression
Note: Disable WebDAV settingsin IIS.
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2. Refer below image for the list of features to be turned ON:

}3{ Windows Features

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box mean

=

NET Framework 3.5 (includes .NET 2.0 and 3.0)
NET Framework 4.7 Advanced Services
Active Directory Lightweight Directory Services
Containers
Data Center Bridging
Device Lockdown
Guarded Host
Hyper-V
Internet Explorer 11
Internet Information Services
[ FTPServer
Web Management Tools
1IS 6 Management Compatibility
1IS 6 Management Console
1S 6 Scripting Tools
IS 6 WMI Compatibility
IIS Metabase and IIS 6 configuration compatibility
IIS Management Console
IIs Management Scripts and Tools
IIS Management Service
= @ World Wide Web Services
= ®]  Application Development Features
_NET Extensibility 3.5
.NET Extensibility 4.7
Application Initialization
ASP

]

EEEOO000F

=

ASP.NET 3.5
ASP.INET 47

O ca

ISAPI Extensions
ISAPI Filters

[ Server-Side Includes
WebSocket Protacol

= [®]  Common HTTP Features
Default Document
Directory Browsing
HTTP Errors

HTTP Redirection
Static Content

HEEEE

{5 Windows Features

Turn Windows features on or off
To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means that only part of

NET Extensibility 3.5
NET Extensibility 4.7
Application Initialization
ASP
ASP.NET 3.5
ASP.NET 4.7
CaGl
ISAPI Extensions
ISAPI Filters
Server-Side Includes
WebSocket Protocol
= [®]  Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Static Content
WebDAV Publishing
Health and Diagnostics
Custom Logging
HTTP Logging
Logging Tools
ODBC Logging
Request Monitor
Tracing
Performance Features
Dynamic Content Compression
Static Content Compression
B[ Security

HOMROMRRERRF

=00}

NNOFRO_OREE

S|

Basic Authentication

[] Centralized SSL Certificate Support

[J  Client Certificate Mapping Authentication
Digest Authentication

] 1S Client Certificate Mapping Authentication
[ 1P Security

Request Filtering

[0 URL Authorization

Windows Authentication
[J Internet Information Services Hostable Web Core

3. Install the following Frameworks & Software:

a. Dot Net Framework 4.7.1

b. Dot Net Framework 4.8

c. Dot Net Core Hosting Bundle 2.2.5
d. Dot Net Core Hosting Bundle 3.1.1
e. VC++ 2010 (x86) redistributable

> «a

VC++ 2010 (x64) redistributable

. VC++ 2013 (x86) redistributable

. VC++ 2013 (x64) redistributable
VC++2015-2019 (x86) redistributable

j. VC++2015-2019 (x64) redistributable

k. SQL Native Client 11

. Re-Write Software (rewrite_amdo64_en-US.msi)
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4. Make sure Pro-Watch NVR, Pro-Watch VMS and Pro-Watch Core are
installed.

1.5 Pro-Watch Intelligent Command Prerequisites Download Link
1.5.1 Dot Net FrameWork 4.7.1

https://www.microsoft.com/en-us/download/details.aspx?id=56116
Minimum Version: 4.7.02558

1.5.2 Dot Net FrameWork 4.8

https://support.microsoft.com/en-in/help/4503548/microsoft-net-frame
work-4-8-offline-installer-for-windows

Minimum Version: 4.8.3928

1.5.3 Dot Net Core Hosting Bundle 2.2.5

https://dotnet.microsoft.com/download/dotnet-core/thank-you/runtime-
aspnetcore-2.2.5-windows-hosting-bundle-installer

Minimum Version: 2.2.5.0
1.5.4 Dot Net Core Hosting Bundle 3.1.1

https://dotnet.microsoft.com/download/dotnet-core/thank-you/runtime-
aspnetcore-3.1.1-windows-hosting-bundle-installer

Minimum Version: 3.1.1.19615
1.5.5VC++ 2010 (x86) redistributable

https://www.microsoft.com/en-in/download/details.aspx?id=5555
Minimum Version: 10.0.40219

1.5.6 VC++ 2010 (x64) redistributable

https://www.microsoft.com/en-in/download/details.aspx?id=14632
Minimum Version: 10.0.40219

1.5.7VC++ 2013 redistributable

https://www.microsoft.com/en-in/download/details.aspx?id=40784

It is recommended to install both X86 & x64 versions of VC++ 2013
redistributable.

Minimum Version: 12.0.30501.0

1.5.8 VC++ 2015-2019 redistributable

https://support.microsoft.com/en-in/help/2977003/the-latest-supporte
d-visual-c-downloads

It is highly recommended to install both x86 & x64 versions of VC++
2015-2019 redistributable.

Minimum Version: 14.24.28127.4
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1.5.9 SQL Native Client 11

https://www.microsoft.com/en-us/download/details.aspx?id=50402
Minimum Version: 11.4.7001.0

1.5.10 Re-Write Software (rewrite_amd64_en-US.msi)

https://www.microsoft.com/en-us/download/details.aspx?id=47337
Minimum Version: 7.2.1993

1.6 Installing Pro-Watch Intelligent Command (IC) 5.0

Complete the following steps to setup Pro-Watch Intelligent Command
5.0.

1. Run "Pro-Watch Intelligent Command.exe" as Administrator.

2. Accept the Licensing Agreement to proceed further with the
installation:

Pro-Watch X

License Agreement Honeywell

Please read the following license agreement carefully.

HONEYWELL SOFTWARE END-USER LICENSE AGREEMENT

By installing or using the System, you agree to be bound by the terms and conditions in this End User License Agreement
(“EULA"). You agree that you are the end-user of the System and you represent that you are of legal age and are
authorized to enter into this EULA on behalf of yourself and any party to whom you grant access to the System.

1. LICENSE, LIMITS.

This EULA is for the use of certain Honeywell products and services, including Honeywell software for use on any
Honeywell products and communications networks, Honeywell software allowing web-based interface and underlying
functionality and access to Honeywell services, Honeywell web and mobile device applications software, and any
Honeywell networks related to any of the foregoing (collectively, the “Honeywell Services” or “Services”) and the
licensure of software products identified above, which includes computer and application software and may include
associated media, printed materials, and "online” or electronic documentation, and any future versions, releases,
updates, patches, error fixes and bug fixes of the above software ("Honeywell Software"). For convenience, we refer to
the combination of products, software, and services we provide to you as the “System.”

The System includes software owned by Honeywell and software licensed to Honeywell, and is protected by United

States and international copyright laws and treaties, as well as other intellectual property laws and treaties. The System

is licensed to you, not sold. Subject to the terms of this EULA, Honeywell grants you a limited, non-exclusive, non-

transferable license (without the right to sublicense except as set forth below) to use the System, and its related

Honeywell Software, solely for your personal use with your home or business in the territory set forth on your order -
in tha rvinhé

frrm  Tha farannina licanca innlidas 4 inciall tha Hanaunwall Qafhaara an vunir nareanal snnanidar andinr mahila

D | accept the terms in the License Agreement

3. Pro-Watch Intelligent Command installer will support all in one-box
and Multi-Tier architecture deployment model.

For Multi-Tier deployment, Installation should run in sequence order as
below

i. Application Tier
ii. Core Services
iii. Web Tier
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Installing Pro-Watch Intelligent Command (IC) 5.0

Choose below Tiers for your environment.
i. Pro-Watch Intelligent Command Front End - Ul services,
ii. Pro-Watch Intelligent Command Back End - API services &

iii. Pro-Watch Intelligent Command - Core services

1.6.1 Allin One Box/Machine (All tiers installation model)

Pro-Watch *

Installer Selection Honeywell

Please select the features to be installed.

=M Pro-Watch Intelligent Command Front End - Ul services
Maps
Workflow and Incident Management
FirmWare Inventory and Device Management
E ™ Pro-Watch Intelligent Command Back End - API services
Workflow and Incident Management
H Enterprise Configuration
H Video Se
Maps
FirmWare Inventory and Device Management

Pro-Watch Intelligent Command - Core Services

Select all the tiers.

Note: The installer must individually unselect those licensed features that
will not be used. For example, here is an example below where the head
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element “Pro-Watch Intelligent Command Back End - API Service” is
selected but none of its sub-head elements:

=i rruT TR S

Installer Selection Honeywell

Please select the features to be installed.

=l Pro-Watch Intelligent Command Front End - Ul services
M Maps
B Workflow and Incident Management
M FirmWare Inventory and Device Management
=¥ Pro-Watch Intelligent Command Back End - API services
B Workflow and Incident Management
M Enterprise Configuration
W Video Service
B Maps
B FirmWare Inventory and Device Management

M Pro-Watch Intelligent Command - Core Services

1.6.1.1 Service Configuration for All in One box/Machine

Based on All Tiers selection, service address settings automatically
populate the default host name and default port values for servers. Choose
firmware folder path and that should have Read/Write permission.

Pro-Watch X
Pro-Watch IC Services Configuration Honeywell

Pro-Watch Core Services Host Name e Jph 7o 552
Back End - API Servic ost Name e 3ph 7o 5l5e2

Front End - Ul Services Host Name — [EReEeG LRy
Event Serivce Port

Alarm P

Authentication Service IP FERRI WGl ~

Install Pro-Watch Intelligent Command to  [SSlgGE R EERERIET
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Note: Firmware path must exist and the service user must have the file with
read/write access to that path.

Please continue installation from Step 4.

1.6.2 Application Tier Installation

Pro-Watch X

Installer Selection Honeywell

Please select the features to be installed.

=M Pro-Watch Intelligent Command Front End - Ul services
HMaps
B Workflow and Incident Management
B FirmWare Inventory and Device Management
=M Pro-Watch Intelligent Command Back End - API services
E Workflow and Incident Management
Enterprise Configuration
M Video Service
Maps
FirmWare Inventory and Device Management

M Pro-Watch Intelligent Command - Core Services

InstallShield

Note: The User must have the shared folder for installing the Maps, so that
they can configure the Maps generator utility from App tier to Web tier.
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1.6.2.1 Service Configuration for Application tier

Based on Application Tier selection, service address settings automatically
populate the default host name and default port values for servers. Choose
firmware folder path and make sure that it has Read/Write Permission.

Pro-Watch X

Pro-Watch IC Services Configuration Honeywell

Pro-Watch Core Services Host Name ie Jplt 7o 5552
Back End - API Services Host Name ie 3ot 7c 5l 5e2
Front End - Ul Services Host Name — ERMasLoyd

Event Serivce Port

Alarm Pro r Port

Authentication Service IP EERILRrGRY ~

Install Pro-Watch Intelligent Command to  SSEEECHRTEEEE LR ERIE

ntlshicd

Note: Firmware path must exist and the service user must have the file
read/write access to that path. If user provides local system path for
Firmware files storage during installation, then it is highly recommended to
provide local system path outside the web root folder for better security.
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1.6.2.2 Maps Service Configuration for Application Tier

Map service requires local machine account credentials for IIS maps
application pool and maps windows service.

Pro-Watch *

MAPS Service Account Configuration Honeywell

User Name

Intelligent Command - MAPS requires |
r 115 -MAPS Application pool and MA)

InstallShield

Please continue installation from Step 1.6.
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1.6.3 Core Tier Installation

B Pro-Watch X

Installer Selection Honeywell

Please select the features to be installed.

=M Pro-Watch Intelligent Command Front End - Ul services
M Maps
B Workflow and Incident Management
B FirmWare Inventory and Device Management

= M Pro-Watch Intelligent Command Back End - API services
B Workflow and Incident Management

B Enterprise Configuration

B FirmWare Inventory and Device Management

Pro-Watch Intelligent Command - Core Services
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1.6.3.1 Service Configuration for Core Tier

Based on Core Tier selection, service address settings automatically
populate the default host name and default port values for servers.

Pro-Watch

Pro-Watch IC Services Configuration Honeywell

Pro-Watch Core Services Host Name ie 3plt 7o Hlbs2

Back End - API Services Host Name ie 3pltt 7o Hl5s2
Front End - Ul Services Host Name ie 3plt 7o HlBs2

Event Serivce Port

Alarm Pri ort

Authentication Service IP 192.163.225. ~

Install Pro-Watch Intelligent Command to (S EREERER L VW]

InstallShield” Next »

Please continue installation from Step 1.6.
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1.6.4 Web Tier Installation

[ Pro-Watch X

Installer Selection Honeywell

Please select the features to be installed.

=8 Pro-Watch Intelligent Command Front End - Ul services
Maps
M Workflow and Incident Management
FirmWare Inventory and Device Management
=M Pro-Watch Intelligent Command Back End - APl services
B Workflow and Incident Management
M Enterprise Configuration
B Video Service
B Maps
M FirmWare Inventory and Device Management

B Pro-Watch Intelligent Command - Core Services

InstallS
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1.6.4.1 Service Configuration for Web Tier

Based on Web Tier selection, service address settings automatically
populate the default host name and default port values for servers.

E Pro-Watch X

Pro-Watch IC Services Configuration Honeywell

Pro-Watch Core Services Host Name ie 3ptt 7eBl5e2
Back End - APl Services Host Name ie Jptt 7o H5s2

Front End - Ul Services Host Name

Event Serivce Port

Alarm Processor Port

Install Pro-Watch Intelligent Command to Sl EHNE EER LR L ERIE

Cancel
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1.6.4.2 Maps Service Configuration for Web Tier

Map service requires local machine account credentials for IIS maps
application pool and maps windows service.

Pro-Watch X

MAPS Service Account Configuration Honeywell

User Name

Password

Note: Pro-Watch Intelligent Command - MAPS requires local machine account
credentials for 115 -MAPS Application pool and MAPS Window Services

InstallS
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1.7 Domain User Credentials

SSL Certification is read only and it will generate Self signed certificate.

Installer will get the User Credentials for IIS Settings

i. The account must be a part of the admin group in installing
machine.

ii. The account must be a part of Pro-Watch.

Pro-Watch

Domain Configuration Honeywell

vs Authentication

Domain Credentials

Domain Name

Password

Note: Pro-Watch services account credentials requried for 115 Application pool

InstallShield | |
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Pro-Watch DB Credential

1.8 Pro-Watch DB Credential

Installer will not proceed, if DB details and credential are invalid. If "Execute

SQL Scripts” check box is checked then Installer will execute all SQL Scripts
(.sqD files.

Pro-Watch

Database Server Honeywell

Database server that you are connecting to:
Connect using:
® Windows authentication credentials of current user
O server authentication using the Login ID and password below

Login ID:

@ ]

Password:

Name of database catalog:

PWNT

D Execute SOL Scripi=s

IMPORTANT NOTE: Please ensure to run SQL Scripts manually if "Execute SOL Scripts” option is not selected
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Click Install to Proceed with Installation

1.9 Click Install to Proceed with Installation

In windows servers (Windows 2016 & Windows 2019) it will take
approximately 30 minutes to complete the installation.

Pro-Watch X

Installing Pro-Watch Intelligent Command Honeywell

Installing package Pro-Watch Ul Services
Pro-Watc

InstallShield’ Cancel
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Pro-Watch

Honeywell

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Pro-Watch Intelligent
Command. Click Finish to exit the wizard.

Note: |t is mandatory to RESTART Windows OS after
installation\un-installation of Pro-Watch Intelligent Command.

1.10 Importing and Exporting SSL Certificate

Alarm processor module requires Web Tier Live alarm certificate and
thumbprint to sync the connection between services.
This section describes how to use Import.psl and Export.psl script files.

These Powershell scripts will work only for "Honeywell security console’
certificate.

Install App-tier, Core Service & Web Tier in separate machines.
Please follow the below steps in two different types of machines.

1.10.1 In Web Tier Machine

1. Run Export.psl powershell script with Admin rights in below path:

C\Program Files

(x86)1\Honeywel\UnifiedSecurityPlatform\Web\LiveAlarm\Uti\Export.
psl

NOTE: It will export existing "Honeywell security console’ certificate
and generate thumbprint.

a. Honeywell_Certificate.pfx
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Importing and Exporting SSL Certificate

b. Thumbprint.txt

2. Copy Honeywell_Certificate.pfx and Thumbprint.txt files to Core
Service machine.

1.10.2 In Core Service Installed Machine

1. Paste the copied files (Honeywell_Certificate.pfx,Thumbprint.txt) to
below path:

C:\Program Files
(x861\Honeywel\UnifiedSecurityPlatform\AlarmProcessing\Util

2. Run Import.psl powershell script with Admin rights. (This script will
import SSL Certificate, Bind IS with new certificate & update the
thumbprint in appsettings.json file.)
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A.1 Different Scenarios

Appendix A: Troubleshooting the Web Client
Installation

There is a log that is created for the web client located in the [Install
PathN\Honeywel\UnifiedSecurityPlatform\Web\WEBUNApp_Data
directory] called Sitetxt. This log will capture any errors with the web client.

A.1 Different Scenarios

Scenario 1: Login is not successful with an authentication failed message.
Possible Resolution:

Step 1: lIS Reset

Try login again. If unsuccessful, then:

Step 2: If Pro-Watch WebAPl installed as windows service, then restart the
"PWWebAPI" service

Try login again. If unsuccessful, then:

Step 3:

If token-based authentication is used, this may be because the service
was unable to successfully get a token for the login.

The Sitetxt log will contain an entry for token fetch, but without any
results. Verify that configuration files for all services are setup correctly

according to this document.
Scenario 2: User receives message that license limit is O (zero) users on
logon.

Possible Resolution:

Step 1: IS Reset

Try login again. If unsuccessful, then:

Step 2:If Pro-Watch WebAPl installed as windows service, then restart the
"PWWebAPI" service

Try login again. If unsuccessful, then:

Step 3: The ThinktectureURL in the Web API configuration file is not

pointing to the correct server name.
Scenario 3: Web Client accepts user credentials, but then redirects user
back to the login page.

Possible Resolution: The Authentication in IS for the services are
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incorrect. Anonymous and Forms should be enabled for
ThinktectureldentityService, AuthenticationAuthorizationService, and

PWWebAPI (if the APl is hosted as a Windows Service).

The Authentication for ISPWebUI should be:

e Anonymous and Forms for standard or token-based

authentication

* Windows for Windows authentication.

Possible Resolution: The server is missing a required hotfix. See Micosoft

KB3052480 for resolution.
Scenario 4: If you need to avoid SSL certificate warnings in browse, follow
the steps below:

Step 1: If you have a trusted certificate from a third party, select the
certificate name during installation.
Step 2: If you do not have a trusted certificate from a third party, manually
create a new "Self-Signed" Certificate with fully qualified name and select
the certificate during installation (or) bind the certificate in IIS:

i. Run>inetmgr>Default Web Site

ii. Rightclick and select Edit Bindings.

iii. Then, select the created "Self-Signed" Certificate with fully
qualified name.

Scenario 5: Unable to logout/Internal Server error.
Possible Solutions:
a. Clear browser cookies.

b. Logout & Login.
Scenario 6: On Service account password change.

Solution:
a. Reset all App pool credentials.

b. Reset Physical Path credentials.

A.2 Dynamic IP Restriction Configuration

A.2.1 Introduction
The Dynamic IP Restrictions (DIPR) module for IIS 7.0 and above provides
protection against denial of service and brute force attacks on web servers
and web sites. To provide this protection, the module temporarily blocks IP
addresses of HTTP clients that make an unusually high number of
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concurrent requests.

A.2.2 Installation of IP and Domain Restrictions
Refer to the web site
https://www.iis.net/configreference/system.webserver/security/ipsecurity

for the installation of IP and domain Restrictions

A.2.3 Configuring Dynamic IP Restrictions for Web Application
Steps:

1. Open IIS Manager.
2.In the left-hand side tree view select web application (for example
AuthenticationAuthorizationService) to configure IP address filter.
3.In the Features View click "Dynamic IP Restrictions” or "IP and
Domain Restrictions”.
4. Edit Feature Settings > Deny for "Access for unspecified clients™

@ Q |9 » IE22LT2WCBNG2 » Sites » Default WebSite » AuthenticationAuthorizationService b | & = fa
Eile View Help
> 9 IP Address and Domain Restrictions s
o | L= A0a Allow ENLry...
“ ﬁ:_‘ IE}'ELTEWCE_MZ (PACRIMINCIG5418) Use this feature to restrict or grant access to Web content based on IP addresses or Add Deny Entry.
=& ;:ppllcatlon Peols domain names. Set the restrictions in order of prionty. Edit Feature Settings...
4 -|@ Sites Bewert Tr Darsnt
4 @) Default Web Site Group by: No Grouping - - 1 : |r|
b <[] aspnet_client Mode Requestor Entry Type el
b (¥ AuthenticationAuthorizationService @ Hel
[ CSACNET Online Helg
. i B
(P 15PWebUI Edit IP and Domain Restrictions Settings [
[ LBWAdapter
P
- LOPbywmb . . Access for unspecified clients:
-[¥ ThinktectureldentityService
[P TimeAndAttendance [Deny v
| Enable domain name restrictions
’ OK ] Cancel
S resture view | Content View

Configuration: 'localhost’ applicationHost.config , <location path="Default Web Site/AuthenticationAuthonzationService">
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A.2.4 Pro-Watch Three Tier Deployment
IMPORTANT NOTE: If DTU is hosted in Windows Service, no setting is

required.
For ThinktectureldentityService, perform the following Steps:

1. Select Web Application.

2. Click "IP Address and Domain Restrictions".

3. Click "Edit Feature Settings" in the Actions pane.

4. Select "Deny” for "Access for unspecified clients” and click OK.

5. Click "Add Allow Entry..." in the Actions pane.

6. Provide the local machine IPv4 address, IPv6 address and 127.0.0.1

for"'Specific IP address".
For AuthenticationAuthorizationService, PWWebAPI (If DTU installed in
[1S), perform the following steps:

1. Select Web Application.

2. Click "IP Address and Domain Restrictions".

3. Click "Edit Feature Settings" in the Actions pane.

4. Choose "Deny" for "Access for unspecified clients" and click OK.

5. Click "Add Allow Entry..." in the Actions pane.

©. Provide the local machine IPv4 address, IPv6 address and 127.0.0.1
for"Specific IP address’".

7. Provide the machine IP of WebUI installed for "Specific IP address".
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