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GENERAL SAFETY
INFORMATION

¢ When performing any work (installation, mounting,
start-up), all manufacturer instructions and in
particular the Installation and Commissioning
Instructions (31-00584-01) are to be observed.

¢ The Niagara Advanced Plant Controllers (including
the N-ADV-133-H/N-ADV-134-H/
N-ADV-112-H controller, Panel Bus 170 Module
module, manual disconnect modules, and the
auxiliary terminal packages) may be installed and
mounted only by authorized and trained personnel.

¢ Rules should be followed for electrostatic discharge.

¢ |f the Advanced Plant Controllers is modified, except
by the manufacturer, all warranties concerning
operation and safety are invalidated.

¢ Use only accessory equipment which comes from or
has been approved by Honeywell.

e [|tis recommended that devices be kept at room
temperature for at least 24 hours before applying
power. This allows any condensation resulting from
low shipping/storage temperatures to evaporate.

¢ The Advanced Plant Controllers must be installed in a
manner (e.g., in a lockable cabinet), ensuring that
uncertified persons have no access to the terminals.

¢ |nvestigated according to United States Standard
UL-60730-1, UL-916, and UL60730-2-9
(Certifications are under process.

EN61010-1 applies to the initial field trail units only).

¢ Investigated according to Canadian National
Standard(s) C22.2, No. 205-M1983 (CNL-listed).

¢ Do not open the Advanced Plant Controller, as it
contains no user-serviceable parts inside!

e According to LVD Directive 2014/35/EU and EMC
Directive 2014/30/EU, CE declarations.

¢ Product standards are EN 60730-1 and
EN 60730-2-9 (Certifications are under process.

ENG61010-1 applies to the initial field trail units only).

Safety Information as per EN61010-1
(ENGO0730-1 certification is under process)

The Advanced Plant Controllers is intended for
integration and control within Smart Building
Automation systems.

The Advanced Plant Controllers is an independently
mounted electronic control system with fixed wiring.

The Advanced Plant Controllers is suitable for mounting
in fuse boxes conforming with standard DIN43880 and
having a slot height of max. 45 mm.

It is suitable for the Advanced - DIN35 mm, type A
standard panel rail (both horizontal and vertical rail
mounting possible).

ADVANCED PLANT CONTROLLER

The Advanced Plant Controller is used to build HVAC
control and is suitable only for non-safety controls for
installation on or in appliances.

NOTE:

The initial field trial units, are certified with
ENG61010-1.The released products are planned to
be certified with EN60730-1.

Table 1. Safety Information as per EN61010-1
(ENG60730-1 certification under process)

Electric Shock
Protection

SELV

Pollution Degree | Pollution Degree 2, suitable for

use in industrial environments.

Installation Class 3

Over voltage 24V-powered controls: Category |

Category

Rated Impulse 330 VAC for Category | (SELV).
Voltage

Automatic Type 1.C (micro interruption for
Action the relay outputs).

Software Class Class A

Enclosure IP20

Ball-pressure >75 °C for all housing and plastic
Test parts.

Temperature >125 °Cin the case of devices
applied with voltage-carrying
parts, connectors, and terminals.

Electromagnetic | Tested at 230 VAC, with the

Interference modules in normal condition.
System Europe: safety isolating
Transformer transformers according to
IEC61558-2-6
U.S.A. and Canada: NEC Class-2
transformers.

31-00584-01
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REGULATIONS

FCC Regulation

This device complies with Part 15 of the FCC Rules.
Operation is subject to the following two conditions:

1. This device may not cause interference.

2. This device must accept any interference,
including interference that may cause undesired
operation of the device.

NOTE:

This equipment has been tested and found to
comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection
against harmful interference when the equipment
is operated in a commercial environment. This
equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in
accordance with the instruction manual, may
cause harmful interference to radio communica-
tions. Operation of this equipment in a residential
area is likely to cause harmful interference in
which case the user will be required to correct the
interference at his own expense.

Changes or modifications not expressly approved
by the party responsible for compliance could
void the user's authority to operate the equip-
ment.

However, there is no guarantee that interference will not
occur in a particular installation.

Suppose this equipment does cause harmful
interference to radio or television reception, which can
be determined by turning the equipment off and on. In
that case, the user is encouraged to try to correct the
interference by one or more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between equipment and
receiver.

3. Connectthe equipment into an outlet on a circuit
different from that to which the receiver is
connected.

31-00584-01

Canadian Regulatory Statement

This device complies with Industry Canada license-
exempt RSS standard(s). Operation is subject to the
following two conditions:

1. This device may not cause interference, and
2. This device must accept any interference, includ-
ing interference that may cause undesired opera-
tion of the device.
Le present appareil est conforme aux CNR d'Industrie
Canada applicables aux appareils radio exempts de
licence. L'exploitation est autorisee aux deux conditions
suivantes :

1. l'appareil ne doit pas produire de brouillage, et

2. l'utilisateur de l'appareil doit accepter tout brouil-
lage radioelectrique subi, meme si le brouillage est
susceptible d'en compromettre le fonctionnement.

CE Statement: The WLAN function for this device is
restricted to indoor use only when operating in the 5150
to 5350 MHz frequency range.

BE|BG|CZ|DK|DE| EE|IE | EL |ES |FR [HR|IT |CY

LV | LT [LU | HU] MT| NL| AT| PL|PT|RO| SI |SK|FI

UK
SE T TR |NO|CH| IS5 | LI

Figure 1. CE Statement

EMF Statement: To comply with the RF exposure
requirement, a separation distance of 20 cm between
the device and the human should be maintained.

Déclaration d'exposition Attention: Cet émetteur doit
étre installé pour fournir une distance de separation
d'au moins 20 cm de toute personne.

RESTRICTIONS IN THE 5 GHZ BAND

Within the 5.15 to 5.25 GHz band, UNII devices will be

restricted to indoor operations to reduce any potential
for harmful interference to co-channel Mobile Satellite
System (MSS) operations.

RESTRICTIONS DANS LA BANDE DE 5 GHZ

Dans la bande de 5,15 a 5,25 GHz, les appareils UNII
seront restreints aux opérations intérieures pour réduire
toute possibilité d'interférence pouvant nuire aux
opérations du Systeme satellite mobile dans le méme
canal(MSS).

Professional Installation Warning

e This device must be professionally installed, this
should be noted on grantee.

e To maintain compliance, only the antenna types that
have been tested shall be used.



e This device requires significant technology
engineering expertise to understand the tools and
relevant technology unavailable to the average
consumer. Only a person professionally trained in the
technology is competent.

e This device is not directly marketed or sold to general
public.

DISPOSAL AND RECYCLING

g

== WEEE DIRECTIVE
WEEE Directive 2012/2019/EC Waste
Electrical and Electronic Equipment
directive.This symbol on the product shows a
crossed-out “wheelie-bin” as required by law
regarding the Waste of Electrical and Electronic
Equipment (WEEE) disposal. This indicates your
responsibility to contribute in saving the
environment by proper disposal of this Waste i.e.
Do not dispose of this product with your other
wastes. To know the right disposal mechanism
please check the applicable law.

ADVANCED PLANT CONTROLLER

31-00584-01
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TECHNICAL INFORMATION

Trademark

e Spyder™ is a trademark of Honeywell International Inc.
e BACnet®is a registered trademark of ASHRAE Inc.
e Sylk™is a trademark of Honeywell International Inc.

Product Description

N-ADV-133-H, N-ADV-134-H, and N-ADV-112-H Advanced Plant controller are designed for a wide variety of
complex applications. These devices feature RS485 channels for MSTP, PanelBus, Modbus, M-Bus, and I/0 module
devices, Ethernet ports for BACnet™ |P devices, and RJ11 interface for HMI devices. These controllers also have
touchflakes RS485-R to connect with multiple I0s in series and USB Type-C interfaces to connect with PC/laptop
for serial communication. These controllers can be mounted on either a DIN rail or Wall mounted horizontally or
vertically.

Software tool

Use Niagara workbench version 4.10 or higher to access the controller

Technical Details

Please see “Advanced Plant Controller Datasheet” for below details. Document number: 31-00583 and Optimizer
Advanced Datasheet: 31-00631

Ordering Information
Accessories Parts

Specification Data

Electrical Data

Power Consumption

Current Consumption
Operational Environment
Standards

Dimensions

Software Licenses And Upgrades

9 31-00584-01
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Default IP Address
Table 2. Default IP Address
1=

1P Address Ethernet port 1 &s1=192.168.0.200

Ethernet port 2 &5 2=192.168.2.200
Subnet Mask 255.255.255.0
RNDIS USB1 <"1 =192.168.255.241
Subnet Mask 255.255.255.0
Reserved IP address for WIFI [192.168.56.1
Subnet Mask 255.255.255.0
NOTE:

Based on Ethernet port selection the IP address will change. See “Advanced Plant Controller Interface” on

page 21. For RNDIS IP address,See “RNDIS Driver” on page 37. The WIFI IP address and subnet is reserved but
not used.

INSTALLATION

To install the Advanced Plant Controller refer the Mounting Instructions document (31-00553).

31-00584-01 10



ADVANCED PLANT CONTROLLER

NIAGARA LICENSE

Advanced Controller should have the Niagara license before use. The license determines the number of points the
controller can monitor and the duration of a software update agreement.

Get the Advanced Controller Niagara License and Certificate

The license files are created at the purchase time and stored on a central server. To licence the Advanced Plant
Controller, license and certificate files must be downloaded and installed on the controller. For license information
See “To install the Advanced Plant Controller refer the Mounting Instructions document (31-00553).” on page 10.

Install the Niagara license

The Niagara license is emailed to you as a ZIP file containing a number of licence and certificate files that need to be
installed on the PC which will be used to commission the Advanced Plant Controller.

There are two ways to install the license and certificate

e Automatic Licensing
e Manual Licensing

Automatic Licensing

The easiest way to license the Advanced controller is to temporarily connect it to the Niagara installed PC/Laptop
which is connected to Internet and install the license files from the server. See “Connect the Niagara-Installed PC” on
page 36.

To automatically install the license files:

Once the platform is open double click License Manager. The License Manager is displayed.
Click Import.

Select Import licenses from the licensing server.

Once the process is complete a dialogue box is displayed, click OK.

Proceed to Connect to the Niagara-installed PC.

agrFwNE

Manual Licensing
To manually get the Niagara workbench licensed:

1. Copythe ZIP file to the PC hard disk.
2. Extract all the files from the ZIP to an empty folder.

NOTE:

You will need to access unzipped files when running the Commissioning Wizard, and they will be installed as
part of the commissioning process. - See “Commissioning the Advanced Plant Controller” on page 50.

3. Proceed to Connect to the Niagara-installed PC.

11 31-00584-01
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NIAGARA HELP DOCUMENTS

Niagara installed PC will have a library of Niagara documentation as a part of installation. User can access these
documents in two ways.

e To access the Niagara Help system
e To access the Niagara Help documents

To access the Niagara Help system:

1. Open Niagara workbench and Click Help on the menu bar.

File Edit Search Bookmarks Tools  Window -

O- o A O

about.html

@ My Network

Figure 2. Niagara Help Contents
2. Select Help Contents. The Niagara Help window is displayed:

File Search  SideBars

fft O- R ' *

- Help

Table of Contents | API | Search

[ becaxto N2 Migration

Help Contents

Introduction

D DocAapup

0 bocace This page provides links to commonly used help documentation. If you wish a browse a complete index of the documentation available in the
[ oocatarms current installation please use the Help SideBar to the left. (accessible via the window|Help SideBar menu).

[ pocAnalytics

O oecBaas Manuals

D oocBackup Restore
+ Developer Guide provides detailed instructions for software developers to build applications using the Niagara Framework.

[ oocBacnet

O poccen + Source Code provides an extensive set of Java source code for the public APIs

D DocData Recovery Svc R

D ocpeveloper Bajado-::

[ bocpeveloper Analytics

D) oocbrivers Bajadoc Modules

D bocEdgetostarup jdk Java 8 Standard Edition Stable

D) ooceng Hotes alarm-rt Alarm generation and routing Stable

[ becexport Tags

O bocFips bacnet-rt BACnet driver Evaluation

0 ocGstiteo Point viewer baja-rt Framework kemnel Stable (space, sync, virtual: Evaluation)
D ooceraphics

D . bajaui-wb Ul widget toolkit Stable

[ oochistories bajaui-ux HTMLS/UxMedia classes and APls Development

D DocHoneywell Function Blocks

D bocHoneywellsylk Deviee bajaux-rt Core Java APIs for bajaux Widget support Development

M DocHto client bajaux-ux Core HTMLS-based Widget APl Stable A

Figure 3. Niagara Help page
3. Inthe Help side bar search for required document with related key words and click the search icon or select

Table of Contents.
4. Double-click on a topic to open it.

31-00584-01



ADVANCED PLANT CONTROLLER

To access the Niagara Help documents
Niagara documents are stored in the “C drive” while installing the Niagara software. You can check the document by

navigating to below drive folder.

» ThisPC » 0OS5Disk (C:) » Miagara » Miagara-4.10.0.154 » docs

Fa
Date modified

Mame
Eg
zTree 6/22/2022 &:54 PM
L index /672021 1:09 PM

ds

Figure 4. Niagara Help document folder

NOTE:

The folder name may change based on the Niagara installer you use “To access the Niagara Help system:” on

page 12.
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POWER SUPPLY

Transformers

Honeywell Transformers

Atransformer can power the Advanced Plant Controller.
When determining total current consumption and
selecting the appropriate transformer, consider the
number of connected modules, accessories, and field
devices.

NOTE:

In Europe, system transformer(s) must be safety
isolating transformers according to
IEC61558-2-6.

Table 3. Honeywell CRT Series Transformers (Europe)

Part No. Primary Side Secondary Side
CRT 2 220/230VAC |24 VAC,50VA, 2 A
CRT6 220/230VAC |24 VAC,150VA,6 A
CRT 12 220/230VAC |24 VAC,300VA, 12 A

NOTE:

Controller is not intended to power up through
USB.

NOTE:

In the U.S.A and Canada, NEC Class-2
transformers must be used.

Table 4. Honeywell 1450 Series Transformers

(N. America)
Part No. q
1450728 Pr;r.nary Secondary Side
7 ide
-001 120 VAC 24 VAC, 50 VA
002 120 VAC 2x24VAC, 40 VA; 100 VA
from separate transformer
24 VAC, 100 VA; 24 VDC;
-003 120 VAC 600 mA
-004 240/220 VAC |24 VAC, 50 VA
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Table 4. Honeywell 1450 Series Transformers

(N. America)
Part No. .
1450728 Pr;nrary Secondary Side
7 ide
005 240/220 VAC f2 x 24 VAC, 40 VA; 100 VA
rom separate transformer
24 VAC, 100 VA; 24 VDC,

-006 240/220 VAC 600 mA

NOTE:

Standard commercially available transformers
can also power the Advanced Plant Controller.

Switch Power Supply

The Advanced Plant Controller can be powered by a
switch-mode DC power supply (rather than by a
transformer) to reduce overall current consumption.

Fusing

The choice of appropriate fusing is dependent upon the
given connection scenario (i.e., cable lengths and the
use of a primary and/or secondary transformer) and the
type of connected bus.

Table 5. Fusing

Designation Description
F1 4 A, time-lag fuse (slow-blow), e.g.,
Littlefuse type 218.004.
F2 Depends upon field devices.
F3 (Field Bus, 8 A, time-lag fuse.
only)

8 A, time-lag fuse or 12.5 A, time lag
F4(1/0 Module |fuse (see “Connection to a I/0 Module
Bus, only) Powered by the Separate Transformer”
on page 137).

Power Supply of Field Devices

Field devices can be powered via the Advanced Plant
Controller.

When determining the total current consumption and
selecting the appropriate transformer, consider the
number of connected modules, accessories, and field
devices. Employing an additional transformer may be
necessary. The fusing (F2) of active field devices
depends on loads in use. Single-sided (secondary-
sided) earth connection of the transformer is also
possible. For more information, see “Technical
Literature” on page 144.
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Example 1: Power Supply via Controller Using Panel Module

e 24V actuator connected to an analog output module.
e Actuator less than 100 m away from the controller..

F2

L f
Advanced Plant
Controller l/iodule ACTUATOR
e -
110VAC/ ¢ E 2V
230VAC 2 4 1...8 Y
”; 11.... 18 GND
o
[—Max. 100m————————»
Figure 5. Power supply of field devices via Panel Bus 1/0 module
Example 2: Power Supply via Separate Transformer
e 24V actuator connected to an analog output module.
e Actuator less than 400 m away from the controller.
3 110VAC/
— 3 230VAC
LT
F2
Advanced Plant 1/0 Module ACTUATOR
Controller
1 24v~
110VAC/ e s
230VAC g 14l 1...8 \i Y
= 11....18 GND
—————Max. 400m—————»~
Figure 6. Power supply of field devices via a separate transformer
31-00584-01 15



WIRING AND SET-UP

General Safety Considerations

When connecting the Advanced Plant Controller,
VDE, National Electric Code (NEC) or equivalent, and
any local regulations concerning grounding must be
observed.

Only qualified electricians may carry out electrical
work.

The electrical connections must be made at the
terminals of the Advanced Plant Controller.

NOTE:

For Europe, only: To comply with CE requirements,
devices with a voltage in the range of 50 to 1000
VAC or 75 to 1500 VDC and which are not pro-
vided with a supply cord and plug or with other
means for disconnection from the supply having a
contact separation of at least 3 mm in all poles
must have the means for disconnection incorpo-
rated in the fixed wiring.

Only copper conductors should be used for electrical
connections.

Only electrical cables/wires with an operating
temperature at least 75° C should be used for
electrical connection.

A\ WARNING

Risk of electric shock or equipment damage!
Do not touch any live parts in the cabinet.
Disconnect the power supply before connecting or
removing connections from controller terminals.
Do not use spare terminals as wiring support points.
Do not reconnect the power supply until you have
completed the installation and proper connection.

/\ CAUTION

Observe the precautions for handling
electrostatic devices.

Wiring Terminals

The Advanced controllers are supplied with Screw
terminals and can also be retrofitted with Push fit
terminals if required. See “Ordering Information” on
page 2.

NOTE:
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In some regions I/0 modules can be ordered
directly with either screw or push fit terminals.
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Table 6. RS485 Interfaces 1,2, and 3 Wiring Terminals
Specifications

Terminal | Stripping Torque Max. Plug
Type Length Value Gauge
Screw 6-7 mm 4.425 26 to 12 AWG
(Type P1) lb-in (0.1281-3.332
Push-in 9mm N/A 14 to 24 AWG
(Type P1) Sol/Str (UL),
14-26 AWG Sol
(UL,
0.2-2.5 mm?

Sol/Str (IEC)

Table 7. RS485 Interface 4 Wiring Terminals
Specifications

Terminal | Stripping Torque Max. Plug
Type Length Value Gauge
Screw 6-7 mm 4.425 26 to 12 AWG
(Type J4) lb-in (0.1281-3.332
(05 N—m) mmz)

Push-in 9 mm N/A 14 to 24 AWG

(Type J4) Sol/Str (UL),
14-26 AWG
Sol (UL),
0.2-2.5 mm?

Sol/Str (IEC)

Table 8. Power Supply Wiring Terminals Specifica-

tions
Terminal | Stripping Torque Max. Plug
Type Length Value Gauge
Screw 6-7 mm 4.425 26to 12 AWG
(Type P2) lb-in (0.1281-3.332
Push-in 9mm N/A 14 to 24 AWG
(Type P2) Sol/Str (UL),
14-26 AWG
Sol (UL),
0.2-2.5 mm?

Sol/Str (IEC)

Terminals support both flexible and solid cables. Wires
can be equipped additionally with ferrules.

31-00584-01




ADVANCED PLANT CONTROLLER INSTALLATION INSTRUCTION AND COMMISSIONING GUIDE

Connecting Power Supply

Connect the power supply to the power supply terminals of the Advanced Plant Controller. See “Power supply” on
page 14.

The factory default controller must be powered ON for a minimum of 10 hours for the first time to make the RTC
function as intended.
Earth Grounding

The Advanced Plant Controller complies with SELV, so protective earth grounding is not required. However, a
functional earth grounding for EMC is mandatory. For information, See “Earth Grounding” on page 19.

110VAC/
230VAC
24VAC ' T Tyl I
Short Connection Fuse 4A 7]
to Earth D Time—Iag]> L TFilrj’r?:‘IlaAgI

x @ o o]

1 2 3 o, 4 5 6 o, 1B 9 sy 1318 19
GNDL = + 7 GNDZ - + 0 GND3I - o+ T * V0 om
RS485 1 RS4852 RS485 3 POWER 24V
ISOLATED
RS485
1 2z 3 Hla
. e .
Honeywell .
LI .
HMI 4 AS485 &T1L
RS485
|

PORT 1 PORT2 PORT 3 e + =
10/100/1000 10/100/1000 SWITCHED = 18

o

1 2 &2 RS485 4
GND4 |E
19 20

O g o O =g L,U_J f— J }l 18 19 EC:p
e00

Figure 7. Power and Earth Connection
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Cable Specifications

Power Supply Cable Specifications

The length of the power supply cable includes the
length of the cables to connected modules.

NOTE:

The supply voltage must, in any case, be at least
19.2 VAC (24 VAC -20%).

Table 9. Power Supply Cable Specifications

ADVANCED PLANT CONTROLLER

Field Device Power Supply Cable

Specifications

Table 10. Field Device Power Supply (24 VAC) Cable
Specifications

Cable Length

Cable Cross-section

<100 m (300 ft.), single
transformer(See “Example
1: Power Supply via
Controller Using Panel
Module” on page 15.)

min. 1.5 mm?2 (16 AWG)

<400 m (1300 ft.),
separate transformers
(See “Example 2: Power
Supply via Separate
Transformer” on page 15.)

min. 1.5 mm2 (16 AWG)

Communication Bus Cable Specifications

Table 11. Communication Cable Specifications

Cable Cable cross-

Device Length section
Niagara Max.3 m Min. 1.5 mm?
Advanced Plant
Controller
Panel Bus I/0 Max. 3 m Min. 1.5 mm?2
DIO Max. 1200 m | Min. 1.5 mm?2
M-Bus >3 m Depends on Plug

Gauge. See
“Wiring
Terminals” on
page 16

Interface (Buses)

Cable Type

RS485 interfaces 1, 2, and
3 (Panel Bus, BACnhet Bus,
Modbus, M-Bus)
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RS485 interface R (Panel
Bus, 170 Module Bus)

One or two pairs
(depending on the
application) of twisted
pair complying with
EIA485 standard (level
IV, 22 AWG, solid core,
non-shielded), e.g., J-Y-
Y 2x2x0.8, or shielded
wire.

Ethernet 1, 2 (Ethernet
Bus)

Niagara Advanced
Plant Controller can be
used with CAT5, CATG,
and CATA47 cabling.
Standard Ethernet
cross-over cable, Cat-5,
min. 10/100 MBaud,
max. length of 100 m

RS485 Bus Cable Specifications

e An MSTP EIA-485 network shall use shielded,
twisted-pair cable with a characteristic impedance
between 100 and 130 ohms.

e Distributed capacitance between conductors shall be
less than 100 pF per meter (30 pF per foot).

e Distributed capacitance between conductors and
shield shall be less than 200 pF per meter.

31-00584-01



EARTH GROUNDING
Advanced Plant Controller and SELV

To avoid the distribution of noise or earth ground
potential differences over networks or other
connections, the Advanced Plant Controller is designed
to comply with SELV.

Furthermore, SELV offers the greatest possible safety
against electrical impact.

To support SELV, all Honeywell external (CRT series) or
internal transformers comply with standard EN60742.
Earth grounding is therefore not recommended.

Niagara Advanced Plant Controller
System and EN60204-1

However, if compliance with the standard EN60204-1 is
required, note the following:

General Information about EN60204-1

EN60204-1 defines electrical safety for a complete
application/machine, including controllers, sensors,
actuators and any connected/controlled electrical
device.

EN60204-1 requires controllers to be powered by SELV
and earth grounding of the secondary side of the used
transformers or earth grounding of the system ground.

Earth grounding is prescribed to prevent the
unexpected start-up of connected rotating/moving
machines due to an insulation fault and double earth
grounding somewhere in the plant.

Using an earth leakage monitor is also possible to fulfill
SELV if earth grounding is prohibited.

19
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When is EN60204-1 Applicable to Niagara
Plant Controller System?

SAFETY AGAINST ELECTRICAL IMPACT

EN60204-1 is not mandatory because the use of SELV
and transformers provides electrical safety according to
standard EN60742.

SAFETY AGAINST UNEXPECTED START-UP OF
ROTATING/MOVING MACHINES

If the application/plant does not contain machines that
harm the operator due to an unexpected start-up, the
standard EN60204-1 is not applicable. If such
machines are encountered, then EN60204-1 must be
followed. Grounding is required.

31-00584-01
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Functional EMC Grounding EXAMPLE . .
. . Connecting a single transformer with multiple
* Useacable gs short as possible for grounding: Advanced Plant Controller (N-ADV-133/N-ADV-134/N-
min 1.5 mm< (16 AWG). ADV-112 etc) earth-grounded as per EN60204-1.

¢ For connection details, refer to the following example.
e Connect earth ground to FGND of the controller

Plant Controllers.

110VAC/230VAC

2avAC
F1
_—e

AN 00 U A
13 14 15 13 14 15 13 14 15
N . N
+ Vo = + Vo = + Vo =
POWER 24V POWER 24V POWER 24V
Advanced Plant Advanced Plant | Advanced Plant
Controller Controller Controller

Figure 8. Connecting and earth grounding multiple controller Plant Controllers (single transformer)

NOTE:

— Use a noise-free earth ground inside the cabinet.

— Use one star-point to split power for controllers and field devices.

— If the transformer is used for several controllers, each controller ground must be wired separately to the start
point.

— If a field device that prohibits earth grounding is connected to the system ground, an isolation monitoring
device must be used instead of earth grounding.

— If the field device transformer is physically far away from the controller, earth grounding must still be

performed for the controller.

31-00584-01 20
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INTERFACES

The Advanced Plant Controller can communicate with a wide range of devices and systems with its interfaces and is
configurable for a variety of protocols.

TOP VIEW SIDE VIEW
» RS485-3 (+)
RS485-2 (+) < » RS485-3 (-)
RS485-2 () < » RS485-3 GND3 LEFT RIGHT
RS485-2 GND2 ——————> TERMINAL SWITCH RESISTOR
RS485-1 (+) e TOUCH FLAKE POWER TO IO
RS485-1 () POWER SUPPLY COMMON (POWER SUPPLY/COMMON/GROUND)
RS485-1 GND1 o:0 oo [1[e0e 11 24 VAC POWER
RS485 (1-3) INDICATOR
= = = s
CONTROLLER SERVICE
SERVICE BUTTON a STATUS
- CONTROLLER OPERATIONAL
C TYPE USB 1 STATUS
T1L INDICATOR
HMI DEVICE OPERATIONAL
Tanus RS485 INDICATOR
RS485 (4) INDICATOR ' RS485-4 (+)
00 RS485-4 (COM)
RS485-4 (-)

HMI PORT - COMMUNICATION AND 5VDC
POWER SUPPLY INTERFACE FOR HMI

BOTTOM VIEW

TOUCH FLAKE COMMUNICATION TO I0
TAL (+), TIL (-), RS485-R (+) AND RS485-R (-)

ISOLATED ETHERNET SWITCHED PORT
PORT1 PORT1

PORT2
PORT3

C TYPE USB 2
(USED FOR LON COMMUNICATION)

Figure 9. Advanced Plant Controller Interface

HMI LED

HMI LED indicates the connection status between HMI and Advanced Plant Controller.

Table 12. Behavior and meaning of HMI LED

LED Status Description

HMI is not enabled/disabled in
Niagara workbench by the user.

HMI is enabled by the user,

OFF

ON (Green) connected, and working properly.
HMI is enabled by the user but not
ON (Red) connected to plant controller with

RJ11.
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RING LED

The Advanced Plant Controller is built with a Ring LED to indicate the operational status of the controller.

When a controller restarts successfully, the Ring LED operates in the following pattern:

e Two blinks with a reduced delay between the blinks and subsequently stop glowing for a few milliseconds.

Table 13. Ring LED and Controller status

Green (Normal) Yellow (Minor fault) Red (Major fault)
No Action Required Need Action From User Urgently Need Action from User
Light Status
Honeywell Honeywell Honeywell
Solid
Power On, Working Platform is running, station | Platform is not running.
properly, receiving data is not up or station in IDLE
from the controller and or error.
connection is good. Station
is running normally.
Blink N/A N/A
[ N N N N N N J
Controller under dist file N/A N/A
update.

NOTE:

— LED will not glow in case OFF, Power OFF, Power Failure.

— LED status does not change when HMI firmware is downloaded from the Online tool to the controller.

— M-Bus and Modbus communication failures do not impact ring LED behavior.

31-00584-01

22



General Information on the RS485
Standard

RS485 LEDs

These LEDs indicate the transmission and reception of
data by the three RS485 interfaces.

Table 14. Behavior and meaning of RS485 LEDs

LED Status Description
OFF COM Port not configured.
ON (Green) Transmit/Receive data over the given

RS485 interface is fine.

Cannot parse packet in RS485.
Communication error: Parse package

ON (Yellow) fail
Add both in app layer and link layer
ON (Red) communication loss

Add both in app layer and link layer

According to the RS485 standard (TIA/EIA-485:
“Electrical Characteristics of Generators and Receivers
for Use in Balanced Digital Multipoint Systems”), only
one driver communicating via an RS485 interface may
transmit data at a time. Further, according to U.L.
requirements, which may load each RS485 interface
with 32 unit loads.

BACnet MSTP connections to the RS485 interfaces
must comply with the aforementioned RS485 standard.
Thus, it is recommended that each end of every
communication bus be equipped with one termination
resistor having a resistance equal to the cable
impedance (90 - 120 Ohm/ 0.25 - 0.5 W).

RS485 systems frequently lack a separate signal
reference wire. However, the recommended wiring is to
provide a solid signal ground (signal reference)
connection to ensure error-free communication
between drivers and receivers — unless all devices are
electrically isolated and no earth grounding exists.
Under ideal conditions, the RS485 connection can have
a max—length of 1200 meters—however, the longer the
cable, the lower the transmission rate. As a rule of
thumb, the transmission rate (in bps) multiplied by the
cable length (in meters) should not exceed 100 million.
For example, a system with a cable 1000 meters long
should not be required to transmit data at rates
exceeding 100 Kbps.

23
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The following table provides a few examples.

Table 15. Baud rate vs. max. cable length for RS485

Baud Rate Max. Cable Length (L)
9.6 kbps 1200 m
19.2 kbps 1200 m
*38.4 kbps 1200 m
***56 kbps 1200 m
***+76.8 kbps 1200 m
**115.2 kbps 800 m

** In the case of configuration of RS485 interfaces 1,
2, 3, and 4 of the Advanced Plant Controller for Panel
Bus, the communication rate will be automatically set
to 115.2 Kbps.

*** |n case of configuring the Advanced Plant
Controller’'s RS485 interface 4 for 10 Bus, the
communication rate will be automatically set to 56
Kbps.

For information on wire gauge, max. Permissible cable
length, possible shielding and grounding requirements,
and the maximum number of devices connected to a
bus refer to standard EIA-485.

Communication Baud Rates

Table 16. Communication Baud Rates

Ethernet 10/100/1000 Mbit/s, RJ45

BACnet MSTP 9.6,19.2,38.4,7#76.8,115.2 Kbps

Modbus 0.3to0 115.2 Kbps

Panel Bus 115.2 Kbps

M-Bus 0.3t0 19.2 Kbps

HMI Port 5Vdc power output and RS485

NOTE:

#In case of configuring the controller with this
baud rate, first disable the port, select the 76800
baud rate, enable the port, and restart the control-
ler.

31-00584-01
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Connection to Buses TERMINATOR SWITCH
Table 17. Connection to Buses Terminators: The RS-485 bus must be terminated at
each end with a resistor matched to the cable
- ~ " - nl: characteristic impedance (i.e. +1%, Y» Watt, range 100
Max.No. | % | W | 4 || to 130 ohms). If the RS485 of Advanced Plant Controller
of Devices | n n N | oo . . L A
Protocols s g g Oq_o g 3 is at one end of a 120 ohm cable, switch in its built-in
Chgrmel N Y] 0 N g terminator, otherwise switch it out and fit a resistor at
x x x x # that end of the cable; the other end must be terminated
with a matching resistor.
Panel Bus 64 Yes |Yes |Yes |Yes |Yes Terminator Switch
VANRN
MSTP 64 Yes |Yes |Yes |Yes |Yes VAL
/ \
Modbus 32 Yes |Yes |Yes |Yes |Yes // \\
/
\
M-Bus* 60 Yes* |Yes* |Yes* |Yes*|Yes / \

NOTE:

- The communication rate across each L

communication interface depends on the given @ — e R
communication protocol. Z R4Sl Z Rs4gs2 = Rsugs3

- RS485-4 is only applicable to N-ADV-134-H

controller. Figure 10. Terminator Switch

-*The N-ADV-133-H series and N-ADV-134-H
series controller can function as an M-Bus
Master. It uses a standard level converter to
connect to the M-Bus devices.

- # A wiring adapter is required to establish
communication and power supply over RS485-R
(default channel. If the default channel is not
used, it must be closed by an end cap. For
protective covers, Refer Mounting the wiring
adapter on the din rail in Mounting Instruction -
31-00553.

- Up to 64 modules on bus(16 1/0 module per
type), but typically not more than 16 1/0 modules.

A\ WARNING

Risk of electric shock or equipment damagel!
e Do not connect more than one Advanced Plant
Controllers to the same transformer.
Do not connect an Advanced Plant Controller and a PW
M-Bus Adapter device to the same transformer.

31-00584-01 24



Ethernet Interfaces and LEDs

The Ethernet 1 connected to a single Ethernet switch. Assigned to different IP subnet and isolated from other
Ethernet ports. On Ethernet 2, three ports are connected to the same network via an internal switch.

ADVANCED PLANT CONTROLLER

Ethernet 1 can connect the controller with the computer using an Ethernet crossover cable. The user can upload,
download, and debug the controller application using the Engineering tool from the computer. This connection also
establishes Internet connectivity.

They are RJ45 female interfaces, each with a yellow activity status LED (located to the left) and a green activity LED
(located to the right). The possible behaviors and corresponding meanings of these LEDs are explained in the
following table.

Table 18. Behavior and meaning of Ethernet 1 and 2

Left LED Right LED Description Corrective action
OFF OFF Link is Down Ch_eck t_he cable between the controller and the
switch is connected.
Maximum speed (1000 Mbps).
Green OFF Link Up
ON/Blinking Blinking - Data Activity
ON - No Data Activity
G Maxmum speed (100 Mbps). If the communication problem exists, then
reen Link Up . .
OFF . . .. check the Ethernet parameter configuration, IP
ON/Blinking |Blinking - Data Activity address MAC address. or firmware
ON - No Data Activity ’ ’ )
Maximum speed (10 Mbps).
OFF Yellow Link Up
ON/Blinking |Blinking - Data Activity
ON - No Data Activity

NOTE:

The above table represent the LED’s present at the Ethernet switches m

25
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Service Button/Service Alarm LED

The Advanced Plant Controller has a physical service button B2 to reset the device to factory default.

In most cases, a factory reset can be achieved while keeping power on to the Advanced Plant Controller. This is the

recommended method as it is easier to perform the reset.

In some side cases (i.e. - application locked up), the only way that a device will reset is if power is interrupted to the

Advanced Plant Controller first. If the controller did not reset with the recommended method, only then try resetting

using the alternative method.

With Power On (Recommended method):

Action Result

Service Alarm LED Behavior

Press and hold the service button for 10-
15 seconds.

For up to 10 seconds the service
alarm LED will be solid green.

the service alarm LED will start to

Between 10-15 seconds hold. .
blink green.

Service alarm LED will blinking
Yellow

Release the service button when the
service alarm LED starts blinking Yellow.

The service alarm LED will stop
blinking yellow and Normal power
on LED behavior will start.

Short press the service button within 5
seconds of Yellow blinking to confirm the
reset to factory default.

LED color
(N

Action

Reset while powered on

Press and hold the button when power on and then last for

| |

. Service button
ya

Lightes up green and chnages to flashing greenI
in the nulling process is armed, 10-15 second Window

Service Alarm LED
behavior

I
. 10Sec
Main LED 1
behavior LED behavior depends on the status before pressing'service button |

Start to Reset I

Reset to #la
factory ®

5Seconds window

Release service button,
Iwhen Yellow blink stans‘

Short press again within
5 seconds to confirm reset behavior
V7,

72 1
’I
:The Yellow blink stops

|

I Normal power

| on LED behavior

‘ g 00 00 0
|

|

|

|

Reset when user confirms
with the second press

Figure 11. Factory reset in Power On

31-00584-01
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With Power Off (Alternative method): When the user tries to reset the controller in power Off, the controller will take

time to load OS at first.

Action

Result

Service Alarm LED Behavior

Press and hold the service button for 45-
60 seconds while powering up. Hold until
the service LED flash solid green.

The service alarm LED will be solid
green.

After some point of hold.

the service alarm LED will start to
blink green.

Release the service button when the
service alarm LED starts blinking Yellow.

Service alarm LED will blinking
Yellow

Short press the service button within 5
seconds of Yellow blinking to confirm the
reset to factory default.

The service alarm LED will stop
blinking yellow and Normal power
on LED behavior will start.

Action LED color

T  c

Reset while powering up

. Service button
Va

%
Power |

Reset to #la Service Alarm LED
factory ° behavior

Main LED
behavior

Start to Reset

Lightes up green and chnages to flashing greenI
in the nulling process is armed, 10-15 second window

Press and hold the button when power on and then last for

10-15S
7/

|
"0sec |15Sec

5Seconds window

Release service button,
Iwhen Yellow blink starts

Short press again within
5 seconds to confirm reset behavior
|

N\\S

4
N

IThe Yellow blink stops
(.

Figure 12. Factory Reset while Powering up

The reset performs the following operation:

— Reset the local controller configuration
— Keeps the current firmware version
— Erases historical data

27

31-00584-01
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Abort/Fail Factory reset:

There are two cases when the factory reset will get abort/fail.

Case 1:

The factory reset will fail/abort when the Service button is pressed more than 15 seconds (Service button is not

released).

Action

LED color

T,  c

Does not perform a factory reset

s:rr]vai\clziiflarm LED Lightes up as long as the button is pressed : v0000 000 .i —
Main LED ! '
behavior LED behaviour depends on the status before pressing service button

Behaviour depends on IO actual status

User #la
Abort Reset ®
Case 2:

Figure 13. Abort/Fail Factory Reset

or

The factory reset will abort/fail when the user does not confirm the reset to factory with a short press (Within 5
seconds of yellow blink).

Action

LED color

T -

Does not perform a factory reset

User Fla
°

Abort Reset

Press and hold the button when power on and then last for 10-15S

SeNco DUton /44

| le
| Release service button

5Seconds window

Lightes up green and chnages to flashing gjreenI when Yellow blink starts
Service Alarm LED in the nulling process is armed, 10-15 second window |
i | |
behavior eeo00ee |
) |
. 10Sec 15Sec
Main LED 1 I
behavior LED behaviour depends on the status before pressing service button I

Start to Reset

»l
I The Yellow blink stops

Behaviour depends on 10 actual status

31-00584-01

Figure 14. Abort/Fail Factory Reset
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TERMINAL ASSIGNMENT
Table 19. Terminal assignment
= = = I
1 1 1
I~ [ N
» 3 - ol g =
.g ) Description >l >l >l
o £ n o (oo
3 £ A
[ P zZ |z |z
1 GND1 GND for RS485 interface 1
RS485-1 2 RS485-1(-) (-) for RS485 interface 1
3 RS485-1(+) (+) for RS485 interface 1
4 GND2 GND for RS485 interface 2
RS485-2 5 RS485-2(-) (-) for RS485 interface 2
6 RS485-2(+) (+) for RS485 interface 2
7 GND3 GND for RS485 interface 3 X
RS485-3 8 RS485-3(-) (-) for RS485 interface 3 X
9 RS485-3(+) (+) for RS485 interface 3 X
18 RS485-4(+) (+) for RS485 interface 4 X
RS485-4 19 RS485-4(-) (-) for RS485 interface 4 X
20 GND4 GND for RS485 interface 4 X
13 J__ Connect to earth ground in the field
I P
Zrlt)\/Ut ower 14 VO Power supply common
15 = Power supply (24 Vac/dc)
24V~ Power supply (24 Vac/dc) for 170 Module
Power
Supply Touchflake 24V0 Power supply common for I/0 Module
(RS485-R) GND Connection to earth ground in the filed for
I/0 Module
Ethernet  |(on'> B q Port 1 (10/100/1000 base-T/TX)
(Ethernet 1)
Port 1 (10/100/1000 base-T/TX)
. RJ45
Switch Ports | 2ot 99 ) Port 2 (10/100/1000 base-T/TX) X
Port 3 (10/100/1000 base-T/TX) X
Connectivity USB 1 USB Type C (Device)
Ports USB -2 USB Type C (Device & Host)
Power&Com Communication and power supply (5Vdc)
Port RJ11 RS485_H Interface for HMI
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Controller Terminal

3 RS485 Ports

(— [ Power Supply

[ odlEiecdgloce oog 1| ™

- : | '—Touchﬂake
R8s 2 Rsuss 3 : Power supply/Common/Ground
SREASE"
pz3 | SR Service status of the
Honeywell e a controller
HV\:\ _4 RSA;S i’i:lL
RS485
il & R borr2 T Touch flake ports
10/100/1000 1010071000 SWITCHED R5485—R & T1L
7 i
1S g G G o 1
Primary Ethernet Port ' C)| +RS485-4 port
—
Switched Ethernet Ports

* Applicable only for N-ADV-134-H controller

Figure 15. Controller Terminals
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FLOW CHART OF COMMISSIONING AND SETUP WORK FLOW

To commission the controller, follow any one of the work flow explained in the two work flow.

e Work Flow 1
e Work Flow 2

Work Flow 1

Follow the below mandate process for commissioning the Advanced Plant Controller. Refer the table for Optional
process and follow the recommended step.

NOTE:

In the flow chart the mentioned steps are topics or headings not a process. So for detailed information, go to
the respective links from the below table See “ Links of Flow chart for Work Flow 1” on page 32.

Check the Flow chart step and click the link from the below table See “ Links of Flow chart for Work Flow 1” on
page 32.

1. Interface
2. Terminal Assignment

C ting P C t the Ni -
Start Installation p| -ONNECng Fower p -onnectine Niagara Open a Platform Niagara License Open an Existing
Supply Installed PC Platform

Create a New — Ring LED Yes
Station

No

Default IP Address

v

Y

A 4

Copy a Station [<— s
. Commissioning the Change Date and e Open a New
Enable LED behavior Set up a Station |4— Advanced Plant Time Platform

Controller
Default Credentials

Open the Station [4—

Migrating an
existing Station

» RSTP Configuration

Switch Port
"l Configuration

HMI Device
Configuration

A 4

A4

N

Enable /4
HonPlantController
Services \

Figure 16. Flow Chart for Work Flow 1
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Table 20. Links of Flow chart for Work Flow 1

Mandatory Steps

Optional Steps

“Installation” on page 10.

Refer Mounting Instructions - 31-00553

“Connecting Power Supply” on page 17.

“Power supply” on page 14.

“Wiring and Set-up” on page 16.

“Power Supply Cable Specifications” on page 18.
“Interfaces” on page 21.

“Terminal Assignment” on page 29.

“Connect the Niagara-Installed PC” on page 36.

“Default IP Address” on page 10.

“Technical Details” on page 9.

“Ethernet Interfaces and LEDs” on page 25.
“Connection Examples” on page 125.

“Open a Platform” on page 43.

“Ring LED” on page 22.

“Niagara License” on page 11.

“Open an Existing Platform” on page 48.

“Open a New Platform” on page 44.

“Change Date and Time” on page 68.

“Commissioning the Advanced Plant Controller”
on page 50.

“Set up a Station” on page 59.

“Create a New Station” on page 59.
“Copy a Station using Station Copier” on page 61.
“Open the Station” on page 64.

“Enable LED Behavior” on page 75.

“Enable HonPlantControllerService” on page 70.

Port Configuration

“Configure TCP/IP Settings” on page 65.
“RSTP Configuration” on page 82.
“Switch Port Configuration” on page 86.

“BACnet Network” on page 97.

Firmware and Factory reset

“Firmware Update using Distribution File Installer” on
page 107.
“CleanDist file Installation” on page 113.

Backup and Restore

“Enable/Disable USB Backup and Restore” on page 117.

“USB Backup and Restore using shell command” on
page 118.

31-00584-01
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Work Flow 2

Follow the below mandate process for commissioning the Advanced Plant Controller. Refer the table for Optional
process and follow the recommended step.

NOTE:

In the flow chart the mentioned steps are topics or headings not a process. So for detailed information, go to
the respective links from the below table See “ Links of Flow chart for Work Flow 1” on page 32.
Check the Flow chart step and click the link from the below table See “ Links of Flow chart for Work Flow 1” on

page 32.

1. Interface
2. Terminal Assignment

Connecting Power Connect the Niagara
i —» —
Installation Supply Installed PC BT
h 4
PRE-CONFIGURATION .
Create New Station
Connect to the Platform
(In Computer)
BiatE < Open Station from My Host Start the Stati < CagyiheSation
HonPlantControllerServices P y i 2 eatation e (From computer to Local host)
E Enable PanelbusNetwork and >
Enable HMI Device — » Enable LED behavior Save the Station
select the RS485 port
Default IP Address L
Open an Existing Platform Copy the Station < Open Platform
(Controller Platform) (From Local host to computer)
Ring LED

Default |  OpenaNew No

Credentials G Platform Yes/No
Yes
» RSTP Configuration
4 Y
Switch Port
Commission ;/\ i s End
k_/ Configuration
HMI Device
Configuration

Figure 17. Flow Chart for Work Flow 2
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Table 21. Links of Flow chart for Work Flow 2

Mandatory Steps

Description and Optional Steps

“Installation” on page 10.

Refer Mounting Instructions - 31-00553

“Connecting Power Supply” on page 17.

Refer below topics for more details.

See “Power supply” on page 14.

See “Wiring and Set-up” on page 16.

See “Power Supply Cable Specifications” on page 18.
See “Interfaces” on page 21.

See “Terminal Assignment” on page 29.

“Connect the Niagara-Installed PC” on page 36.

Refer below topics for more details.

» See “Technical Details” on page 9.

e See “Ethernet Interfaces and LEDs” on page 25.
e See “Connection Examples” on page 125.

Open Workbench

Open Niagara workbench to configure the controller.

See “Software tool” on page 9.

Create New Station (In Computer)

See “Create a New Station” on page 59.

Connect to the Platform

Connect to the Platform which is present in the My
Host/Computer

See “Open an Existing Platform” on page 48.

Copy the Station (Form computer to Local host)

Copy the station which is created in computer to Local host
(De-select Auto-Start in the Station Transfer Wizard)

See “Copy a Station using Station Copier” on page 61.

Start the Station

After copying the station, click Start from the Application
Director. Follow the step 13 in the Copy a station using Station
Copier.

Open Station from My Host

Right click on My Host and select Open Station or See “Open the
Station” on page 64.

Enable HonPlantControllerServices

See “Enable HonPlantControllerService” on page 70.

Enable HMI Device

See “HMI Device Configuration” on page 96.

Enable PanelbusNetwork and select the RS485
port

Refer Create Panelbus Network topic in the document Panelbus
Driver guide - 31-00591 to Enable and Port selection.

or
Open Station, Navigate to Config > Drivers > Double click
PanelbusNetwork. Select AX Property sheet view, Enable the
PanelbusNetwork and select the Panelbus Port from Panelbus
Port Config.

Enable LED behavior

See “Enable LED Behavior” on page 75.

Save the Station

Right click on Station and select Save Station

Open Platform

Open the Platform which is present in the My Host/Computer

Copy the Station (From Local host to computer)

Copy the station which is pre-configured in Local host to
computer.

See “Copy a Station using Station Copier” on page 61.

31-00584-01
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Table 21. Links of Flow chart for Work Flow 2

Mandatory Steps

Description and Optional Steps

Open an Existing Platform (Controller Platform)

Open the Controller platform with the controller IP address.
See “Open an Existing Platform” on page 48.

Open a New Platform

See “Open a New Platform” on page 44.

Commission

See “Commissioning the Advanced Plant Controller” on

page 50.

or

Openthe controller Nav tree, Right click on Platform, and select
Commissioning Wizard.

RSTP Configuration

See “RSTP Configuration” on page 82.

Switch Port Configuration

See “Switch Port Configuration” on page 86.

HMI Device Configuration

See “HMI Device Configuration” on page 96.

35
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CONNECT THE NIAGARA-INSTALLED PC

In order to access (with a laptop or computer) the controller via Ethernet/IP for the first time, the default passwords
are used. For IP connections, you may employ any one of the following two options:

Option 1: USB 2.0 Device

This USB 2.0 Device interface is the recommended interface for downloading applications and firmware via Niagara
workbench. An "C-type to C-type" or “C-type to A-Male” USB cable is required.

For access via USB, the Advanced Plant Controller has a permanent default IP address 192.168.255.241. Your
computer |IP address must match the controller's default IP address subnet (255.255.255.0). See “How to Enable
RNDIS driver in the Advanced Plant Controller” on page 38.

Option 2: Standard Ethernet Interface
The default IP address of Ethernet interface 1 &5 1: 192.168.0.200

The default IP address of Ethernet interface 2 E?E 2:192.168.2.200

In any case, your computer IP address must match the Advanced Plant controller's default IP address subnet
(255.255.255.0). See “To connect to the Niagara-installed PC using Ethernet port:” on page 41.
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Front USB/Ethernet interface

All models of the Advanced Plant controller are equipped with a USB 2.0 Device interface at the front, which is an
Ethernet over the USB connection. After connecting the controller and computer with USB 2.0, give the IP address to
enable the RNDIS driver and controller begins to communicate with computer.

NOTE:

When the IP address of the controller is unknown, connect the front USB of controller to computer. The RNDIS
driver will be identified in the computer, using that |IP address you can connect the station and configure the
controller from Niagara workbench. See “How to Enable RNDIS driver in the Advanced Plant Controller” on

page 38. and See “Getting Started” on page 43.

RNDIS Driver

The Remote Network Driver Interface Specification (RNDIS) is a Microsoft proprietary protocol used mostly on top of
USB and provides IP connectivity over USB. It provides a virtual Ethernet link to the operating systems.Remote NDIS
(RNDIS) eliminates the need for hardware vendors to write an NDIS miniport device driver for a network device

attached to the USB bus.

NOTE:

The IP connection is static. The permanent IP address of this USB interface is 192.168.255.241 (Controller).

General architecture of the RNDIS Protocol

4 2\

Host (Computer)

Host Operating System
Specific Networking
Driver Interface

A
w
©
O
o
% Controller
v
Host Side RNDIS Device Side RNDIS
A A 4 4
© s © I
® € ® €
o 8 a 8
y A A 4 \ 4
Host Side Bus Device Side Bus
Transport Protocol Transport Protocol

USB Connection

Figure 18. RNDIS Protocol Architecture
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How to Enable RNDIS driver in the Advanced Plant Controller
The permanent IP address of this USB interface is 192.168.255.241 (Controller).

Procedure:

1. Power up the Controller. Connect the Advanced Plant Controller to computer with the USB cable.

A-Type USB

C-Type USB,

)

Host Operating System (Computer)

Figure 19. USB Connection from Computer to Controller

2. The RNDIS driver will be detected in the computer.

& Network Connections

Organize
L
X

38

Bluetooth Network Connection

Bluetooth Device (Personal Area ...

To check the RNDIS, Go to Control Panel > Network and Internet > Network Connections.

4~ & > Control Panel » All Control Panel Items » Network Connections

l"- Cisco AnyConnect Secure Mobility :- Ethernet :- Ethemet
> Client Connection = Network cable unplugged =, Unidentified network
@> Disabled K T |ntel(R) Ethernet Connection (16) I... W= Remote NDIS Compatible Device ...

Figure 20. Network Connections Window

Advanced Plant Controller

L.
il

Wi-Fi =
ds.honeywell.com
Intel(R) Wi-Fi 6E AX211 160MHz
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3. Double click on Remote NDIS Compatible Device (Ethernet X is an example, can be changed based on your
Ethernet port number)
Ethernet X Status dialogue box appears. Click Properties.

o Ethernet = Status X
General
Connection

1Pv4 Connedtivity: No network access
IPv6 Connectivity: No network access
Media State: Enabled
Duration: 00:05:01
Speed: 425.9 Mbps

Activity

Sent L... Received
—~

s
Packets: 22 0

GProperties GDisable Diagnose

"

Close
Figure 21. Ethernet Status Dialogue Box

4. Ethernet X Properties dialogue box appears.
Double click on the Internet Protocol Version 4 (TCP/IPv4).

4 Ethernet © Properties x
Networking ~ Sharing

Connect using:
? Remote NDIS Compatible Device #2

Configure....

This connection uses the following items:

£ Client for Microsoft Networks ~
9 File and Printer Sharing for Microsoft Networks

I3 Npcap Packet Driver (NPCAF)

9005 Packet Scheduler

I it Protocol Version 4 (TCP/IPv4)
L] Microsoft Network Adapter Muttiplexor Protocol

. Microsoft LLDP Protocol Driver v
< >

Install... Uninsta Properties
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

0K Cancel

Figure 22. Ethernet Properties Dialogue Box
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Internet Protocol Version 4 (TCP/IPv4) dialogue box appears. Select Use the following IP address.
Configure the IP address of your computer. Type the IP address in the IP address section exam-
ple,.192.168.255.XX. Replace the XX with the desired number except 192.168.255.241.

NOTE:

The RNDIS fails to initialize in the Network connection, if you select Obtain an IP address automatically and click
OK directly. User must configure the Internet Protocol Version 4 (TCP/IPv4) properties to get Initialized.

Table 22. Internet Protocol Version 4 (TCP/IPv4) properties

N

40

IP address 192.168.255.XX - Except 192.168.255.241
Subnet mask 255.255.255.0
Default gateway 192.168.255.1

Internet Protocol Version 4 (TCP/IPv4) Properties X

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(®) Use the following IP address:

IP address: 192 . 168 . 255 .
Subnet mask: 255.255.255. 0
Default gateway: 192 . 168 .255. 1

(®) Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

D Validate settings upon exit Advanced...

Figure 23. Internet Protocol Version 4 (TCP/IPv4) Properties Dialogue Box

Click OK.
The Network Status will change to Identified state after successful network connection.

To check the connection between the Advanced Plant Controller and the Computer, ping the controller with the
192.168.255.241 |IP address from the command prompt.

If the connection is successful, the communication message will appear with the IP address.
If the connection is unsuccessful, than Request time out message will appear in the command prompt.

NOTE:

After Successful RNDIS driver connection, use the 192.168.255.241 IP address while creating a Station/Plat-

form in the Advanced Plant controller and configure the controller from the Niagara workbench. See “Getting
Started” on page 43.
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To connect to the Niagara-installed PC using Ethernet port:

1. Ensure thatthe Advanced Plant Controller is powered OFF. See “Power supply” on page 14.
2. Connectthe PC (Niagara Installed) to the Advanced Plant Controller using only the Ethernet port.

NOTE:

The number of Ethernet ports varies depending on the controller models. For ports and SKUs, Refer Ordering
information table from Advanced Plant Controller Datasheet - 31-00583 and
Optimizer Advanced Datasheet -31-00631.

The connection can be made via an Ethernet hub or switch:

Ethernet port
[P: XXX XXX XXX XX

Ethernet port 1

Niagara Installed P IP: 192.168.0.200

Ethernet port 2

Router ||, 192 1682200

a
Honeywell - O

Hub/Switch port

Cat6

Figure 24. Ethernet Hub or Switch connection

or

Directly using a standard Cat 6 patch cable:

Ethernet port
[P XXX XXX XXX XX

Ethernet port 1

Niagara Installed PC IP: 192.168.0.200

Ethernet port 2
IP:192.168.2.200

ﬁ Cat6

Figure 25. Direct connection
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Power up the Advanced Plant Controller. See “Power supply” on page 14.

NOTE:

After powering up the Advanced Controller to check the communication, ping the controller with the Default IP
Address from the PC. Go to the command prompt and type "ping 192.168.X.200" Replace "X" based on your
Ethernet port (1 or 2) connection. See “Ethernet Hub or Switch connection” on page 41. and See “Direct con-
nection” on page 41.

Check the PC's current IP settings, and change its IP settings in case the controller is not communicating.

IP address for port 1 &5 L: Any value in the range of 192.168.0.1 to 192.168.0.254, but not
192.168.0.200

IP address for port 2 B 2; Any value in the range of 192.168.2.1 to 192.168.2.254, but not 192.168.2.200
Subnet mask: 255.255.255.0

See “Terminal Assignment” on page 29. for ports.

Wait for 30 seconds for the Ring LED indicator to commence a regular flash. See “Ethernet Interfaces and
LEDs” on page 25.for Ethernet communication.

Launch Niagara workbench on the PC.
Open a Platform and proceed.
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GETTING STARTED

Configuring the Advanced Plant Controller is a mandatory step to avail of the feature and use the plant controller.
Before configuring the Advanced Plant Controller, connect the plant controller to BACnet and connect your
supervisor's workstation (Laptop or PC) to the same network.

PRE-REQUISITES:

e Niagara License

e Default IP Address

e (Connect the Niagara-Installed PC

Connecting Advanced Plant Controller

To configure the Advanced Plant Controller, Supervisor workbench is needed. Niagara Engineering tool is connected
with the Advanced Controller to configure the Advanced Plant Controller, See “To connect to the Niagara-installed
PC using Ethernet port:” on page 41. Login with Controller Default IP Address to access the Advanced Plant
Controller in Niagara workbench and proceed with Open a Platform.

Open a Platform

1. Launch Niagara workbench.
2. To Login, Go to File, click Open, and click Open Platform.

D Edit Search  Bookmarks Tools  Window  Help

Open 3 od Ctrl+L
New Window Ctri+N File Ctrl+0
Mew Tab Ctrl+T Directory

Query

Open Platform Ctrl+Shift+P

Open Station  Ctri+Shift+0

Find Stations
Figure 26. Open Platform

There are two ways to connect to a platform.

e Open a New Platform
e Open an Existing Platform
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Open a New Platform

To open and connect to a platform of controller follow below procedure or user can open and connect to local

platform in the computer and then copy the station to the controller later See “Copy a Station using Station Copier”
on page 61.

1. Navigate to the Nav tree and right-click My Host<host_id> and click Open Platform.
The Open Platform window is displayed.

q\ Open Platform with TLS

Connect to the host's secure platform daemon

Session

Type Jr Platform TLS Connection

Host IP > ©-

Port 5011

0K | Cancel‘

Figure 27. Open Platform with TLS Dialogue Box

2. Select the session type either Platform TLS Connection (secured) or PlatformConnection
(unsecured / standard) in the Type drop-down menu.

3. Selectthe Host as IP in the Host drop-down menu.By default, the application takes the host Id of your system. If
you select the secured platform type, the default port numberis 5011.

NOTE:

The (History) icon next to the host Id displays the list of host Ids used before. You can also select the host
Id from the History drop-down menu.

Honeywell recommends use of TLS type connection for secure connection.

4. Enterthe IP address of Advanced Plant Controller and click OK.

NOTE:

The IP setting in Advanced Plant Controller is fixed and the Default IP Address to be selected.
Use “192.168.0.200” for EN1 s51 and “192.168.2.200” for Vlan 2 #52. For Ethernet details See “Advanced
Plant Controller Interface” on page 21.and See “Terminal Assignment” on page 29.

Open Platform with TLS
Connectto the host's secure platform daemon

Session

Type v Platform TLS Connection

Host | IP > © -

Port 5011

[ox ] coneat]

Figure 28. Open Platform Dialogue Box
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6. Click Accept and the Authentication dialogue box is displayed.

ADVANCED PLANT CONTROLLER

5. Click OK. The Niagara Identity Verification dialogue box is displayed for the TLS connection.

Niagara4
Unable to verify host identity

The supplied certificate could not be validated:

- the certificate was issued for a different address
- the certificate was not issued by a trusted authority

TableView | ASN.1View

Properties:

Version

Serisl Number
Issued By

Issuer DN

Subject

Subject DN

Mot Before

Mot After

Key Algorithm

Key Size

Signature Algorithm
Signature Size

Basic Constraints
Key Usage

Extended Key Usage
MDS Fingerprint

Figure 29. Identity Verification Dialogue Box

PEM View

w3

60 b5 06 50 96 c2 =0 85 c2 36 d9 bec
Niagarad
Cl=Niagara4,0=Tridium,C=US
Niagarad
Cl=Niagara4,0=Tridium,C=US
Tue Feb 21 11:45:22 CST 2023
Wed Feb 21 11:45:22 CST 2024
R5A

2048

SHA25&8WITHRSA

25¢

Subject Type: End Entity

digitalSignature, keyEncipherment

TLS Wek Server Ruthentication (1.3.6.1.5.5.7.3.1), TLS Webk Clie
ee:Th:ec:5a:aT:db:£0:baze2:c7:53:4b:db:BE:6c:ed

q\ Authentication
Logon required for access

Realm

Name ubuntu

Scheme  SCRAM-GLIBC-SHAS512

Credentials

Username |

Password

[[] Rememberthese credentials

Figure 30. Authentication Dialogue Box

0K Cancel |

7. Enter the credentials, select Remember these credentials, and click OK. You must login with your platform cre-

45

dentials.

NOTE:

Enter default credentials:

Username: tridium
Password: niagara

Select the Remember these credentials, if you want to save the credentials.
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8. Change Platform Default Wizard will be displayed. Click Next to change the default username and password.

m Change Platform Defaults Wizard bt

*\ Change Platform Defaults Wizard

Welcome to the Change Platform Defaults Wizard!

Before you can connect to this platform, the following tasks must be completed:

Configure the system passphrase
Create a new platform account

Remove the default platform account

The Change Platform Defaults Wizard will help you complete this process,

Back

Finish ¥ cancel

Figure 31.Change Platform Default Wizard Dialogue Box

9. Change Platform Default Wizard to configure the System Passphrase will be displayed.
Type the new passphrase in New Passphrase box, Retype the new passphrase in the Confirm New Passphrase
box and click Next.

m Change Platform Defaults Wizard >

‘\ Change Platform Defaults Wizard
Configure the System Passphrase

Create the passphrase used to encrypt sensitive information on the platform's filesystem:

New Passphrase

Confirm New Passphrase

4 Back Finish X cancel

Figure 32. Change Platform Default Wizard Dialogue Box

NOTE:

The password must have a minimum of 10 characters and include at least one capital letter, one lowercase let-
ter and one numeral (digit). Remember the new passphrase.
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10. Change Platform Default Wizard to Create a Platform Account will be displayed.
Type suitable name in New Username box, suitable password in New Password box, Retype password in Con-

firm Password box (Comment is optional) and click Next.
m Change Platform Defaults Wizard

\ Change Platform Defaults Wizard
Create a Platform Account

Create a new platform account to use on this platform:
New Username |

New Password

Confirm Password

Comment (optional)

4 Back Next Finish ¥ cancel

Figure 33. Change Platform Default Wizard Dialogue Box

NOTE:

The password must have a minimum of 10 characters and include at least one capital letter, one lowercase
letter and one numeral (digit).

-In the (optional) Comment field, you can enter an alphanumeric descriptor for this platform admin user. This
text will be displayed in the 'Users table' and may be helpful if there is more than one platform user.

11. Change Platform Default Wizard to Review Changes will be displayed.
Review the changes and click Finish.
m Change Platform Defaults Wizard

*\ Change Platform Defaults Wizard
Review Changes

Please review the changes befare finishing:

Update the platform system passphrase
Add the platform user account:
Admin

Remove the platform user account:
tridium (default account)

4 Back Next / Finish | X cancel |

Figure 34.Change Platform Default Wizard Dialogue Box

NOTE:

Default Platform credentials will be removed. Use the new username and password credentials to open the
same platform.

47 31-00584-01



ADVANCED PLANT CONTROLLER INSTALLATION INSTRUCTION AND COMMISSIONING GUIDE

12. Platform created and below window will be displayed.

- Nav Platform

tf O %) My Network Name Description

@ Application Director Control applications and access console output
@ My Host: IE67LTFDEHXD3.global.ds.honeywell.com

0 Certificate Management Manage X.502 Certificates and Host Exemptions.

@ 192.168.0.200
HT Platform @ Distribution File Installer Install distribution files to the remote host
@ File Transfer Client Transferfiles to and from the remote host
o Lexicon Installer Install lexicons to support additional languages
@ License Manager Manage licenses and certificates

o Platform Administration Update the platform daemon's port or credentials, or set its date and time

O Software Manager Install software to the remote host

e Station Copier Transfer stations to and from the remote host
6 TCP/IP Configuration Manage the host's TCP/IP settings

e Remote File System The remote host's file system

Figure 35. Host and Platform Window

Host ID (IP address) with Platform is created.

13. Proceed with Commissioning the Advanced Plant Controller.

Open an Existing Platform

Use the following procedure to connect to an existing Advanced Plant Controller platform. If you have not opened a

platform previously for the Advanced Plant Controller follow the procedure Open a New Platform instead.

To open an existing platform:

1. Connectto Advanced Plant Controller and run Niagara workbench. See “Connect the Niagara-Installed PC” on

page 36.

2. Inthe Nav tree, right-click the Advanced Plant Controller (IP address) entry and select Open Platform.
The Connect dialogue box is displayed:
or

Navigate to the Nav tree and right-click My Host<host_id> and click Open Platform. The Connect window is dis-

played.

q\ Open Platform with TLS

Connect to the host's secure platform daemon

Session

Type | gT Platform TLS Connection

Host IP y -

Port 5011

ITI Cancel I

Figure 36. Open Platform Dialogue Box

NOTE:

For offline platform (Local Host), use the second method to open the platform.

31-00584-01
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3. Click OK. The Authentication dialogue is displayed:

q\ Authentication
Logon required for access

Realm

Name ubuntu
Scheme  SCRAM-GLIBC-5HA512

Credentials
Username |

Password

[J Rememberthese credentials

0K Cancel |

Figure 37. Authentication Dialogue Box

4. Enter the credentials Username and Password for the Advanced Plant Controller.

NOTE:

Use your Platform credentials which are given while creating the Platform. See “Open an Existing Platform” on
page 48.

5. Click OK. A connection to the Advanced Plant Controller will now be established and the Platform view is dis-
played. Proceed with Commissioning the Advanced Plant Controller.
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Commissioning the Advanced Plant Controller

The commissioning process is a necessary step for the new controller or existing controller after completing the
changes in the Niagara workbench. The first time Advanced Plant Controller is powered up it is necessary to perform
an initial set up using the Commissioning Wizard in the Niagara workbench which steps through several specific
configuration tasks to simplify the initial set up.Niagara workbench is used to deploy the changes and to update the
firmware based on new modules.

The Commissioning Wizard gives the option to upload an existing station to the Advanced Plant Controller.
Therefore, you may wish to create a station first - See “Create a New Station” on page 59. Alternatively, you can create
a station and upload it after running the wizard.

Procedure for commissioning the Plant Controller
1. To start the commissioning process, Go to Platform, double click on Platform Administration,

and click Commissioning.

- Nav =]
#f O ) My Network

@ My Host : CHSOLTDLL73¥2.global.ds.honeywell.com
@ 192.168.0.200
T Platform

NOTE:

Platform Administration

_I\ View Details

Baja Version

a User Accounts

Q\ System Passphrase

Change HTTP Port

E] Change TLS Settings

G-) Change Date/Time

&* Advanced Options

7 Change ODutput Settings

View Daemon Output

v’ Configure Runtime Profiles

“ Configure NRE Memory

Backup

‘\ Commissioning

) Reboot

D Version
System Home
User Home

Host

Daemon HTTP Port
Daemon HTTPS Port
Host ID

Model

Product

Local Date

Local Time

Local Time Zone
Operating System
Niagara Runtime

Architecture

Tridium 4,10.3.20.1

4,10.3.20
Jvar/snap/hbt-bms-controller-beatsa-niagara/71/base/niagara_home
Jvar/snap/hbt-bms-controller-beatsa-niagara/71/base/niagara_user_home
192.168.0.200

3011 (disabled in TLS settings)

5011

HOMN-MADV-0825-B000-04F8-3E41

ADVCTLR (1.0)

ADVCTLR

23-Feb-23

11:47 China Standard Time

Asia/Shanghai (+8)

Ubuntu 20.04.5 LTS (20.4.0.1.19759)
nre-core-honeywell-ADVCTLRUBUNTU-aarché4 (4,10.3.20.0.8)
aarchg4

Enabled Runtime Profiles rt,uxdocwb

Java Virtual Machine

honeywell-Zulu-jre-ADVCTLRUBUNTU-aarch&4 (Azul 1.8.0.362)

Niagara Stations Enabled enabled

Number of CPUs
Current CPU Usage
Overall CPU Usage

4
60%
T1%

Figure 38. Platform Administration Window

Commissioning can also done from any page. Another method to commission the controller is, Right click on
controller Platform and click Commissioning Wizard.

& Platfory
y Statio Views

Disconnect

o

Close

Session Info

Commissioning Wizard

Certificate Wizard

e
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Commissioning dialogue box displayed. Select the options based on the commissioning requirement and click
Next.
For new controller select only set enabled runtime profile and Sync with my local system date and time

m Commissioning for "192.168.0.200 (AdvancedPlantController)” 4

\ Commissioning

This wizard combines stepsfor configuring a host to run stations. Please check below for each type of configuration
change you wish to make:

Requestorinstall software licenses
[#] Setenabled runtime profiles

[# Install a station from the local computer

[ Install lexiconsto support additional languages
[# Install/upgrade core software from distribution files
[#] syncwith my local system date and tim

[# configure TCP/IP network settings

[ configure system passphrase

[# configure additional platform daemon users

Clearall | Checkall

Back Finish ¥ cancel

Figure 39. Commissioning Dialogue Box

NOTE:

On afirstinstall most options are selected and cannot be deselected. For those options that can be changed, it
is recommended that you keep their default settings. The following procedure assumes that the default set-
tings have been selected. Most of the options may change while Commissioning again.

Commissioning dialogue box for licenses displayed. Select license and click Next.
If the Advanced Plant Controller has automatically installed a license it will be listed, and you can skip to step 8.
Otherwise the wizard will ask for license to add:

m Commissicning for "192.168.0.200" X

Licensing

Installed licenses:
ComfortAndEnergy.license (Tridium 4.12 - expires 2023-03-31)
HES-CE-E.license (HES-CE-E 4,12 - expires 2023-03-31)
Honeywell.license (Honeywell 4.12 - expires 2023-03-31)

HoneywellCentraline.license (HoneywellCentraline 4,12 - expires 2023-03-31)
Project_and_Service_CElicense (Project_and_Service_CE 4,12 - expires 2023-03-31)
SaiaBurgessControls.license (SaiaBurgessControls 4,12 - expires 2023-03-31)

Do youwant to install or replace any licenses?

< Don'tchange any licenses

<> Installone ormore licenses from files

< Install Honeywell BEATS Advanced Lab Test Comfort and Energy brand (Comfort and Energy 4.12) licenses from the license server:
Project_and_Service_CE.license (Project_and_Service_CE4.12 - expires 2023-03-31)
Honeywell.license (Honeywell 4,12 - expires 2023-03-31)
ComfortAndEnergy.license (Tridium 4,12 - expires 2023-03-31)
SaiaBurgessControls.license (SaiaBurgessControls 4,12 - expires 2023-03-31)
HoneywellCentraLine.license (HoneywellCentraline 4,12 - expires 2023-03-31)
HBS-CE-E.license (HBS-CE-E 4.12 - expires 2023-03-31)

NOTE: if you use a license with a version lowerthan 4.10 without active maintenance,
the software available to install will be limited accordinalv.

4 Back |

B et ] Finish m

Figure 40. Commissioning Dialogue Box for License
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4. Click Next. Licensing dialogue box is displayed.

m Commissioning for "192.168.0.200" X

E Licensing
Choose license files to install

License files to be installed by the commissioning wizard:

Vendor Version Expiration B

Add Add Cert Remove

4 Back |

Figure 41. Commissioning Dialogue Box for License

5. Click Add to select a license.See “Niagara License” on page 11.

Select File
Please choose one or more files to install to "192.168.0.200"

Nex‘ti Finish ¥ cancel

D etc D licenses A B
Djavadoc Mame Vendor Host ID B
Djre
G JxBrowser D @
D lib Q inbox
D Tl @ ComfortAndEnergy. Tridium Win-A28E-FEOF-0C53-D280
© modules backup0206 [8) HES-CEElicense  HBS-CE-E  Win-A28E-F80F-0C53-D880
D security @ HBS_CP.license HES_CP Win-A28E-FB0F-0C53-D880
Q certificates [8 Honeywelllicense Honeywell Win-A28E-F80F-0C53-DE80
0 licenses
Qb B
G inbox
O policy

oK Cancel

Figure 42. Select File Dialogue Box

6. Navigate to the location of the required license file. Click on the file name.

31-00584-01
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7. Click OK.

m Commissioning for "192,168.0.200"

X
E Licensing
Choose license files to install

License filesto be installed by the commissioning wizard:

Vendor Version Expiration

E
Haoneywellt = 412 31-Mar-23

Add Add Cert Remove

4 Back ‘ }Next] Finish X cancel

Figure 43. Licensing Dialogue Box

8. Commissioning dialogue box for Enable Runtime Profiles is displayed.

[ Commissiening for "192.168.0.200 (AdvancedController)"

V Enabled Runtime Profiles

The platform daemon can be configured to save space by restricting the modules that can be installed to it.
Please choose the runtime profiles which should be used on this host:

7
[# UX: Module JARs having lightweight HTMLS+JavaScript=CSS user interface only.

[# wB:Module JARs havingWorkbench orWorkbench Applet user interface classes.

[# DOC: Module JARs having no Java classes.

4 Back | P Next I Finish ¥ cancel

Figure 44. Enable Runtime Profiles Dialogue Box

NOTE:

Based on the commissioning wizard selected options (Step 2), the commissioning window will appear.
For example: If the Configure system passphrase is selected in commissioning dialogue box (Step 2), the com-

missioning window to configure the system passphrase will appear while commissioning. Refer Niagara User
Guide for commissioning the controller.
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9. Click Next. The Software Installation dialogue box is displayed.

o

% station Installation
u Install a station from the local computer

If you wish to copy a station from the local machine to the remote host, please select it from the list below:
Station (Don'ttransfer a station)

New Name

|:| START AFTER INSTALL: Start the station immediately after itis copied
[#] AUTO-START: Start the station every time the platform daemon starts

4 Back P Next Finish ¥ cancel
Figure 45. Software Installation Dialogue Box

10. Ifyou do not have a pre-configured station available, or don't want to copy one to the Advanced Plant Controller
at this point, leave Station set to Don’t transfer a station and go to step 13. Otherwise, use the Station drop
down box to select an existing station to copy to the Advanced Plant Controller.

11. Typethe desired name (different from existing stations name) in the New Name box.

12. Setthe START AFTER INSTALL and AUTO-START options as required. By default, these will both be selected.

NOTE:

START AFTER INSTALL: Select this option if you want to start the station as soon as it has copied (recom-
mended).

AUTO-START: Select this option if you want the station to be started when the Advanced Plant Controller is
restarted (recommended).
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13. Click Next. After displaying a “Analyzing” messages the wizard will show a list of software that will be installed:

m Commissioning for "192.168.0.200" x

i Software Installation

Please check each additional item you wish to have installed to the remote host. Any software known to be required
for stations to run is already checked.

Current free space 4,582 400 KE To be installed 803 KB Estimated free space after install 4,581 532 KB

Software Installed Version Avail. Version B
[ themeZebra-ux - W) Tridium4.10.3.20 Inztall required platform modul:
O saphp-rt - W) Tridium4.10.3.20 NotInstalled

Oaaphp-wh - W) Tridium4.10.3.20 Notlnstalled

[ aapup-rt - /] Tridium 4.10.3.20 NotInstalled

Oaapup-wb - /] Tridium 4,10.3.20 Mot Installed

[ abstractMgttDriver-rt - /] Tridium 4.10.3.20 MotInstalled

[ abstractMgttDriver-wh - ) Tridium4.10.3.20 NotInstalled

O ace-rt - ®) Tridium4.10.3.20 NotInstalled

O sce-ux - ¥ Tridium 4.10.3.20 NotInstalled

Upgrade All Out of Date Reset

4 Back ‘ P Next | Finish ¥ cancel

Figure 46. Software Installation Dialogue Box

NOTE:

If required, you can review the list of software items that will be installed on the Advanced Plant Controller.
Iltems that must be installed or out of date have a red text - Select the items and Click on Select Upgrade All

Out of Date.

Installed items will appear in blue text descriptor. Out of Date and items to be installed are at the top of the list
and cannot be deselected. Other items can be selected or deselected to suit specific applications. To reset the

selection of modules to the original collection, click Reset.
To Install Additional Drivers - See “Install Additional Drivers” on page 69.

14. Click Next. The Distribution File Installation dialogue box is displayed.

m Commissiening for "192.168.0.200 (AdvancedPlantController)” X

Distribution File Installation
Installfupgrade core software from a distribution file

Thefollowing software needs to be installed:

o nre-config-honeywell-ADVCTLR (honeywell 4,10.3.20.0.6)
@D part-honeywel-ADVCTLRUBUNTU-aarchs4 (honeywell 0.0.0)
(D honeywell-ADVCTLRUBUNTU-aarch64 (honeywell 20.4.0.1.15751)

Press "Mext" to continue with commissioning.

4 Back |I P Next I Finish ¥ cancel

Figure 47. Distribution File Installation Dialogue Box
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15. Click Next. The TCP/IP configuration step is displayed:

TCP/IP configuration
Platfarm TCP/IP settings

Change the TCP/IP settings of the platform by modifying the values below:

Host Name ubuntu
Hosts File ¥

Use IPvE [] Yes
DNS Domain {none)

IPv4 Gateway (0.0.0.0
DNSv4 Servers ()
IPv6 Gateway

DNSvE Servers ()

Interface 1 ¥
Interface2 ¥

Interfaces

Undo Changes
4 Back | P Next | Finish ¥ cancel
Figure 48. TCP/IP Configuration Dialogue Box

NOTE:

This step gives you the option to set up the IP settings for the two Ethernet ports. You can either do this now or
after completing the wizard - See “Configure TCP/IP Settings” on page 65. Configure only one Interface port
with DHCP Dynamic and one Interface port with DHCP Static form Interface 1/Interface 2 port.

Example: Configure scenario as below

- Interface 1 = DHCP Dynamic, Interface 2 = DHCP Static

- Interface 1 = DHCP Static, Interface 2 = DHCP Static

Both the Interface port cannot be configured with DHCP Dynamic.

16. Click Next. The System Passphrase step is displayed:

m Commissioning for "192,168.0.200 (AdvancedPlantCentroller)” x

System Passphrase
Set system passphrase

Setthe passphrase used to encrypt sensitive information on the platform'sfilesystem:
Current Passphrase
New Passphrase

Confirm New Passphrase

4 Back Next Finish X cancel

Figure 49. System Passphrase Dialogue Box

17. Typethe default passphrase (niagara) in the Current Passphrase box.
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18. Type a new passphrase in the New Passphrase box.

NOTE:

The password must have a minimum of 10 characters and include at least one capital letter, one lowercase let-
ter and one numeral (digit).

19. Retype the new passphrase in the Confirm Passphrase box.

W imMPORTANT:
Remember the new passphrase.

20. Click Next. The Platform Daemon Authentication step is displayed:

m Commissioning for “192,168.0.200"

X
® Platform Daemon Authentication
Platform useraccountinformation

You may add, remove oredit user accounts the daemon usesto authenticate users by changing the values below:

Users

Mame Comment B
Admin

New User Change Password
4 Back | P Next | ¥ cancel

Figure 50. Platform Daemon Authentication Dialogue Box

NOTE:

The Platform Daemon Authentication wizard will display users, If there are existing users in the Advanced

Plant Controller or else it will ask “Please create a new platform user account” with User Name and Password
to create a platform user account. Follow step 21 to step 24 for New user or continue with step 25
21.

Type a suitable name for a platform admin user in the User Name box.
22.

Type a suitable password for the platform admin user in the Password box.
NOTE:

The password must have a minimum of 10 characters and include at least one capital letter, one lowercase let-
ter and one numeral (digit).

23. Retype the password in the Confirm Password box.

NOTE:

In the (optional) Comment field, you can enter an alphanumeric descriptor for this platform admin user. This
text will be displayed in the 'Users table' and may be helpful if there is more than one platform user.

57
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24. If required, you can add further users at this point by clicking New User. Users can also be added, changed or

removed later. See “Niagara help documents” on page 12. and search How to add new users in platform or refer
Niagara User guide.

25. Click Next. Asummary of the changes that will be implemented is displayed:

) commissioning for "192.162.0.200 (AdvancedPlantCantroller)”
\ Commissioning
Review of changes

Please review the following changes, then use the finish” button to commit them.

Date and Time

Synchronize remote system's date and time with local system

Station
Source ~stations/AdvancedController
New Name AdvancedController
Contents

Copy every file in the station directory and its subdirectories
Stations to Delete AdvancedPlantController
Enabled Runtime Profiles
No changes
software to Install
nre-config-honeywell-ADVCTLR (haneywell 2,10.3.20.0.)
part-honeywel-ADVETLRUBUNTU-aarch64 (0.0.0)
honeywell-ADVCTLRUBUNTU-aarché4 (20.4.0.1.19751)
TCP/IP Configuration
No changes
Platform Daemon Authentication
No changes
Licenses
Install Honeywell BEATS Advanced Lab Test

licenses from the license server:
Update

Project_and_Service_CE.license (Praject_and_Service_CE4.12- expires 2023-03-31)
Honeywell.license [Honeywell 4,12 - expires 2023-03-31)
Centraline license (Tridium 2.12 - expires 2023-03-31)

uuuuuu gessControls.lice ntrolsd.12 - expires 2023-03-31)

"/ Finish

4 Back P Next ¥ cancel

Figure 51. Commissioning Window for Review of Changes

NOTE:

Review the list of changes. You can use the Back button to go back to modify any settings.

26. Complete Commissioning window is displayed where the commissioning success message will get. Click Close
Window.

[ Commissioning for "192.168.0.200 (AdvancedController)”

\ Completing Commissioning

Completing commissioning:

€ stop running applications Success
@ installfiles to remote host Success
@ Update system date/time/timezone  Success
° Start applications Success

Commissioning complete.

ing applications...
op running applications
Transferring files...

ller starting.

Close Window

Figure 52. Completing Commissioning Window
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27. Commissioning the Advanced Plant Controller Finished!

¥ mMPORTANT:

The Advanced Plant Controller will go through reboot cycles three times during the commissioning process.
Do not turn Off Power to the controller during this time - Doing So May cause errors in the jar file. Restart the
configuration process again.

28. Observe the Ring LED indicator on the front of the Advanced Plant Controller unit - when this has solid yellow
or solid green LED ON for at least 10 seconds, the setup process is finished and is ready for use. If commission-
ing has distribution file installed, it takes 15 minutes to fully load the distribution file before it is finished.

29. If you changed the primary Ethernet port settings on Advanced Plant Controller, remember that you may now
need to:

¢ Change the IP settings on the configuration PC to restore communications between the PC and Advanced Plant

Controller.

¢ Open a new platform in the Niagara Nav tree - See “Open a New Platform” on page 44.

¢ If you copied an existing station to Advanced Plant Controller using the Commissioning Wizard, you can now

proceed to Open the Station. Otherwise, continue with Set up a Station.

Set up a Station

The Station defines the network(s) that Advanced Plant Controller will interface to. If you did not copy an existing
station to the Advanced Plant Controller using the Commissioning Wizard, you will need to create a Station and copy
it to the Advanced Plant Controller.

Create a New Station
To create a station:
1. Connecttothe Advanced Plant Controller and run Niagara workbench - See “Connect the Niagara-Installed PC”
2. l(zlr;\,/)i‘;%?ces,t% Tools drop-down menu and click New Station. The New Station Wizard is displayed.
[ Wew st Wiz X

ﬂ New Station Wizard
—

Station Name

Station Directory

C:\Users\admin\Niagara4.10\0ptimizerSupervisor\sta:

Station Templates

Vendor  Version Description

AdvancedCantrollerStation.ntpl Honeywell 12 Template for Advanced Controller Station

NewControllerStation.ntpl Tridium 16
NewJACEProvisioningStation.ntpl ~ Tridium 14
NewSupervisorstationLinux.ntpl Tridium 18

NewSupervisorStationWindows.ntpl  Tridium 18

Back Next Finish # cancel

Figure 53. New Station Wizard

3. Enter the name of the station. The Station Directory field, which is non-editable field, displays the location of
the station.
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4. Select the NewOptimizerAdvancedControllerStation.ntpl template from the Station Templates and click
Next. The next screen of the wizard is displayed.

m Mew Station Wizard >

g New Station Wizard
—

Username Role(s)] Modified? B

admin admin

Set Password

When 'Finish’ is pressed, save the station and
< openitin userhome
<> copy it to secure platform for "localhost” with Station Copier

&> close the wizard

4 Back Next ...... / Finish 1 X cancel |

Figure 54. New Station Wizard

5. Click Set Password and Set Password window is displayed.
m Set Password >
Reset Password for admin
Password:
[reseeses

Confirm:

OK Cancel

Figure 55. Set Password Dialogue Box

6. Enterthe password and confirm it by re-entering the same password in the Confirm field.

NOTE:

This password is for the default ‘admin’ user for the station. This user must be reserved for engineers. The
password must have a minimum of 10 characters and include at least one capital letter, one lowercase letter
and one numeral (digit).

7. Click OK.
8. Click Finish. The station will be created:

B Station *SampleStation® Successfully Created

Opening BOGTile...
|

Figure 56. Station Notification After Creating Station

9. Proceedto Open the Station.
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Copy a Station using Station Copier
Once you have created a station it must be copied to the Advanced Plant Controller using the following procedure.

To copy a station:

1. Make a platform connection to the Advanced Plant Controller - See “Open an Existing Platform” on page 48.
2. Inthe Navtree right click the Advanced Plant Controller platform and select Views > Station Copier.
The Station Copier is displayed:

Station Copier

@ Stations on thiscomputer &7 Stationson "192.168.0.200"
/C:/Users/ . /stations Q ~stations
AdvancedController AdvancedController
AdvancedPlantController

Copy
Copy
Rename

Delete

Figure 57. Station Copier Screen

NOTE:

If the user wants to copy the station from controller to computer or from computer to controller, use the same
procedure to copy the station. Do the mandatory setup and configuration in the station available in computer
and copy that station to the controller - This process is followed in the work flow scenario 2.

3. Click Copy. The Station Transfer Wizard is displayed:

[0 station Transfer Wizard X

™ Transferring station "AdvancedController”
What name would you like the new station to have?

Station name AdvancedController

Finish ¥ cancel I

Figure 58. Station Transfer Wizard
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4.

If required, rename the station in the Station name box, then click Next. The wizard changes:

Select the options—START AFTER INSTALL and AUTO-START as required and click Next.

m Station Transfer Wizard

™ Transferring station *5tn1*
Station Startup Options

*

[ START AFTER INSTALL: Start the station immediately after it is copied

[ AUTO-START: Start the station every time the platform deemon sta

Back b Mext Finizh ¥ cancel

Figure 59. Station Transfer Wizard

5. Select the required start-up options.

NOTE:

(recommended).

START AFTER INSTALL: Select this option if you want to start the station as soon as it has copied

restarted (recommended).

AUTO-START: Select this option if you want the station to be started when the Advanced Plant Controller is

6. Click Next. Review the changes from Station Transfer Wizard and click Finish.
The transfer process will commence, and progress is shown in the Transferring station dialogue box:

31-00584-01

[0 Transferring station

~

u Transferring station

X

Completing transfer:
@ Transferfiles  Success

| a1l
figurations.xml
~stations/AdvancedContro

Transfer complete.

Close Window

Figure 60. Transferring Station Dialogue box
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7. Wait until the message 'Transfer complete' appears.
8. Click Close Window. The Open Application Director dialogue box is displayed:

m Open Apphoiticn Dingctor! e

@ Cipen the Applcaion Deechor now?
1| Don't ask again

Figure 61. Open Application Director Dialogue Box

9. Click Yes and the application director is displayed with the station that you created in the list of stations along

10.

11.
12.

14.

63

with station details like name, type, status, and so on.

Application Director
Connected to 192.168.0.200

Name Type Status Details Auto-Start Restart on Failure ]

|EAdvancedController station Idle fox=n/a,foxs=n/a,http=n/a,https=nja false true |

| D Auto-Start
[# Restarton Failure
Start
Stop
Restart
Reboot
Kill
Dump Threads

Save Bog

Verify Software

Clear Output
Pause Output
Output Dialog
Stream To File

Output Settings
Figure 62. Application Director

Wait for the station to start up - this make take up to a minute. Check that a 'Station Started' message is shown.
In addition, Status at the top of the window will change from 'Starting' to 'Running’.
or

Select the station to start.

Clear or select the Auto-Start and Restart on Failure check boxes as required.
Click Start to start the station.

Proceed to Open the Station
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Open the Station

To login in to and set up a station:

1. Navigate to the Nav tree and right-click <IP address of Advanced Controller> or <My Host> and click Open
Station. The Connect window is displayed. Below figure is shown as an example.

Connect x
H|

Q\ Open Station with TLS

Connect to station using foxover TLS.

Session

Type # Station TLS Connection

Host |IP 19

%)

.168.0.200 W

Port 4511

0K Cancel |

Figure 63. Connect Dialogue Box

2. Select the station type as Station TLS Connection (secured) or Station Connection (unsecured / standard) in
the Type drop-down menu.

3. Selectthe host as IP or Host ID in the Host drop-down menu.

4. Enterthe host Id in the input field next to Host. By default, the application takes the host Id of your system. If
you select the secured platform type the default port number is 4911 and if you select the unsecured, the port
is 1911.

NOTE:

The (History) icon next to the host Id displays the list of host Ids used before. You can also select the
host Id from the History drop-down menu.

5. Click OK. The Authentication window is displayed.

q\ Authentication
Logon required for access

Realm

Name ubuntu
Scheme  SCRAM-GLIBC-SHAS512

Credentials
Username admin

Password seseseneseNe

0K Cancel |

Figure 64. Authentication Dialogue Box

6. Enterthe credentials and click OK. You must login with station credentials.
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Configure TCP/IP Settings

The initial configuration of the Advanced Plant Controller Ethernet ports can be performed as part of the
commissioning wizard - See “Commissioning the Advanced Plant Controller” on page 50. If this step was skipped, or
if the settings need to be changed at some point, follow the procedure below.

Configure TCP/IP settings:

ADVANCED PLANT CONTROLLER

1. Make a platform connection to the Advanced Plant Controller - See “Open an Existing Platform” on page 48.
2. Double-click on TCP/IP Configuration. The TCP/IP Configuration view is displayed:

o

TCP/IP configuration
Platform TCP/IP settings

Change the TCP/IP settings of the platfarm by modifying the values below:

Host Name
Hosts File

Use IPvE

DNS Domain

ubuntu

¥
[ ves

{none)

IPv4 Gateway  0.0.0.0

DNSv4 Servers ()

IPvE Gateway

DNSv6 Servers  (3)

Interfaces

Interface1 ¥
Interface2 ¥

Undo Changes

4 Back | P Next |

Figure 65. TCP/IP Configuration Dialogue Box

Finish ¥ cancel

3. Inthe IPv4 Gateway box enter the IP address of the default router on the network. Defaultis 192.168.0.200/24
or 192.168.0.200/24 - See “Default IP Address” on page 10.

W MPORTANT:

An IP address must be specified even if there is no router on the system. In this case, you must enter IP address

that is valid for the network.

4. Click Interface 1. The display expands to show the settings for the primary (LAN1) Ethernet port.

Interface1 &
1D enl
Description Wired Ethernet Adapterenl

Physical Address 7A:35:BB:15:60:02
Adapter Enabled [#] Enabled

4 IPva settings ¥y IPv6 Settings

DHCPv4

IPv4 Address 192.163.0.200

IPv4 Subnet Mask 255,255.255.0
DHCPv4 Server
DHCPv4 Lease Granted

DHCPv4 Lease Expires

Interfaces

65

Interface2 %

Figure 66. TCP/IP Configuration window
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5. Inthe IPv4 Address box enter the Advanced Plant Controller's IP address.
6. Inthe IPv4 Subnet Mask box enter required subnet mask.
7. Ifrequired, click Interface 2 to change the settings for the secondary (LAN2) Ethernet port.

NOTE:

Configure only one Interface port with DHCP (Dynamic) and one Interface port with Static form

Interface 1/Interface 2 port.

Example: Configure scenario as below

- Interface 1 = DHCP, Interface 2 = Static

- Interface 1 = Static, Interface 2= DHCP

- Interface 1 = Static, Interface 2 = Static

Both the Interface port cannot be configured with DHCP at the same time. Only one interface can support a
Default router/Gateway setting.

©

Click Save. If any changes require the Advanced Plant Controller to be rebooted, the following prompt will be
displayed:

(£ Reboot 192.168.0.2007 X

@ The changes require that the remote computer at 142.158.0.200 be rebooted. Reboot now?

Figure 67. Reboot Dialogue Box
Figure 68.
9. Click Yes to reboot now. Click OK from The Rebooting dialogue box is displayed.

10. Observe the Ring LED indicator on the front of the Advanced Plant Controller unit - when this has solid green
LED ON for at least 10 seconds, the setup process is finished and ready for use.

11. Click OK.
12. Ifyou changed the primary Ethernet port settings on Advanced Plant Controller remember that you may now
need to:

e change the IP settings on the configuration PC to restore communications between the PC and Advanced Plant
Controller.
e open a new platform in the Niagara workbench Nav tree - See “Open a New Platform” on page 44.
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Import Licenses into License Manager

The License Manager lets you install (import) licenses and certificates to a remote platform, sourced either from
your Workbench PC or the Niagara licensing server. You can also view the contents of licenses and certificates, and if
desired, delete them from a remote platform. Import Licenses to host and platform.

1. Go to Platform, click License Manager to open Licenses and Certificates.

License Manager

Host Address 192.165.0.200
HostID HON-
Brand ID

Licenses Certificates

Honeywell.certificate (Honeywell - never expires)
Honeywelllicense [Honeywell4.12- expires 2023-03-31)

Project_and_Service_CE.certificate (Project_and_Service_CE- never expires)
Project_and_Service_CE.license (Project_and_Service_CE4.12- expires 2023-03-31) SalaBurgessControls.certificate (SaiaBurgessControls- never expires)

SaiaBurgessControls.license (SaiaBurgessControls 4.12 - expires 2023-03-31) Tridium.certificate (Tridium - never expires)

Import | Export | View  Delete Import ‘ View  Delete

Figure 69. License Manager

2. Click Import button to import licenses and select Import Honeywell BEATS Advanced Lab test Comfort and
Energy brand (Comfort and Energy 4.12) licenses from the licensing server.

m Import License X

> Import one ormore licenses from files

&> limport Honeywell BEATS Advanced Lab Test - - licenses from the licensing server;

0K | Cancel |

Figure 70. Import License Dialogue Box

3. Click OK. Licensing complete dialogue box and imported licenses is displayed.

B Licensing Complete X

The licenses and certificates for the remote host have
been successfully updated.

Updated

Honeywell.license (Honeywell 4.11 - never expires)

Figure 71. Licensing Complete Dialogue Box

4. Click OK.
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Change Date and Time

Platform Administration for a Windows-based platform is different from the same for a controller. Change
Date/Time from the Platform Administration to sync with system time.

1. Go to Platform and click Platform Administration.

~ Nav %l

tf C (%) My Network

@ My Host: CHSOLTDLL73X2.global.ds.honeywell.com
@ 192.168.0.200
& Platiorm

Platform Administration

#' View Details

i User Accounts

\ System Passphrase

Change HTTP Port

%] Change TLS Settings

G) Change Date/Time

ﬂ(’ Advanced Options

Y change Output Settings

View Daemon Output

" Configure Runtime Profiles

“ Configure NRE Memory

*“T) Backup

%, Commissioning

{J Reboot

Tridium 4.10.3.20.1
410320

Baja Version
Daemon Version
System Home fvarisnap/hbt-bms-controller-beatsa-niagara/71/base/niagara_home

User Home fvar/enap/hbt-bms-controller-beatsa-nisgara/71/base/niagara_user_home

Host 192.168.0.200

Daemon HTTP Port 3011 (disabled in TLS settings)
Daemon HTTPS Port 5011

Host ID HON-NADV-0823-B000-04F8-3E41
Model ADVCTLR (1.0)

Product ADVCTLR

Local Date 23-Feb-23

14:18 China Standard Time

Asia/Shanghai (8]

Ubuntu 20.04,5 LTS(20.4.0.1.18758)
nre-core-honeywell-ADVCTLRUBUNTU-aarch64 (4.10.3.20.0.8)
Architecture aarched

Enabled Runtime Profiles rt,uxdocwb

Java Virtual Machine

Local Time
Local Time Zone
Operating System

Niagara Runtime

honeywell-Zulu-jre-ADVCTLRUBUMTU-aarch 64 (Azul 1.8.0.362)
Niagara Stations Enabled ensbled

Number of CPUs 4

Current CPU Usage 10%

Overall CPU Usage 4%

Filesystem Total

Figure 72. Platform Administration Window

2. Click Change Date/Time to change the date and time.

3. Click on Use Local and Save.

31-00584-01

Date

Time 14:14 j

m Set System Date/Time

M-May-2022 |25 m

Time Zone Asia/Calcutta (+5:30)

Use Local

Save

Cancel I

Figure 73. Set System Date/Time

Free
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INSTALL ADDITIONAL DRIVERS

If you have purchased additional 3rd party drivers that you did not install when the Commissioning was done, they
must be installed before they can be used. If the driver is an additional purchase not included in your original license
it will also necessary to update the Advanced Plant Controller's license See “To install the Advanced Plant Controller
refer the Mounting Instructions document (31-00553).” on page 10.

The new drivers will be supplied in an email.
To install additional drivers:

Close Niagara workbench.

Save the driver files from the email to the C:\Niagara\Niagara-4.X\modules folder.

Restart Niagara workbench.

Make a platform connection to the Advanced Plant Controller - See “Open an Existing Platform” on page 48.
Double-click Software Manager. There will be a short delay while the list of software is compiled, after which
the Software Manager is displayed:

agFwhE

? Current free space £,356,372KE  To be installed 0 KB Estimated free space after install 4,366,372 KB
File Installed Version Avail. Version

clHVACRoomControl-doc ) Honeywell4.8.0.110.51 Mot Installed
clHVACRoomControl-rt u Honeywell 4.8.0.110.51 Mot Installed
cliOcreation-rt /] Honeywell 4.10.1.42.6 Mot Installed
cliOcreation-wh w Honeywell4.10.1.4.2.6 Mot Installed
clonboardlO-rt ) Honeywell4.11.0.3.2.36 Mot Installed
clonboard|0-wb /] Honeywell 4.11.0.3.2.36 Mot Installed
datasharing V] Honeywell 4.11.0.21 Mot Installed
docAapup-doc w Tridium 4.11.0.130 Mot Installed
docAce-doc ®) Tridium 4.11.0.130 Mot Installed
docAlarms-doc /] Tridium 4.11.0.130 Mot Installed
dochAssetManager-doc V] Tridium 2018.6.12 Mot Installed
docAXtoM4Migration-doc e; Tridium 4.11.0.130 Mot Installed
docBaas-doc ) Tridium 4.11.0.8 Mot Installed
docBackupRestore-doc /] Tridium 4.11.0.130 Mot Installed
docBacnet-doc ) Tridium 4.11.0.130 Mot Installed
docCen-doc /] Tridium 4.11.0.130 Mot Installed
docDataRecoverySve-doc /] Tridium 4.11.0.130 Mot Installed
docDeveloper-doc w Tridium 4.11.0.142 Mot Installed
docDrivers-doc ) Tridium 4.11.0.130 Mot Installed
docEdgel05tartup-doc /] Tridium 4.11.0.130 Mot Installed
docEngNotes-daoc V] Tridium 4.11.0.130 Mot Installed
docEntSecFacman-doc Tridium 4.11.0.130 Mot Installed

UpgradeAllOutofDate| Impurt'| Install Uninstall Resef Commit

Figure 74.Software Manager window

6. Click the driver that is to be installed to highlight it.

7. Click Install. The selected driver and any dependencies will be selected. If necessary, click OK in any dialogue
boxes that are displayed.

8. Click Commit. The driver is installed.
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SETUP AND CONFIGURING ADVANCED PLANT CONTROLLER

To configure the Advanced Plant Controller or update the controller, services need to be enabled.

Enable HonPlantControllerService

¥ mMPORTANT:

Follow step 1 to step 5 if the HonPlantControllerService is not available in the services and using if you are
using the migrated station. Services will not be available if the user wants to use another controller station
other than the advanced controller.

¥ imMPORTANT:

Skip step 1 to step 5 and proceed from step 6 if the HonPlantControllerService is available in the station ser-
vices.

1. Navigate to Window, Side Bars, Palette to open the palette pane. The palette pane is displayed at the lower left
side of the screen.

File Edit Search Bookmarks Tools

o

o A
. p V Show Side Bar

ACE Catalog
Bookmarks

Help

Nav

Palette

Search

Spyder Library

Spyder Watch Window

Figure 75. Palette

2. 2.Click i(Open Palette). The Open Palette window is displayed.

[ Open Palette X
Select one or more palettes to open, or just start typing: Browse...
Y

Module Description B
BACnetFFTN4 Firmware Download Tool
CarelmportWizard CARE Import Wizard
SentienceModelSync Sync the configuration to sentience model store
SylkActuatorAnalytics SylkActuatorAnalytics
aaphp American AutoMatrix Public Host Protocol Version 8.10 From A
aapup American AutoMatrix PUP Driver
abstractMgttDriver Thisis a driver forthe MQTT client.
accessDriver Driver for access control devices like SEC RIO and SECR2R
aceEdge Driverfor ACE on Tridium Edge devices
alarm Niagara Alarm Module

OK Cancel

Figure 76. Open Palette Dialogue Box
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3. Select the module honPlantController from the list or type the module name in the input field to open the pal-
ette, and then click OK. To select multiple modules, hold the Ctrl key on the keyboard and select the required

modules. This adds the selected module to the palette drop-down menu and the palette pane displays the
selected palette.The honPlantController palette is displayed in palette.

You can also use the Browse button on the Open Palette window to select the path of the module file from the
device if you know the module location.

~ Palette ¥
= @ 3 . honPlantController
O Services

a HonPlantControllerService

O HMIOperatingltems

§ FastAccessList
E HMIAlarmConsoleRecipient
a HonPlantControllerHMIAuthenticator

[ HMIMstpPort

Figure 77. Palette Window

NOTE:

71

To open another palette, click the palette drop-down menu and select the required palette if present, or open it
by clicking the Open Palette icon.

To close the opened palette, click X (Close Palette).

To view the preview of an item inside the object in the palette, select the item, and then click 2 (Preview). The
preview of the selected item is displayed at the lower side of the palette pane.
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4. From the Nav tree, expand Station > Config > Services. From Palette, select honPlantController and expand
Services.

Drag and drop the HonPlantControllerService from the palette to Services folder.

- Mav

tf C (D) My Network

& station (AdvancedController)
A alarm
e Config
I @ Services I
o AlarmService
@ BackupService
@ CategoryService
@ JobService
(D RoleService
o UserService
ﬂ AuthenticationService

+ Palette

= E E ilwnF‘lantCDntrDller

D SErVices
I ﬁ HonPlantControllerService I

D HMIOperatingltems

Figure 78. Drag and Drop HonPlantControllerService

NOTE:

Errors with dialogue box will appear while Drag and Drop HonPlantControllerService, which indicates the ser-
vice “jar” file is not installed properly. Install the “jar” file in Software Manager and commit the Installation.
See “Install Additional Drivers” on page 69..

For installing files in Software Manager, Refer: module://docPlatform/doc/aSoftwareManager.html

5. AName dialogue box is displayed. Change the name if desired, and click OK.
m Mame bt

@ HonPlantControllerService

OK Cancel

Figure 79. Name Dialogue box

The HonPlantControllerService is added to the Services folder now enable the service.

6. To enable the HonPlantControllerService in controller, Open Platform - See “Open a Platform” on page 43..
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Open a Station - See “Open the Station” on page 64., if the station is already created or create a station See “Set

up a Station” on page 59.

NOTE:

After opening the station Commission the controller - See “Commissioning the Advanced Plant Controller” on

page 50. if the commissioning is not done.

From Nav tree, expand Station > Config > Services and select the HonPlantControllerService.

# Station (Advanced Controller]
._‘ Alarm
a Config
@ Services

O AlarmService

@ BackupService

@ CategoryService

G} JobService

ED RoleService

0 Userservice

ﬂ AuthenticationService
H DebugService

@ BoxService

# FoxService

@ HierarchyService
@ HistoryService

O AuditHistoryService
O LogHistorySenvice
@ ProgramService

G SearchService

0 TagDictionaryService
@ TemplateService
WebService

H FointListviewservice
¥ signalservice

T PlatformServices

ﬁ HonPlantControllerService I

Figure 80. HonPlantControllerService

Click HonPlantControllerService to display the Property Sheet on the right. Navigate to Enable, make Enable
to true to enable the HonPlantControllerService and click Save.

To enable the service, make the service true. As a Default, the HonPlantControllerService is false.

NOTE:
. Enabled ® ialse
[l RST P Configuration false

[ Switch Port Configuration @ true

true to Enable and false to disable service.
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- Nav
tf O

i

Property Sheet

@ My Network ﬁ HonPlantControllerService {Hon Plant Controller Service)
— [ status [ok}
&J Debugservice (Ml Fault Cause
E) BoxService [i Enabled . true
v FoxService

» @l RSTPF Configuration

» [@ switch Port Configuration
@ Historysevice » [ HMI Device
O AuditHistoryService

o LogHistoryService
@ ProgramService

0 SearchService

o TagDictionaryService
TemplateService
@ WebService

H rointListviewservice

@ HierarchyService

¥ sionalService

T PlatformServices

ﬁ HonPlantControllerService

» [l RSTP Configuration

b li Switch Port Configuration
» [l HMI Device

Figure 81. Property Sheet Window

The HonPlantControllerService is enabled.

Setup HMI PIN. Refer HMI Driver Guide - 31-00590.

31-00584-01
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Enable LED Behavior

The status of the Advanced Plant Controller and its feature status are shown with the different color indication. To
identify the status visually, user should enable the LED behavior. To enable the LED behavior in th Advanced Plant

Controller the “ledMonitor” jar file should be installed and services has to be added. To install the “ledMonitor-rt” jar
file See “Install Additional Drivers” on page 69.

1. Save the driver files “ledMonitor-rt” jar file to the C:\Niagara\Niagara-4.X\modules folder.
2. Follow the procedure Install Additional Drivers to install the ledMonitor jar file and commit.

NOTE:

Installed items will appear in blue text descriptor. Out of Date and items to be installed are at the top of the list
and cannot be deselected. Other items can be selected or deselected to suit specific applications.

3. Navigate to Window, Side Bars, Palette to open the palette pane. The palette pane is displayed at the lower left
side of the screen.

File Edit Search

Bookmarks  Tools
4

0 O A

©p v Show Side Bar

o

ACE Catalog
Bookmarks
# O )

@ My Host : IEGEEENEIIS

@ 1921

Nav
Palette
Search

Spyder Library

Spyder Watch Window

Figure 82. Open Palette
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4. Click ™ (Open Palette). The Open Palette window is displayed.

[1] Open Palette

X

Select one or more palettes to open, orjust start typing: Browse...

Y

Module
BACnetFFTN4

CarelmportWizard

SentienceModelSync
SylkActuatorAnalytics
aaphp

aapup
abstractMqttDriver
accessDriver

acekdge

alarm

Description &
Firmware Download Tool

CARE Import Wizard

Sync the configuration to sentience model store
SylkActuatorAnalytics

American AutoMatrix PublicHost Protocol Version 8.10 From A
American AutoMatrix PUP Driver

Thisis adriverforthe MQTT client.

Driver for access control devices like SEC RIO and SECR2R
Driver for ACE on Tridium Edge devices

Niagara Alarm Module

OK Cancel I

Figure 83. Open Palette Dialogue Box

5. Select the module ledMonitor from the list or type the module name in the filter input field to open the

palette, and then click OK.

You can also use the Browse button on the Open Palette window to select the path of the module file from the

device if you know the module location.

NOTE:

To open another palette, click the palette drop-down menu and select the required palette if present, or open it

by clicking the Open Palette icon.

To close the opened palette, click [x] (Close Palette).

To view the preview of an item inside the object in the palette, select the item, and then click E (Preview). The
preview of the selected item is displayed at the lower side of the palette pane.

31-00584-01
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6. Drag & Drop the Ledplatformservices to PlatformServices.

Led behavior enabled! Repeating the Commissioning is not required.

77

i:f HonPlantControllerSenvice

T PlatformServices

6 TeplpService

a LicenseService

@ NtpService

0 CertManagerService

@ DataRecoveryService

e SerialPortPlatformServiceNpsdk
li LedplatformService

Drivers

] E] @ iledMDthr

I Ii LedplatformService

Figure 84. Drag and Drop Services

ADVANCED PLANT CONTROLLER
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Email setup

Configuring a system to send and receive email involves adding the email-related components to the Services
container and configuring EmailRecipient components. Email components are available in the email and report
palettes.

Setting up email components

Two palettes contain email components: the email palette and the report palette. Change the name of config
properties if desired.

Prerequisites: Your station is licensed to use the email feature.

1. For email messaging, open the email palette and drag the EmailService component to the Config > Services
container.

- Nav
#f O (%) My Network

@ My Host: IEGTLTFDEHXD3.global.ds.honeywell.com (Optimiz
e My File System
0 My Modules
QQ My Tools
& Platform
# Station (OptimizerAdvanced)
A Alarm
6 Config
Email

Drivers

B EmailService

i, IncomingAccount

F.: OutgoingAccount

B3 EmailRecipient

EA EmailalarmAcknowledger

Figure 85. Nav Tree and Palette View
2. From the email palette, drag the IncomingAccount and OutgoingAccount components to the EmailService.

You may have multiple incoming and outgoing accounts, which allow you to set up connections to servers that
support secure communication and others that may not.
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Double-click the incoming and outgoing account services and configure properties.

By default, the system deletes all emails from the mail server when it checks the account to retrieve new email, even
if the emails are already marked as read by another email client. To permanently retain emails:

¢ Change the Delivery Policy setting from Delete to Mark as Read or Mark as Unread, or
e Configure a second service account to which the mail server forwards email, and configure the station’s incoming
account to check the second service account.

4.

5.

79

To prepare to send alarms via email, drag the EmailRecipient from the email palette to the EmailService node
in the Nav tree.

To prepare to acknowledge alarms via email, drag the EmailAlarmAcknowledger from the email palette to the
EmailService node in the Nav tree.

For report messaging, open the report palette and drag the ReportService component to the Config>Services
container.

- Nav i
t o @ My Metwork

@ My Host: IEGTLTFDEHXD3.global.ds.honeywell.com [Opti
e My File System
0 My Modules
Q’:' My Tools
& Platform
# Station (OptimizerAdvanced)
‘ Alarm

e Config

Reportse rv@ Services

History

- Palett (A
Q i report

portWidgets

O eporting

@ ReportService
D ExportSource
B EmailRecipient
D FileRecipient
[E] ealcrid

E ComponentGrid
O GridExamples

n

Figure 86. Nav Tree and Palette View
To set up email reporting from the station, drag the EmailRecipient from the report palette to the

ReportService node in the Nav tree.

NOTE:

Both the email and report palettes have an EmailRecipient. Although these components havethe same name,
they are not the same component.
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Configuring the EmailRecipient

Two EmailRecipient components send email from the system. One is in the email palette. This component manages

alarms that are configured to be sent via email. The second is in the report palette. It manages the sending of reports
to one or more specific email addresses.

Prerequisites: The EmailService and ReportService are available in the station’s Config and click Services
container.

1. Right-click the EmailRecipient under ReportServices or EmailServices nodes and click Views > Property
Sheet.

2. Enterthe name and email address of recipient(s) and click Save.

For EmailRecipient of EmailServices. Configure below properties.

Property Sheet
BA EmailRecipient (Email Recipient)
.'. Time Range 12:00 AM - 12:00 AM
[ pays Of week [ sun [ Mon [ Tue @ wed [ Thu [ Fri [ sat

(M Transitions [ tooffnormal [#] toFault [#] toMormal [#] toAlert
[ Route Acks @ true
| To Name: Address: @
i Cc Name: Address: ®
\l Bcc Name: Address: @
[ Language
[ Email Account
. SLb]Ec: Niagara Alarm From %alarmData.scurceNamei @
Source: %alarmData.sourcellamed @
Timestamp: $timestamp$
State: %sourceStatet / $ackStated
Priority: fpriority%
[ | Alarm Class: %$alarmClass$
k| Sod}' Text: $alarmData.msgTexts

Figure 87. EmailRecipient Property Sheet

For EmailRecipient of ReportServices. Configure below properties.

Property Sheet

B EmailRecipient [Email Recipient)

‘| To Name: Address: @
4l Cc Name: Address: ®
Ml Bee Name: Address: ®
8l Language

8 Email Account

'. Subject $reportName$ from $3ys().station.station! @

Attached is the %reportName% report frol @

[l Body

Figure 88. EmailRecipient Property Sheet

3. Do the same for the alarm EmailRecipients.
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Securing email
Niagara supports secure outgoing and incoming email using TLS (Transport Layer Security).

Prerequisites: The EmailService is in your Services container with both IncomingAccount and OutgoingAccount
components. If not, add the EmailService component from the email palette before you begin. You may have
multiple incoming and outgoing accounts, which allow you to set up connections to servers that support secure
communication and others that may not.

Follow this procedure for both your incoming and outgoing accounts.

1. Inthe station's Nav tree, right-click the IncomingAccount or OutgoingAccount node under the EmailService
container and click Views > Property Sheet.

The account Property Sheet opens.

. Use Ssl @ fal=e
[ Use Start Tls @ false
[ Transport Smtp

The system provides two secure communication options:

e The default, Use Ssl, encrypts the connection before it is ever opened. To do the encryption, it automatically uses
either SSL v3 or TLS (depending on email server requirements). This provides the most secure data transmission
since the connection is encrypted from the start.

e Use Start Tls makes it possible to connect to an unprotected email server. The handshake occurs without
encryption, then switches to encrypt the message itself.

Use Ssl and Use Start Tls are mutually exclusive. Both may be false.

2. To provide secure email, set one property to true, and the other false.
The example shows the configuration when Transport is set to Smtp.

Incoming and outgoing messages use different ports for secure communication as follows:

Table 23.
Outgoing Outgoing Incoming
(SMTP) (IMAP) (POP3)
Not encrypted 25 143 110
Use Start Tls 587 143 110
Use Ssl 465 993 995

NOTE:

Not all servers follow these rules. You may need to check with your ISP (Internet Service Provider).
Do not enable or disable the Use Ssl or Use Start Tls properties without configuring the Port.

3. Change the Port to the appropriate port number (defaults are: 25 for outgoing and 110 for incoming email).
The system also provides server identity verification. For most email servers, the root certificate is
already in the System Trust Store.
4. If no root CA certificate for the email server is in the station's System Trust Store (third-party signed certifi-
cate) orin the User Trust Store (your own certificate if you provide your own secure email server), either:
¢ Import your own or a third-party signed root CA certificate into the station’s User Trust Store.
¢ Or, if you do not have a signed certificate yet, accept the system-generated, self-signed certificate when
challenged. This creates an exemption in the Allowed Hosts list. Later, import the root CA certificate and delete
this temporary exemption.
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RSTP Configuration

The Rapid Spanning Tree Protocol (RSTP) configures the Port State of each Bridge Portin the Bridge Local Area

Network.

RSTP is faster than STP in terms of convergence when topology changes occur. The loop-free topology ensures that
there are no broadcast storms and duplicate frame transmission.

Table 24. Spanning Tree Algorithm Timer Values

Recommended or Default

Parameter values Fixed value Range
Bridge Hello Time 20 - 1.0-10.0
Bridge Max Age 20.0 - 6.0-40.0
Bridge Forward Delay 150 - 4.0-30.0

Hold Time

10

NOTE:

Itis always recommended for a user to keep
Bridge Hello Time default value 2 seconds. Change the default value cause performance issue.
- Bridge Max Age recommendation

If user has less than 20 RSTP devices connected, keep the Bridge Max Age to default value 20 seconds.

If user has more than 20 RSTP devices connected, keep the Bridge Max Age to be the same as the devices
number that has RSTP enabled.
Example: If 30 RSTP devices are connected in the environment, set the Bridge Max Age to 30
seconds. The max value is 40s.
- Bridge Forward Delay should be changed accordingly when Bridge Max Age change.
Rule: 2 x (Bridge_Forward_Delay - 1.0 seconds) >= Bridge_Max_Age

NOTE:

You can configure the RSTP from the station settings without connecting to the station each time.
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Property Sheet

(@l RST P Configuration (RST P Configuration)

. Status
(@l Fault Cause
(@l Enabled

(@l override Platform Config On Startup

.l Note

@l Reboot After Save
[l Bridge Priority

\Jll Portl Priority

Port2 Priority

Port3 Priority

Hello Time

Forward Delay Time

Maximum Aging Time

(@l Rstp Port Role And Status

{ok}

Configuration Loaded from the File Succe:

. false

Mever

Changes will be written to platform
only after performing

"Apply RSTP Settings™ action

on B 5T P Configuration
{Services->rHonPlantControllerService->R

2 £[1-10]
15 s[4-30]
20 s[6-40]

RST P Port Role And Status Component

Figure 89. RSTP Configuration Properties

Table 25. RSTP Parameters

ADVANCED PLANT CONTROLLER

Property

Description

Override Platform
Config On Startup

platform.

station is started.

Allows the user to control how and when the RSTP configuration should be copied to the

Property Sheet
'mﬂon (RST P Configuration)
W status {ok}
[ Fault Cause
[l Enabled @ true
M Override Platform Config On Startup | Never
Only Once

Never

e Always: The RSTP configuration in the station will be copied to the platform each time the

e Only Once: The RSTP configuration in the station will be copied to the platform the first time
the station is started, or the /RSTP service is enabled.
e Never: The RSTP configuration in the platform will be copied to the station each time the
station is started, or the /RSTP service is enabled.

3

Status

Read-only. Displays the status of the RSTP configuration (ok/fault).

Fault Cause

state.

Read only. Displays the fault, that caused the RSTP configuration to go into the fault
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Table 25. RSTP Parameters

Property Description
Read only. Displays the information, “changes will be written to the platform after
Note performing Apply RSTP Settings on the RSTP configuration components.
Enabled Enables/Disables the spanning tree protocol.
Specifies if a controller will reboot after the configuration is saved.
Reboot After Save True - Areboot is required after saving the RSTP configuration change.
False - No reboot is required after saving the RSTP configuration change.
Bridge Priority The bridge priority for forwarding the packets. Range = 0 to 61440, O is highest priority.

Port Priority

Port Priorityl - The port priority for port 1. Range = 0 to 240, O is highest priority.
Port Priority2 - The port priority for port 2. Range = 0 to 240, O is highest priority.
Port Priority3 - The port priority for port 3. Range = 0 to 240, O is highest priority.

Hello Time

The Hello Time interval between transmissions of configuration messages by the root
device. Range = 0 to 10 seconds, default = 2 seconds.

Forward Delay Time

The maximum amount of time for which the root device waits before changing the states.
Range = 4 to 30 seconds, default = 15 seconds.

Maximum Aging Time

The maximum length of time old messages remains on the network. This will ensure that
old messages do not circulate endlessly on the network. Range = 6 to 40 seconds, default
=20 seconds.

Status

Rstp Port Role And

Read only. Displays the role and status of each port, that is connected and configured
with the device.

[ Rstp Port Role And Status RST P Port Role And Status Component

(@ Bridge 1d

[l Root Bridge Id

[l Portl Role Unknown

. FPortl Status Discarding

. Port2 Role Unknown

. Port2 Status Dizcarding

(Ml Port3 Role Unknown

. Fort3 Status Discarding

RSTP adds new bridge port roles to speed convergence following a link failure. The
number of states a port can be in, has been reduced to three instead of STP’s original
five.

31-00584-01
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Table 25. RSTP Parameters

Property Description

RSTP standard Port Roles:

e Root - A forward port that is the best port from non-root bridge to root bridge.

¢ Designation - A forwarding port for every LAN segment.

e Alternate - An alternate path to the root bridge. This path is different from using the root port
e Backup - A backup/redundant path to a segment where another bridge port already connects
¢ Disabled - Not strictly part of STP a network administrator can manually disable a port.

RSTP switch port States:

¢ Discarding - No user data is sent over the port

e Learning - The portis not forwarding frames yet, but is populating its MAC-address-table
¢ Forwarding - The port is fully operational

After changing the RSTP properties, it is necessary to set Reboot After Save to True and then Apply RSTP Settings,
to save the changes in the Advanced Plant Controller.

PROCEDURE
1. Select RSTP Configuration and right click Actions and select Apply RSTP Settings.

T PlatformServices

{:} HaonPlantControllerSer: gy

| = (g rsTP Configuratio Apply RSTP Settings
il Rstp Port Role
. Switch PDrtCanigL
[l HMI Device

Figure 90. RSTP Configuration

NOTE:

If the user reboots the station without performing the Apply RSTP settings action, any RSTP property changes
will not be saved in the Advanced Plant Controller.
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Switch Port Configuration

The Advanced Plant Controller (N-ADV-133 series & N-ADV-134-H) has a 3-port Ethernet IP switch. The Switch Port
Configuration property sheet allows the user to configure the ports. The Switch port location on the Advanced Plant
Controller is shown below.

Switch Port Configuration allows the user to configure the Advanced Plant Controller’s port using BACnet

E|E|5 2Port1 E,Eﬁ 2Port 3

D e (- ‘ill = - 2 oEE
|
|l \

Figure 91. Switch Port

programming tool. For terminal assignment of ports See “Terminal Assignment” on page 29.

Switch Port Configuration has the following features:

e Enable/ disable ports
e Restrict access to each port to specified MAC addresses
¢ Allows user to configure Allowed MAC Addresses

TO CONFIGURE A SWITCH PORT:
1. Double click on Switch Port Configuration

Property Sheet

(@ switch Port Configuration (Switch Port Configuration)

31-00584-01

(@ status ok}

(@ Fault Cause

(@l Enabled ® e
(@ Override Platform Config On Startup | Never

(@ Switch Port 1 (Left) Switch Port Config Details
(@ Switch Port 2 Switch Port Config Details
(@ switch Port 3 (Right) Switch Port Config Details

Figure 92. Property Sheet for Switch Port
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2. Inthe Override Platform Config box specify whether the Ethernet port configuration in the station overwrites

the Ethernet port configuration in the platform.
Always - The Ethernet port configuration from the station will be copied to the platform each time an Switch port
is enabled in Advanced Controller, each time an enabled Switch port is added to Advanced controller, or each time
Advanced Plant Controller station is started with an enabled Switch port.
Only Once - The Ethernet port configuration from the station will be copied to the platform the first time an
Switch port is enabled in Advanced controller, the first time an enabled Switch portis added to Advanced
controller, or the first time Advanced Plant Controller station is started with an enabled Switch port.
Never - The Ethernet port configuration from the platform will be copied to the station each time an Switch portis
enabled in Advanced controller, each time an enabled Switch port is added to Advanced controller, or each time
Advanced Plant Controller station is started with an enabled Switch port.

NOTE:

87

The Ethernet ports are controlled by the platform's Ethernet configuration therefore copying the configuration
from the station to the platform (Always and Only Once) will mean the configuration defined in the station is
used. Similarly copying the configuration from the platform to the station (Never) will set the station’s Ether-
net port configuration to be the same as the platform’s Ethernet port configuration meaning the platform’s
Ethernet port configuration will be used.

When Override Platform Config is set to Always or Only Once, if there is an error in the port configuration an
enabled Switch port is added to Advanced controller, or the Advanced Controller station is started with an
enabled Switch port., the switch configuration will not be written to the platform.

When Override Platform Config is set to Never, controller station starts, or the Switch port is enabled the

switch configuration will be read from the platform and will override the switch port configuration on the
station.
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Property Sheet
[l switch Port 1 (Left) Switch Port Config Details
@l Enabled @ true
[ Speed (Mbps) Disconnected
(@l Status {down}

W Fault Cause

@ Config Status {fault}

Failed to write Switch port
configuration to firmware.

Please run action

"Hrite Configuration To Platform™
on SwitchPortConfiguration

il Config Fault Cause {Localdevice->SwitchPortConfiguration)

component.

[ Last Ok Time null

[ Last Fail Time null

@l Last Fault Cause

. Mode Disconnected

[ Connected Device MAC Addresses

Ml MAC Address Filter Disabled

W Allowed MAC Addresses

@ Cable Diagnostics Cable Diagnostics
. Switch Port 2 Switch Port Config Details
(@ switch Port 3 (Right) Switch Port Config Details

O Refresh Save

Figure 93. Switch Port Configuration Properties

Table 26. Switch Port Configuration Property

Property

Description

Enable

Switch Port 1(left) is read only and always enabled, this prevents the port from being
disabled, ensure that it is not possible to be locked out of the controller.

31-00584-01
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Table 26. (Continued)Switch Port Configuration Property

Property

Description

NOTE:

Switch Port 2, Switch Port 3, and Switch Port 4(Right) are configurable and can be
individually enabled/disabled.

@i Switch Port 2 Switch Port Config Details
[l Enabled true
(@l Speed (Mbps) @ false
. Status [_m

Changes to this parameter will take effect immediately after saving. Ensure that the
right users get access to enable or disable the switch ports.

Speed (Mbps)

Read only. Displays the connectivity speed of the connected device
(10/100/1000/Disconnected).

Status

Read only. Displays the physical status of the port (OK/Down).

Fault Cause

Read only. Displays the reason port is in Down/Fault state.

Config Status

Read only. Displays the configured status

OK - There are no configuration errors on the port
e Fault - The port configuration is invalid

Config Fault Cause

Read only. Displays the details of invalid configuration.
. Config Status {fault}

Failed to write Switch port
configuration to firmware.

Please run action

on SwitchPortConfiguration
{Localdevice->SwitchPortConfiguration)
Component.

[l Config Fault Cause

Last Ok Time

Read only. Displays last time when the port is in the OK state.

Last Fail Time

Read only. Displays last time when the port in Down or Fault state

Last Fault Cause

Read only. Displays the details of the last reported invalid configuration reported, which
caused controller to go into the Down or Fault state:

e Link Down - A device is connected to Advanced Plant Controller port, but the controller does not
detect a device connected to the port.
e Cable - There is issue with device cable connection.

NOTE:

Advanced Plant Controller has auto sensing feature, which allows to detect the eth-
ernet cable connection.

Mode Read only. Displays the device communication mode (Full/ Half/Disconnected).
Connected Device Read only. Displays the MAC address(s) of devices connected to the port.
MAC Addresses
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Table 26. (Continued)Switch Port Configuration Property

Property

Description

MAC Address Filter

Enables/Disables MAC addresses filtering.

¢ Enabled - Only devices whose MAC address listed in the Allowed MAC Address property will be
able to communicate with the controller.
e Disabled(default) - All the devices connected to the port can communicate with the controller.

NOTE:

Enabling or Disabling the MAC address filter will have immediate effect, no restart is
required.

Allowed MAC
Addresses

The MAC address of devices that user wants to allow to communicate with the Advanced
Plant Controller

® Only the following formats allowed
> FF:FF:FF:FF:FF:FF
> FF-FF-FF-FF-FF-FF
> FFFF.FFFF.FFFF
Maximum of 16 MAC address
Each MAC address must be on a separate line
Duplicate MAC addresses are not allowed.

NOTE:

Changes in the Allowed MAC Addresses property will have immediate effect, no
restart is required.

31-00584-01
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Table 26. (Continued)Switch Port Configuration Property

Property

Description

Cable

Diagnostics

Read only. Displays the cable diagnostics status for all the four cable pairs.

e Pair Status - The staus of the cable pair (Normal/Open/Short/ TestFailed)
¢ Pair Result - The length of the cable, which is basically the location of the issue in the cable, that
caused the port to be in the Down state.

If any of the pairs display Open/Short/TestFailed status, then the port status is Down.
If all of the pair display Normal status, then the port status is OK and port result is 0.00.

[l Cable Diagnostics
. Pair A Status
@il Pair A Result [meters)
. Pair B Status
(@i Pair B Result [meters)
. Pair C Status
[l Pair C Result (meters)
. Pair D Status

\Jll Pair D Result (meters)

Ll Note

NOTE:

When a port is connected to a device port with a speed of 100Mbps, the Switch Port
configuration may display inaccurate Cable Diagnostics. Sometimes it may display
inaccurate cable data length for pairs A, C, and D or display link failure status.

When the pair status is reported as normal, the corresponding pair result might
report inaccurate data, which can be ignored as the links will be working correctly, if

the status is normal.

Good
0.00
Good
0.00
Good
0.00
Good

0.00

Pair result is cable length
represented in meters unit

Cable Diagnostics

Once the changes to the Switch Port Configuration are saved in the property sheet, the switch configuration will be
saved in controller platform.
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Write Configuration To Platform - Writes the switch port configuration from the station to platform.
Procedure

3. Right click on Switch Port Configuration, select Action, and click Write Configuration To Platform.
There are errors in the switch port configuration, the switch port configuration status will be in the Fault state. The
changes will not be written in the controller platform until the switch port configuration errors are fixed.

Property Sheet

(@l switch Port Configuration (Swi

— Views:
Ul Status
Actions [d Write Configuration To Platform

(@i Fault cause Edit Tags

Read Configuration From Platform

Make Template

Figure 94. Switch Port Configuration Options

[l Switch Port Configuration (Switch Port Configuration)
. Status {ok}

Ll Fault Cause

Figure 95. Switch Port Configuration Property Sheet
e Status Read only. Displays the outcome of configuration for all the ports.
— Ok - All the ports have a valid configuration.
— Fault - At least one port has an invalid configuration
¢ Fault Cause - Read only. Displays the details of the fault state.

Config Status and Config Fault Cause of each port will have details which will help fix the invalid configuration of
the switch port.

[l Config Status {ok}

[l Config Fault Cause

Figure 96. Switch Port Configuration Property Sheet
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NOTE:

If the Config Status of switch port configuration enters the fault state because of changes made by user, the
changes will not be written to the platform.

Once the Config Status returns to OK state i.e. configuration errors are corrected, all the changes made after
the switch port configuration entered the fault state will be written to the platform.

Example: In a station, while adding a new MAC address of a device in the 4th switch port, you enter an invalid MAC
address. After saving the Switch Port configuration status goes to fault state.

Without fixing the error in the Switch Port configuration, you modified the 1st and 3rd switch port configuration.
When you click save, these changes will not be written to controller platform, as the switch port configuration is in
the fault state.

To fix the error, you need to check the Config Status and Config Fault Cause of each port to identify the issue and
correct it.

Once the error is fixed and Switch port configuration returns to the OK state the properties that were changed in the
1stand 3rd port's configuration, while the Switch Port configuration was in the fault state will be written to the
controller platform.

Read Configuration From Platform - This action will read switch configuration from platform and overrides switch
port configuration in station.

Procedure

1. Right click on Switch Port Configuration, select Action, and click Read Configuration From Platform.

NOTE:

If the user has enabled “MAC Address Filter” on all four ports and not configured “laptop/supervisor/program-
ming computer” in any one of the port, then the platform will allow connections only from the MAC addresses
that are configured in “Allowed MAC Addresses”.

If the user forgets the MAC address of the configured laptop/supervisor/programming computer. Use Serial
connection through USB, to reset the switch configuration to default factory settings and can get access to the
controller.

Steps to reset switch configuration.

1. Connectthe Advanced Plant Controller with the serial console using the terminal emulators tool. Refer to Serial
Shell option available in Advanced Plant Controller. See “USB Backup and Restore using shell command” on
page 118.

2. Inthe IPC System Shell, choose “8 Reset switch config” and type Yes <Y> or No<N> to double confirm.

NOTE:

After resting the switch configuration, reboot the controller.

CONNECTED DEVICE KNOWN BEHAVIOR
The Connected Device MAC address property displays all learned MAC address on the port, irrespective whether the
address is allowed or not.

Example: In the example below, the port receives the packets from the devices with these MAC address, so the
source address is learned and displayed.
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Whether these devices can communicate successfully with the Advanced Plant Controller depends on the
configuration of MAC Address Filter and allowed MAC Addresses.

When the MAC Address Filter set to Enable, only MAC Address listed in the Allowed MAC Addresses property
(FO:54:94:00:03:B8) can communicate with the Advanced Plant Controller.

Similarly, when the MAC Address Filter is set to Enable, only the MAC address listed in the allowed MAC addresses
property can communicate with the Advanced Plant Controller.

Ll Connected Device MAC Addresses

[l MAC Address Filter Disabled

[ Allowed MAC Addresses

Figure 97. Switch Port Configuration Property Sheet

If a device connected to multiple other devices using a daisy chain connection is connected to the controllers port,
then the Connected Device MAC address property displays all the MAC address of all the devices in the daisy chain
when all these devices are communicating with the Advanced controller.

Because the MAC address is the list has aging time (default is 300s), if a device stops communication with the
Advanced Plant Controller, its MAC address will disappear from the Connected Device MAC Address box after the
aging time i.e. 300s ~ 360s.

Example: In the image below, the device F0:54:94:00:03:B8 is connected to multiple other devices using the daisy
chain connection type. The Connected Device MAC Address displays, all the connected devices in the daisy chain
connection type till they are communicating.

Ll Connected Device MAC Addresses

Figure 98. Switch Port Configuration Property Sheet
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After the aging time (300s ~ 360s), if there is no communication between the devices and the Advanced Plant
Controller. The devices MAC address in the daisy chain connection will disappear from the Connected Device MAC
Address list.

Ll Connected Device MAC Addresses

Figure 99. Switch Port Configuration Property Sheet

When a device connected to the controller’s port using a daisy chain connection type, the following behavior is
expected

— Ifthe RSTP property is Enabled, the expected MAC address is not displayed in the Connected MAC Address
box for a few seconds.
— Ifthe RSTP property is Disabled, the MAC address is displayed in Connected MAC Address box as expected.
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HMI Device Configuration

Advanced Plant Controller supplies power to HMI device. HMI device is connected to the Advanced Plant Controller
with an RJ11 cable and configured by enabling the HMI device service in the Niagara workbench.

To configure the HMI device in the Niagara workbench, refer document HMI Driver Guide - 31-00590

- Nav Property Sheet
#H o @ My Network [l HMI Device (Hon Plant Controller H M 1)
g [ Enabled ® alse
HierarchyServi =
© rierarchyservice Ml Bacnet Properties Hon Plant Controller Bacnet Properties
@ ristoryservice [ Network Number z
© sudittistonyservice [ Object Id device 100
o LogHistoryService . Port Name M
P Servi =
_ [l Baud Rate Baud _115200
o SearchService —
Ul Mstp Address 0
o TagDictionaryService _
Templateservice Ll Bacnet Network Ord station: |slot:/Drivers/BacnetNetwork - |
@ WebService A Home Hon Plant Controller Home
ﬂ' HonPlantControllerService . FAL Sync Status OutOf Sync
'. RSTP Configuration . Point Name $parent.displayName3$-$displayNam=% @
:i Switch Port Configuration
I m I . Schedule Name $parent.displayName3$-$displayNam=% @
HMI Device h
|l BacnetProperties . Calendar Name tparent.displayName$-%displayName$ @

ﬂ Home
:- Alarm Priority Configuration
B Emailservice

. Alarm Priority Configuration  Alarm Priority Config

[ Urgent Alarm Priority  Alarm Priority Config Entry

[ High Alarm Priority Alarm Priority Config Entry
@ Reportservice [ Low Alarm Priority Alarm Priority Config Entry
PlatformServices (M Point Export Option All Data Points

6 Drivers
Figure 100. Property Sheet

NOTE:

As a pre-requisite please check the System Trust store for below HMI certificates:
- acs products ca

- hon_advanced _niagara_controller

- honeywell_product pki

Procedure:
Open Platform, Navigate and open Certificate Management. Click on System Trust Store tab.

Certificate Management
Certificate Management for *10.78.3.107"

User Key Store  System Trust Store  User Trust Store  Allowed Hosts.

You have system certificates that identify t

System Trust Store 157 objects

Alias  Subject Not After Key Algorithm ~ Key Size
ACSProducts CA 999 EC

& haricarootca2015 [jdk] Hellenic Academic and Research Institutions RootCA 2015 RSA 409

& hon_advanced_niagara_controller N-ADV-133-H-B-W-2314HSPH190N2995 E 256

& honeywell product pki Honeywell Product PKI Fri Dec310: [2 256

9 identrustcommercial jdK] IdenTrust Commercial Root CA 1 Mon J RSA 4096

& identrustpublicea [jdk] IdenTrust Public SectorRoot CA 1 Mon Jan 1 RSA

letsencryptisrext [jdk] ISRGRootX1 RsA

® luxtrustglobalroot2ca [jdk LuxTrust Global Root 2 RSA

& quovadisrootcalg3 [jdk] QuoVadisRoot CA1G3 RSA

9 quovadisrootca2 [jdk] QuoVadis Root CA2 RsA

9 quovadisrootca2gs [jdk] ROOtCA2G3 RsA

) aquovadisrootca3 [jdk] QuoVadisRoot CA3 RsA

9 quovadisrootca3gs [idk] QuovVadis Root CA3G3 RsA

& secomscrootcal [idk Security Communication RootCA1 RSA )4

& secomscrootea2 [jdk] Security Communication RootCA2 RSA 2048

[5) view (% Export
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BACNET NETWORK

BACnet (Building Automation Control network) is a data communication protocol developed by ASHRAE (American
Society of Heating, Refrigerating, and Air Conditioning Engineers) for managing building automation devices. The
BACnet driver uses the standard Niagara Framework® network architecture.

Refer the Niagara BACnet Driver guide for Network setup and for more details:

Adding a BACnet network in a Supervisor station

Adding a BACnet network in a controller station

Configuring a network with an Ethernet port

Configuring a network with an MS/TP port

Setting up a controller under the Supervisor’s network in the Supervisor station

BACnet Rounting

The Advance Plant Controller can be used in a Router mode to increase the performance and to reduce the load. The
BACnet configuration parameters like Apdu Timeout, Number of retries, Max Info frames and other necessary
settings needs to be tuned based on the Complex Program / Application Size.

NOTE:

In default settings the Advanced Plant Controller will face the reported issue.
- Devices per MS/TP port = 40 Max (Recommendation). 64 Devices can be connected Max.

If the router function is enabled in the controller, the physical devices will be added to the workbench and the MS/TP
ports in controller will acts as router. To enable and check the routing follow below workaround:

Create a Station

Create a station in the local workbench and in the Advanced Plant Controller.
Refer See “Set up a Station” on page 59.

Add BACnet network
Add the BACnet network IP in the Niagara workbench (Local Host) and in the Advanced Plant Controller.

1. Open Palette - click Window > Sidebars > Palette and type BACnet.

2. click OK.

3. Expand the station’s Config container and drag the network component “BACnet” from its palette to the sta-
tion’s Drivers container.
The Name window opens.

Mame hd
@

OK Cancel
Figure 1. Name Dialogue Box
4. Rename the network, or use the default name, and click OK.

The added BACnet network is available under your Drivers container.
5. Save the Station.
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Enable Routing

Enable the routing in both workbench and controller.

NOTE:

Routing can be possible from Controller to Controller or Workbench to Controller.

Enable Routing in the Advanced Plant Controller:

1. Add the BACnet network

2. Navigate to Station’s Config > Drivers > BacnetNetwork > Bacnet Comm > Double click on Network (Set the
view to AX Property Sheet).

31-00584-01

Property Sheet
[l Network (Bacnet Network Layer)

(Ml Router Table Bacnet Router Table

UMl Ip Port NetworkPort: id=1 net=555 enabled max...
(@ Network Number 555

%'.' Link B/IP (10.78.3.176:0xBACO) Standard

M Status [ok)
. Fault Cause
f+ Poll Service BacnetMultiPoll
[l Max Devices max
(@ Enabled @ false
Ml Port id 1
(@ Port Info Annex J IP

(M Routing Enabled @ e

(@ Maintain Routing Enabled @ false

(@l Minimum Router Update Time 500 ms

(ll Router Discovery Timeout 5000 ms

. Termination Time Value 120 ]

[l HMI Port NetworkPort: id=2 net=2 enabled max=2....

. MstpPort NetworkPort: id=3 net=7722 enabled ma...

Figure 2. Network Property Sheet
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3. Make the drop down of IP Port, Routing Enabled, and Maintain Routing Enabled to true.
IP Port - Provides the connection through the BACnet IP network.

Property Sheet
(@l Network (Bacnet Network Layer)
(M Router Table Bacnet Router Table
(Ml Ip Port NetworkPort: id=1 net=555 enabled max...
(@l Network Number 555
hl. Link B/IP (10.78.3.176:0xBACO) Standard
B Status {ok}
(@ Fault Cause
f+ Poll Service BacnetMultiPoll
(Ml Max Devices max
(@ Enabled
- Portid 1
(@ Port Info Annex J IP

(M Routing Enabled
(Ml Maintain Routing Enabled

(@l Minimum Router Update Time 500 ms

(@ Router Discovery Timeout 5000 ms

. Termination Time Value 120 5

(@ HMI Port NetworkPort: id=2 net=2 enabled max=2...
(@ MstpPort NetworkPort: id=3 net=7722 enabled ma...

Figure 3. Network Property Sheet

4. Click Save.

5. Enable MstpPort (From Palette > search bacnet > expand NetworkPorts > Drag and drop the MstpPort to >
Network under BacnetNetwork. If the MstpPort is not available in the BacnetNetwork.)
Change Enabled to true.

. MstpPort NetworkPort: id=3 net=7722 enabled ma...
(W Network Nugber 7722
B Link MAC 0 on RS485_1 at Baud _115200
. Status {ok}
(@ Fault Cause
¢+ Poll Service BacnetMultiPoll
(Ml Max Devices max
(Ml Enabled
(@ Portid 3
(M Port Info MS/TP

Figure 4. Network Property Sheet

NOTE:

While configuring/changing the Advanced Plant Controller’'s MS/TP port with a baud rate of “76800” follow
the below steps:

- Disable the MS/TP port (Make Enabled = false)

- Select the baud rate in the Link.

- Enable the MS/TP port (Make Enabled = true)

- Restart the Advanced Plant Controller.

6. Click Save.
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Enable Routing in the Workbench:

1. Addthe BACnhet network

2. Navigate to Station’s Config > Drivers > BacnetNetwork > Bacnet Comm > Double click on Network (Set the
view to AX Property Sheet).

Property Sheet
B Network (Bacnet Network Layer)
» [l Router Table Bacnet Router Table
(@ Ip Port NetworkPort: id=1 net=1 enabled max=2....
(@ Network Number |1
» [l Link B/IP (10.78.3.218:0xBACO) Standard
[ status [ok)
(@ Fault Cause
» B+ Poll Service BacnetMultiPoll
(M Max Devices max
(@ Enabled @ false
(M Port Id 1
(@ Port Info Annex J IP
(M Routing Enabled @ true
(@l Maintain Routing Enabled @ false
(M Minimum Router Update Time 500 ms
(@l Router Discovery Timeout 5000 me
(@l Termination Time Value 120 ]

Figure 5. Network Property Sheet

3. Make the drop down of IP Port, Routing Enabled, and Maintain Routing Enabled to true.

Property Sheet
[l Network (Bacnet Network Layer)
4 :i Router Table Bacnet Router Table
U@ Ip Port MetworkPort: id=1 net=1 enabled max=2...
(M Network Number |1
N (W Link B/IP (159.99.185.118:0xBACO) Standard
l Status [ok]
[ Fault Cause
» B Poll Service BacnetMultiPoll
[l Max Devices max
[W Enabled
M Portid 1
(M Port Info BRnnex J IP

{@ Routing Enabled
(@l Maintain Routing Enabled

(Ml Minimum Router Update Time 500 ms
(Ml Router Discovery Timeout 5000 ms
(@ Termination Time Value 120 5

Figure 6. Network Property Sheet
4. Click Save.

31-00584-01 100



ADVANCED PLANT CONTROLLER

Add MS/TP Devices in the Advanced Plant Controller

1. Addthe MS/TP devices to the Advanced Plant controller to one of the RS485 (RS485-1, RS485-2, RS485-3,
RS485-4 or RS485-R).
See See “Connection to BACnet MSTP Buses with Shielding as Return path” on page 129.

2. Go to Workbench station.
Expand the Station’s Config > Drivers and double click on BacnetNetwork (Set the view to Hon Bacnet Device
Manager).

3. Discover the devices.
Click Discover.

& Application Director & MstpPort ) BacnetNetwork l_'f. Network g7 Application Director ) BacnetNetwork E]
& Application Director [ ...s/PanelbusNetwork_RS485_1 4= Poll Schedul E« Pollschedul © Devicestatus €9 PanelbusNetwork_RS485_1 € Panelbusetwork_RS285_R
|° /* Bacnet Discover Devices Success B [X] |

Discovered 0 objects

Device Name DevicelD Netwk MACAddr Vendor Model Objects Serial No Service Pin Rank .

Database 6 objects
Device ID Status Netwk MAC Addr Firmware Rev  Serial No Irm Family Irm Program Name Irm Applicati

-' Beats_Adv_Mstp_VAV device:50002 {down] 67 L VATSM24NM 10.1.32 0000ab828000085f ImMControl 2.0.0.0 IRM Program

-' Beats_Adv_Compact_VAV device:50003 {unacked 7722 a7 VA423B24N 20415 0000320240002099 IrmControl 2.0.0.0 IRM Program dgs=kmc

a PANELBUS_TEST_100 device:100  {down] 1 10.78.3.102:0xBACO Niagarad Station  4.10.1.36 Read Time Worker

-‘ BEATS_IPVAV_PCT_58 device:97058 [down] 1 155.99.185.132:0xBAC0  VATSIBZANM 2.0.2.26 000002c2800008cd  IrmControl2.0.0.0 IRM Program

-‘ BEATS_IPVAV_PCT_57 wm {down] 1 155.99.185.208:0xBACO  VATSIB24NM 20.226 000002c2800008b2 IrmControl2.0.0.0 IRM Program

-u«rrnlder[ Quu| # Edit W cancel (R Add b Match Ofsrndll A Deviceip | £

&) set as Source -4| set as Target [] set as None ¥ Master Sync 9 split-off Application /* Clane Application 3 clear Proj

L Teach to Controller _L Application Full Teach to Controller ‘L Learn from Controller _l. Download BLE Firmware L Download Flrrn\_vare L Downl
Figure 7. BacnetNetwork Banet Device Manager view

4. A Configure Device Discovery dialogue box will appear.
Optional - Clear all and select the network number from the Networks and click OK.

m Configure Device Discovery X

M Device Discovery Config
(M Device Low Limit 0
(M Device High Limit 4194302
[ sendGlobal:  Selectall | = Clear All
O: 0Oz 0Os 0O« 0OnF
= ] O O [O% O3

@ Networks

= Os [Dio00 [J2221 [Jesst
[ sm9s [Joose [Joor7 [ 15435 ] 20883
[ 20885 [] 20888 [] 22342 [] 25534 [ 62000

(W wait Response Time |10 s

Cancel

Figure 8. Configure Driver Discovery Dialogue Box
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5. Thedevices will appear in the Discovery section.

rappuuuonmm ﬁmppm osmaﬂmm de: rwm»m oametneuuork [x]
& Application Director Q wsiPanelbusNetwork_RS485_1 |1- Poll Scheduler B+ Polischeduler () DeviceStatus o Panelbushetwork_RS485_1 € PanelbusNetwork_RS485_R

|Q/’Bametbismverl)evioes Success 3 [%] |

Discovered 3 objects

o MSTP_VAV device:60002 7722 9 Honeywell International Inc.  VATSM24NM 168

i BEATS_MSTP_FCU device:60004 7722 13 Honeywell international Inc. RL1624MSB24NM 24

; CPO-RSSN_IRM_FCU  device:60001 7722 15 Honeywell Internationalinc. RSSN 151

Database & objects

r Vendo Model Firmware Rev  App rsiof

@ Beats_Adv_Compact_VAV Q OQO® devicesonos {ok} 1 0A4F7491BA CO Honeywellintenational Inc. RL1G44ESB24NM  2.0.3.31 FCU.0.0.20_0_28_2

Figure 9. BacnetNetwork Banet Device Manager view

6. Drag and drop the devices to the Database.

NOTE:

The Network number (Example: 7722 in the figure) should match with the Advanced Plant Controller Bacnet-
network for routing and communication. See HMI Network Number and HMI Instance Number from the HMI
Driver Guide - 31-00590.
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Tuning the BACnet properties

ADVANCED PLANT CONTROLLER

When the BACnet network is added in the Advanced Plant Controller, the controller BACnet properties will be default
state. Tune the properties helps to increase the performance and reduce the load in controller. Before tuning some

BACnet properties, make the controller as router.

Properties to Tune:

Tuning Network Property

Max Info Frames from the Network Property Sheet
Apdu Timeout from the Local Device Property Sheet
Number Of Apdu Retries from the Local Device Property Sheet

Configure the Max Info Frames based on the application size and number of devices connected to the network.

1. Openthe Advanced Plant Controller’s Station.

2. Navigate to Station’s Config > Drivers > BacnetNetwork > Bacnet Comm > Double click on Network (Set the

view to AX Property Sheet).

Change the Max Info Frames based on the application requirements and number of devices connected to the

Advanced Plant Controller.

Property Sheet
—
(M Status {ok}
'. Fault Cause

f Poll service

BacnetMultiPoll

M Max Devices max
-. Enabled . true
. Port Id 1
(M Port Info Annex J IP
(@ Routing Enabled @ e
(@l Maintain Routing Enabled @ e
(@ Minimum Router Update Time 500 ms
(Ml Router Discovery Timeout 5000 ms
(@l Termination Time Value 120 §
(@ HMI Port NetworkPort: id=2 net=2 enabled max=2....
(@ MstpPort NetworkPort: id=3 net=7722 enabled ma...
B Network Number 7722
'. Link MAC 0 on RS485_1 at Baud _38400
[l Port Name RS485_1
[l Baud Rate Baud _38400
. Mstp Address 0 [0-127]
(@l Max Master 127 [0-127]
. Max Info Frames S0 1 [1-100] I
'l Support Extended Frames ﬁ false

Figure 10. Network Property Sheet

NOTE:

Max Info Frames Range:
- Default = 20
- Tune Range = [1-100]

3. Click Save. (Continue with Tuning Local Device property See “Tuning Local Device Property” on page 104.)
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Tuning Local Device Property

Configure the Apdu Timeout and Number Of Apdu Retries based on the application size and number of devices
connected to the network to enhance the performance of the controller.

1. Openthe Advanced Plant Controller’s Station.

2. Navigate to Station’s Config > Drivers > BacnetNetwork > Double click on Local Device (Set the view to AX

Property Sheet).
Change the Apdu Timeout and Number Of Apdu Retries based on the application requirements and number
of devices connected to the Advanced Plant Controller.

Property Sheet

. Firmware Revision

. Application Software Version
(@l Location

. Description

(M Protocol Version

(@l Protocol Revision

'- Protocol Services Supported
(M Protocol Object Types Supported
(@l MaxA P D U Length Accepted
. Segmentation Supported
. Max Segments Accepted

(@ Apdu Segment Timeout

4.10.5.14

Tridium 4.10.5.14

unknown

Local BACnet Device object

1

14
11111111121210111110100000112110111110110 ¥

1476
Segmented Both

255

2000 ms [0~ max]

(@l Apdu Timeout

3000 I ms [0 - max]

M Number Of Apdu Retries

3

NOTE:

(@ Database Revision

UM Last Restore Time

(M Backup Failure Timeout
(M Backup Preparation Time
(@l Restore Preparation Time
. Restore Completion Time

(@ Backup And Restore State

. Character Set

480
RAAR_ AR AR A KRR AhAA

00000R 03m 00s j [0 ms - +inf]

00000k 0lm 00.000s
J0000h Olm 00.000s
00000h 03m 00.00 Oa
idle

Isol0646 _UCS2

Figure 11. Local Device Property Sheet

Default Ranges:
Apdu Timeout: - 3000 ms
Number Of Apdu Retries - 3

Recommended Ranges:
Apdu Timeout: - Not More than 20000 ms (Communication gap may occur)
Number Of Apdu Retries - 1 (Decrease the limit based on the Apdu Timeout)

3. Click Save.

31-00584-01
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CONFIGURING PORTS TO ENABLE WEB SERVER FUNCTION

The Advanced Controller provides webserver functionality, e.g., for using the Niagara Supervisor. In order to use

webserver functions, the http and https standard port settings can be changed between:

¢ http standard port: 2 - 65535
¢ https standard port: 2 - 65535

NOTE:

port is https is a secure port. (Recommended)
The default port hhtp and https are:

http: 80
https: 443

Default port settings are recommended port as standard. If user wants to change the port settings, please follow the
below procedure. After the changes are done, the controller is reachable via both pairs of ports, i.e., via the old

standard ports and via the newly set ports.

PROCEDURE

1. Inthe Engineering Tool Nav tree, expand the Config,
Services folder, and then double-click WebService.
The Property sheet will appear to the right

- Nav
t O () My Network
e Config
@ Services

o AlarmService
@ BackupService
® CategoryService
O Jobservice
. SecurityService
O RoleService
o UserService
o AuthenticationService
LI Debugservice
@ BoxService
& FoxService
@ HierarchyService
e HistoryService
o AuditHistoryService
o LogHistoryService
@ ProgramService
0 SearchService
o TagDictionaryService
@ TemplateService
& webservice
{} HonPlantControllerService
T PlatformServices

e Drivers

@ npps

Q, PrintoutStationExt

@ Files
e History

105

=l | Property Sheet
@ WebService (Web Service)
(@ Status
[l Fault Cause
[l Enabled
[l Http Port
[l Http Enabled
[l Https Port
[@l Https Enabled
[l Https Only
[l Https Min Protocol
[Ml Cipher Suite Group
[W Https Cert
[l Require Https For Passwords
[l Remember User Id Cookie
W Same Site
[l Allow Username Autocomplete
M Login Template
M Log File Directory
[@ Client Environments
Ml Show Stack Trace
. Web Launcher Module Caching Type
[l Web Launcher Config
[B Cache Config
LT Warmup Config
[l Hostname Redirect Settings
X Http Header Providers
[ Host Header Validation Settings
@ JettywebServer
ﬁ User Data Storage

{ok}

‘ true

80 tcp

® false

443 tep

‘ true

. true
TLsv1Z
Recommended
tridium

. true

. true

Lax

. true

M null -

file:**webLogs

Client Environments

‘ false

Host

Web Launcher Config

Cache Config

Web Warmup Config
Hostname Redirect Settings
Http Header Providers

Host Header Validation Settings
Jetty Web Server (started)

User Data Config

Figure 101. Property Sheet Window
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2. Expand the Http port, Https Port options, and Enable “true” the options.

'. Http Port

'. Public Server Port

. Ip Protocol Tep
[ Http Enabled

J Https Port
B Public Server Port

[ 1p Protocol Tep

- Https Enabled

80 tcp
[1-65535]

. true

443 tcp
[1-65535]

@ true

Figure 102. Enable Http and Https Options

(@ Hitp Port
[l Public Server Port &0
(@l 1p Protocol Tep
[l Http Enabled
(@il Hitps Port

[l Public Server Port 443

[l 1p Protocol Tep

BO tcp

[1-65535]

. true

443 tep

[1-65535]

Figure 103. Http Port and Https Port Options

3. Change Http Port to 444 and the Https Port to 81 (The values are provided as an example).

(@ Http Port

B Public Server Port

(@ 1p Protocol Tep
[ Http Enabled

| Https Port
B Public Server Port

[ 1p Protocol Tep

. Https Enabled

80 tcp
[1-65535]

. true

443 tcp
[1-65535]

@ true

Figure 104. Page to Change Http and Https Option

4. Click the Save button at bottom to Save the settings.
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ADVANCED PLANT CONTROLLER

FIRMWARE UPDATE USING DISTRIBUTION FILE INSTALLER

1. Checkthe firmware version installed in your Advanced Controller as follows:
Open Engineering Tool, go to the Platform - See “Open a Platform” on page 43. Double click on Platform
Administration, and check the version of the Niagara Runtime installed in the Advanced Controller.

- Nav

t# O ) My Network

@ My Host : CH5OLTDLL73X2.global.ds.honeywell.com
@ 192.168.0.200
& Platform
@ Application Directar
0 Certificate Management
@ Distribution File Installer
e File Transfer Client
= Honeywell Contraller Wifi Configuration
O Lexicon Installer
@ License Manager
o Platform Administration
O Software Manager
e Station Copier
e TCP/IP Canfiguration
e Remote File System

Platform Administration

# View Details |

‘ User Accounts |

‘ System Passphrase |

Change HTTP Port

a Change TLS Settings

G—) Change Date/Time

cp Advanced Options

v Change Qutput Settings

View Daemon Output

[ Configure NRE Memory

“T) Backup

\ Commissioning

' Configure Runtime Profiles |

3 Reboot

Baja Version
Daemon Version
System Home
User Home

Host

Daemon HTTP Port
Daemon HTTPS Port
Host ID

Model

Product

Local Date

Local Time

Local Time Zone
Operating System
Niagara Runtime
Architecture

Tridium 4.10.3.20.1

4.10.3.20
fvarfsnap/hbt-bms-controller-beatsa-niagara/71/base/niagara_home
fvarfsnap/hbt-bms-controller-beatsa-niagara/71/base/niagara_user_home
192.168.0.200

3011 (disabled in TLS settings)

5011

HON-NADV-0825-B000-04F8-3E41

ADVCTLR(1.0)

ADVCTLR

23-Feb-23

14:12 China Standard Time

Asia/Shanghai(=8)

Ubuntu 20.04,5LT5(20.4.0.1,19759)
nre-core-honeywell-ADVCTLRUBUNTU-aarch64 (4.10.3.20.0.8)
aarcha4

Enabled Runtime Profiles rt,ux docwb

Java Virtual Machine

honeywell-Zulu-jre-ADVCTLRUBUNTU-zarch64 (Azul 1.8.0.362)

Niagara Stations Enabled ensbled

ber of CPUs
Current CPU Usage
Overall CPU Usage

4
6%
4%

Figure 105. Platform Window

2. Double click on Distribution File Installer to open the distribution file installer.
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- Nav 7]

#H O ) My Network

@ Station 1 Test_Station)
© 10.78.3.108 (BEATs_adv_Ni_Regression_Test)
& Platform
@ Application Director
@ certificate Management
[ @ pistribution File nstaller |
@ File Transfer Client
@ Lexicon nstaller
(s

© Platiorm Administration
O software Manager

@ station Copier

@ 1cP/iP configuration
& remote File System

& Station (BEATs_Adv_Ni_

gression_Test)

- Palette 5]
W X B | § schedule

BB Booleanschedule

B8 Enumschedule

BB NumericSchedule

BB stringschedule

BH CalendarSchedule

BB TriggerSchedule

BB Booleanscheduleselector
BB Numericscheduleselector
B stringScheduleSelector
BB Enumscheduleselector

£ HonPlantc: e
= Jciandise

10distribution files were found in directory "/C:

installer | $3f HonPlantc

€D .rslLegacy F

€D platformsst: ) ..k/localDevice/exportTable € ...Network/CLIOPS23_2/points

fddeanDist”

Descript

st honeywell 1.
(@ nre-clean1-honeywell-ADVCTLRUBUNTU-aarch64.dist  honeywell 1.0

-ADVCTLRUBUNTU-sarché4.dist ~ honeywell 1.0

(@ nre-clean2-honey:
(@ nre-clean3-honeywell-ADVCTLRUBUNTU-aarché4.dist - honeywell 1.0
(@D nrecleana-honeywell-ADVCTLRUBUNTU-aarche2.dist  honeywell 1.0

Differen

& IWARNING!

Modified 'WARNING: delete all station and modulesonly.

Modified WARNING: delete all station, modules, system passphrase and platform credentials.

Modified WARNING: delete all stati dules, system passphi d p L

Modified dules, syst addressand reset i

© choose birectory | A Cleaning | A conversion |

Figure 106. Distribution File Installer Window

) Backups

) install
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3. Click Choose Directory from below options.

O

® My Network

& Station ©_Test_Station)

@ 10.78.3.108 (BEATs_Adv_Ni_Regression_Test)

& Platform

@ Station (BEATs_Adv_Ni_Regression_Test)

- Palette
= X

@ Application Director

Q certificate Management
@ pistribution File Installer
@ File TransferClient

@ Lexicon Installer

© LicenseManager

© Platform Administration
O software Manager

@ station Copier

© 1cP/P Configuration
@ RemoteFile System

2 | @ schedule

B Booleanschedule

B Enumschedule

B NumericSchedule

BB stringSchedule

B calendarschedule

BB Triggerschedule

B BooleanscheduleSelector
BB NumericScheduleSelector
BB stringscheduleSelector
BB Enumscheduleselector

/C: /Camnaakane Cantalinein -4 /cleandist

10 distribution files were found in directory "/C/ w4 JicleanDist"

clean-dist-1-honeywell-nxub

NING!

Station and all modules will be deleted

dlean-dist-2-honeywell-nxubcdist Different target platform  Device Reset File: IWARNINGI - Deletes Station, Modules, System Passphrase, User and Password
clean-dist-3-honeywell-nxubcdist honeywell 14 Different target platform  Device Reset File: IWARNING! - Removes Station, Mod ord,IP Ad:
D nre-cleani-honeywel- ADVCTLRUBUNTU-aarch64 dist  honeywell 10 Modified WARNING: delete all station and modules only.
D nre-dlean2-honeywell-ADVETLRUBUNTU-aarchb4dist  honeywell 10 Modified WARNING: delete all station, modules, system passphrase and platform credentials,
(D nre-dlean3-honeywell-ADVCTLRUBUNTU-aarch64.dist  honeywell 1.0 Modified WARNING: delete all station, modules, system passphrase and platform credentials,licenses and certificates, reset firmware ver
(D nre-cleans-hs Il-ADVTL heddist honeywell 1.0 Modified ion, modul li d certificat addressar

tridium-qni65-né1-titan-am33s dist Tridium4.0.27.28.1  Different target platform

tridium-q

clean.dist Tridiu 20 Different target platform

tridium-qniT-nagul dist Tridium49.130  Different target platform 1

(O choose Directory I A cleaning | A\ conversion | ) Backups P install

Figure 107. Distribution File Installer Window

4. Change Directory dialog box will display.

31-00584-01

m Change Directory X

&) 1y File System
h SysHome
0 UserHome
Q =
0 SRecycle.Bin
© swinReagent
© acap_2019_64BIT
o
O (-4.10.1.36
() -4.10.3.20
QO 21032014
° bin
D carelmportDIl

OcleanDist
H Fanarrinm
Directory Path /C:/ -4.10.3.20/cle;

oK Cancel

Figure 108. Change Directory Dialogue Box
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5. Expand Supervisor version > sw as show in below figure.

NOTE:

Supervisor version may change based on your workbench version and brand
bench version which is open.

6. Double click on version to select the updated firmware version and click OK.

NOTE:

m Change Directory

i~

o

410136
4.10.3.20

Q 21032014

0 bin

O carelmportDll

0 cleanDist

Q© conversion

O defaults

0 docs

0 etc

O javadoc

Qire

0 JxBrowser

Qi

© LynxTool10.5.54

0 modules

O printout

0 security

(] ]

Directory Path

0K Cancel

Figure 109. Change Directory Dialogue Box

[H] Change Directory

X

WJ 410.0.20

O 41008
Q21024

© 2103.001
© 4103.0.160
Q© 210310115
O 21030127
Q21031273
Q 21031125
Q21031228
Q210324115

O a103.20

Q 4.10.3.20.0.10 |

Directory Path /C:/

Figure 110. Change Directory Dialogue Box

© 4.103:201
© 21032011

(-4.10.3.20/3w/}

0K Cancel

ADVANCED PLANT CONTROLLER

. Expand current Supervisor work-

The version which is selected in the above figure is an example. The version can change time to time.
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7. The selected version will be displayed on the Distribution File Installer window.

Select the version file Example: honeywell 4. XX.X.XX.X.XX and click Install.

- Nav W

# C ® My Network

@ My Host: DESKTOP-G:
@ myFile system
@ MyModules

& My Tools

@ 159.99.185.175 (Beats_Opti_Temp_17M:

& Platform
& station (Beats_Opti_Temp_17Mar2:
A alsrm
© config
@ services
@ orivers
@ Apps
@ Files
@ History
@ 159.99.185.176
@ 10.78.3.108(

_Lon_Test

s_Adv_Ni_Regression_

- Palette A

& Application Director _* Workbench Job Service  J} ...(Beats_Opti_Temp_17Mar23) (g

/C:/Contraline/Cont

aliselx-4

2distribution files were found in directory "/C:/Tamnmt i Caniom metis 4

File
@ nre-config-honeywell-ADVCTLR dist

nre-core-honeywell-ADVCTLRUBUNTU

Figure 111. Distribution File Installer Window

/sw/4.10.3.20.0.10
20/5w/4.10.3.20.0.10"

Version Status

honeywell4.10.3.20.0.10 Modified

© Choose Directory | A\ Cleaning | A\ conversion | %) Backups

6 1 6
Description
Niagara Configuration Files for Li

aC

sre fol

NPSDK

8. Distribution File Installer dialog box will be displayed. Click Next.

31-00584-01

[ Distribution File Installer

@ Distribution File Installer
Analyzing software dependencies

The following software must be installed to meet dependencies for the distribution

file or the platform:

(D honeywell-ADVCTLRUBUNTU-aarch64 (honeywell 20.4.0.1.19759)

@ part-honeywell-ADVCTLRUBUNTU-aarch64 (honeywell 0.0.1)

4 Back

' Finish x Cancel

Figure 112. Distribution File Installer Dialogue Box

@ Points g _.stribution File Installer
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9. Distribution File Installer dialog box will be displayed. Click Finish.

m Distribution File Installer
Stopping application(s)

Running applications must be stopped before installation can proceed. Choose
'Finish' to stop the applications and perform the software installation.

4 Back P Next ' Finish xCanml ‘

Figure 113. Distribution File Installer Dialogue Box

10. Installing Distribution dialogue box will be displayed. The software will be installed and the device will reboot.
m Installing Distribution X

m Installing Distribution

Installing:

° Stop running application(s) Success
@ Install software Success
€@ Install operating system image  Success
€ Reboothost Success

Installation complete.

Checking file /niagara/npsdkUpdates/honeywell-ADVCTLRUBUNTU-aarché4.tar.gz.sig

Checking directories to be cleaned

Iransferring files...

Sending /niagara/npsdkUpdates/honeywell-ADVCILRUBUNIU-aarchéd.tar.gz.sig

Sending /niagara/npsdkUpdates/nre-config-honeywell-ADVCTILR.tar.gz.sig

Sending /niagara/npsdkUpdates/part-honeywell-ADVCILRUBUNIU-aarché4.tar.gz.sig

Sending /niagara/npsdkUpdates/nre-config-honeywell-ADVCTLR.tar.gz

Sending /niagara/npsdkUpdates/part-honeywell-ADVCTLRUBUNTIU-aarché4.tar.gz

Sending /niagara/npsdkUpdates/honeywell-ADVCTLRUBUNTU-aarchéd.tar.gz

FileStore::commit

FileCachedFileStoreElement: :commit file written /var/snap/hbt-bms-controller-beatsa-niag
FileCachedFileStoreElement: :commit file written /wvar/snap/hbt-bms-controller-beatsa-niag
FileCachedFileStoreElement::commit file written /var/snap/hbt-bms-controller-beatsa-niag
FileCachedFileStoreElement: :commit file written /var/snap/hbt-bms-controller-beatsa-niac
FileCachedFileStoreElement: :commit file written /var/snap/hbt-bms-controller-beatsa-niag
FileCachedFileStoreElement: :commit file written /wvar/snap/hbt-bms-controller-beatsa-niag
FileStore::commitInstance commit complete

Installing OS Image

Remote host rebooting.

Installation complete.

NOTICE: The device is rebooting.
Do not remove power from this device until the platform is available again.

Close Window

/\ CAUTION
Do not remove power or click Close Window while the Distribution file is installing.
11. Click Close Window after completing the installation process.
12. Reboot the device and open platform - See “Open a Platform” on page 43. Check the version from platform
administration - follow Step 1.
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13. After a successful update, the Platform Administration should show the new firmware version in the Niagara

Runtime field:

- Nav

th | O (%) My Network

@ My Host : CH30LTDLL73X2.global.ds.honeywell.com
@ 192.168.0.200
FT Plstform
@ Application Director
0 Certificate Management
@ Distribution File Installer
@ File Transfer Client
% Honeywell ControllerWifi Configuration
o Lexicon Installer
@ License Manager
o Platform Administration
0 Software Manager
e Station Copier
6 TCP/IP Canfiguration
Q Remaote File System

31-00584-01

Platform Administration

# View Details

Baja Version

a User Accounts

‘ System Passphrase

Change HTTP Port

E] Change TLS Settings

G-) Change Date/Time

cp Advanced Options

7 Change Dutput Settings

View Daemon Qutput

r Configure Runtime Profiles

“ Configure NRE Memory

9 Backup

'\ Commissioning

5 reboot

Di Version
System Home
User Home

Host

Daemon HTTP Port
Daemon HTTPS Port
Host ID

Model

Product

Local Date

Local Time

Local Time Zone
Operating System
Niagara Runtime
Architecture

Tridium 4.10.3.20.1

410,320
Svariznap/hbt-bms-controller-beatza-niagara/T1/base/niagara_home
Svariznap/hbt-bms-controller-beatza-niagara/71/base/niagara_user_home
192.168.0.200

3011 (disabled in TLS settings)

5011

HON-MNADV-0825-B000-04F8-3E41

ADVCTLR(1.0)

ADVCTLR

23-Feb-23

14:24 China Standard Time

Asia/Shanghai (+8)

Ubuntu 20.04.5LT5 {20.4.0.1.19753)
nre-core-honeywell-ADVCTLRUBUNTU-aarché4 (4.10.3.20.0.8)
aarchf4

Enabled Runtime Profiles rt,uxdocwhb

Java Virtual Machine

honeywell-Zulu-jre-ADVCTLRUBUNTU-aarché4 (Azul 1.8.0.362)

Niagara Stations Enabled enabled

ber of CPUs
Current CPU Usage
Overall CPU Usage

4
63
4%

Figure 114. Update Successful
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CleanDist file Installation

The number of Advanced controller CleanDist files has been enhanced to now four CleanDist files. These CleanDist
files allow each user to individually clean up the respective controller according to the individual requirements.
Follow below procedure for CleanDist file Installation.

ADVANCED PLANT CONTROLLER

1. Open Engineering Tool, go to the Platform - See “Open a Platform” on page 43. Double click on Platform
Administration, and check the version of the Niagara Runtime installed in the Advanced Controller.

- Nav

t# O ) My Network

@ My Host : CH5OLTDLL73X2.global.ds.honeywell.com
@ 192.168.0.200
& Platform
@ Application Directar
0 Certificate Management
@ Distribution File Installer
e File Transfer Client
% Honeywell Controller Wifi Canfiguration
0 Lexicon Installer
@ License Manager
o Platform Administration
O Software Manager
e Station Copier
e TCP/IP Canfiguration
e Remote File System

Platform Administration

# View Details

a User Accounts

‘ System Passphrase

% Change HTTP Port

n Change TLS Settings

G—) Change Date/Time

cp Advanced Options

v Change Qutput Settings

View Daemon Output

Y Configure Runtime Profiles

“ Configure NRE Memory

“T) Backup

\ Commissioning

3 Reboot

Baja Version
Daemon Version
System Home
User Home

Host

Daemon HTTP Port
Daemon HTTPS Port
Host ID

Model

Product

Local Date

Local Time

Local Time Zone
Operating System
Niagara Runtime
Architecture

Tridium 4.10.3.20.1

4.10.3.20
fvarisnap/hbt-bms-controller-beatsa-niagara/71/base/niagara_home
fvarfsnap/hbt-bms-controller-beatsa-niagara/71/base/niagara_user_home
192.168.0.200

3011 (disabled in TLS settings)

5011

HON-NADV-0825-B000-04F8-3E41

ADVCTLR(1.0)

ADVCTLR

23-Feb-23

14:12 China Standard Time

Asia/Shanghai(=8)

Ubuntu 20.04,5LT5(20.4.0.1,19759)
nre-core-honeywell-ADVCTLRUBUNTU-aarch64 (4.10.3.20.0.8)
aarcha4

Enabled Runtime Profiles rt,ux docwb

Java Virtual Machine

honeywell-Zulu-jre-ADVCTLRUBUNTU-zarch64 (Azul 1.8.0.362)

Niagara Stations Enabled enzbled

ber of CPUs
Current CPU Usage
Overall CPU Usage

4
6%
4%

Figure 115. Platform Window

2. Double click on Distribution File Installer to open the distribution file installer.

- Nav 7]

#H O ) My Network

@ Station 1 Test_Station)

© 10.78.3.108 (BEATs_adv_Ni_Regression_Test)
& Platform
@ Application Director
@ certificate Management
[ @ pistribution File nstaller |
@ File Transfer Client
@ Lexicon nstaller
(s

© rlatiorm Administration
O software Manager
@ station Copier
@ 1cP/iP Configuration
& Remote File System
&' Station (BEATs Adv_Ni_Regression_Test)

- Palette 5]
W X 3 |§ schedule

BB Booleanschedule

B8 Enumschedule

B8 NumericSchedule

BB stringschedule

B CalendarSchedule

BB TriggerSchedule

BB Booleanscheduleselector
BB Numericscheduleselector
B stringscheduleSelector
BB EnumscheduleSelector

Figure 116.
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£ Honlntc: e
= Jciandise

10distribution files were found in directory "/C:

installer | $3f HonPlantct

leanDist”

Description

€D .rslLegacy F

€D platformsst: ) ..k/localDevice/exportTable € ...Network/CLIOPS23_2/points

@ nre-clean3-honeywell-ADVCTLRUBUNTU-aarché4.dist  honeywell 1.0

(@ nre-clean-honeywell-ADVCTLRUBUNTU-aarche2.dist  honeywell 1.0

honeywell 1.0

ywell-ADVCTLRUBUNTU-sarché4.dist  honeywell 1.0

Modified 'WARNING: delete all station and modulesonly.

Modified WARNING: delete all station, modules, system passphrase and platform credentials.

Modified 1 dules, system passphrase and p

Modified dules, syst addressand reset i

Ochnnsenlrenurv‘ A cleaning ‘ A conversion ‘ D) Backups

) install

Distribution File Installer Window
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ADVANCED PLANT CONTROLLER INSTALLATION INSTRUCTION AND COMMISSIONING GUIDE

3. Click Choose Directory from below options.

# O ® My Network

& Station 1 Test_station)
@ 10.78.3.108 (BEATs_Adv_Ni_Regression_Test)
& Platform
@ Application Director
Q certificate Management
@ pistribution File Installer
@ File TransferClient
@ Lexicon Installer
© LicenseManager
© Platform Administration
O software Manager
@ station Copier
© 1cP/P Configuration
@ RemoteFile System
@ Station (BEATs Adv_Ni_Regression_Test)

- Palette
W [X] B |§ schedule

B Booleanschedule

B Enumschedule

B NumericSchedule

BB stringSchedule

B calendarschedule

BB Triggerschedule

B BooleanscheduleSelector
BB NumericScheduleSelector
BB stringscheduleSelector
BB Enumscheduleselector

/C: /Camnaakane Cantalinein -4 /cleandist

10 distribution files were found in directory "/C/ w4 JicleanDist"

ywell-n NINGI - Stat

honeywell-mubcdist Different target platform  Device Reset File: UWARNING! - Deletes rase, User and Password

clean-dist-3-honeywell-mubcdist honeywell 1.4 Different tan

platform  Device Reset File: IWARNING - Remov em Passphrase ord, 1P Ad
(@ nre-deant-honeywell-ADVCTLRUBUNTU-sarch64 dist - honeywell 1.0 Modified WARNING: delete all station and modules only.

D nre-dlean2-honeywell-ADVETLRUBUNTU-aarchb4dist  honeywell 10 Modified WARNING: delete all station, modules, system passphrase and platform credentials,

(D nre-dlean3-honeywell-ADVCTLRUBUNTU-aarch64.dist  honeywell 1.0 Modified WARNING: delete all station, modules, system passphrase and platform credentials,licenses and certificates, reset firmware ver
(4] ! h 1-ADVETL h6adist honeywell 1.0 Modified station, module i d certificat addressar

tridium-qni65-né1-titan-am33s dist Tridium4.1.27.28.1  Different target platform  WARNING: restores unitto empty N oves station data

tridium-q

clean.dist Tridiu 20 Different target platform

remo

tridium-qniT-nagul

dist Tridium4.9.130  Different target platform W G: restores unitto e U1 state - remov

Ochuaublvmorvl A cleaning | A\ conversion | ) Backups P install

Figure 117. Distribution File Installer Window

4. Change Directory dialog box will display. Select cleanDist.

31-00584-01

m Change Directory X

&) 1y File System
h SysHome
0 UserHome
Q =
0 SRecycle.Bin
© swinReagent
© acap_2019_64BIT
o
O (-4.10.1.36
() -4.10.3.20
QO 21032014
° bin
D carelmportDIl

OcleanDist
H Fanarrinm
Directory Path /C:/ -4.10.3.20/cle;

oK Cancel

Figure 118. Change Directory Dialogue Box
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5. CleanDist files will appear on the Distribution file Installer window as shown in below figure. Select one file
(cleanl/clean2/clean3/clean4) as per the requirement and click Install.

3} HonPlantControllerService g ...stribution File Installer 33} HonPlantC: ice | € rsflegacy | €D platformssl: €] ..k/localDevice/exportTable € ..Network/CLIOP823_2/points [x]

/C:/Centraline/CentralineNX-4.10.3.20/cleanDist

10distribution files were found in directory "/Ci/CentraLine/CentraLineNX-4.10.3.20/cleanDist”

File Version Status Description

i P P Add p
nre-cleani-ho Modified
(D nre-clean2-honeyw TLRUBUNTU-aarché4.dist honeywell 1.0 Modified WARNING: delete al station, modules, system passphrase and platform credentials,
KD nre-clean3-honeywell-ADVCTLRUBUNTU-aarch64.dist  honeywell 1.0 Modified WARNING: delete all station, modules, system passphrase and platform credentials, licenses and certificates, reset firmware version
(D nre-cleand-honeywell-ADVCTLRUBUNTU-aarch64.dist  honeywell L0 Modified station, module: [ d ates, reset P addressand resetfirmware version
tridium-gn65-n41-titan-am335y-clean.dist Tridium4.1.27.28.1  Differenttarget platiorm  WARNING:restoresunit to empty N4.1 state - removes station data
idium diu i NI D
idium i i oi RNI mp
© choose birectory A\ Cleaning \ conversion Backups p mnstall

Figure 119. Distribution File Installer Window

NOTE:

Each file has a different purpose and function to reset the controller. Selecting one of the files will result below:
- Cleanl: Delete all stations and modules from the controller.

- Clean2: Delete all stations, modules. system passphrase, and platform credentials from the controller.

- Clean3: Delete all stations, modules. system passphrase, platform credentials, licenses and certificated, and
reset firmware version.

- Clean4: Delete all stations, modules. system passphrase, platform credentials, licenses and certificated,
reset IP address and reset firmware version from the controller.

If the “Clean4” is installed than, the controller will go back to factory default settings. Refer CleanDist options
table.

Table 27. CleanDist options

Elements which gets deleted from controller CleanDist1 CleanDist2 CleanDist3 | CleanDist4

Station X X X X
Module X X X X
System passphrase - X X X
Platform credentials - X X X
Licenses and certificates - - X X
Reset Firmware version - - X X
Reset IP address - - - X
Factory
default
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6. Distribution File Installer dialog box will be displayed. Click Finish.

m Distribution File Installer
Stopping application(s)

Running applications must be stopped before installation can proceed. Choose

'Finish' to stop the applications and perform the software installation.

4 Back Next / Finish

¥ cancel ‘

Figure 120. Distribution File Installer Dialogue Box

7. Installing Distribution dialogue box will be displayed. The Dist file will be installed and the device will reboot.

@ Installing Distribution

Installing:

° Stop running application(s) Success
@ Install software Success
& Reboothost Success

Installation complete.

Checking file /niagara/npsdkUpdates/nre-cleanl-honeywell-ADVCTLRUBUNIU-aarché4.tar.gz
Checking file /niagara/npsdkUpdates/nre-cleanl-honeywell-ADVCTILRUBUNIU-aarché4.tar.gz.sig

Checking directories to be cleaned
Transferring files...

Sending /niagara/npsdkUpdates/nre-cleanl-honeywell-ADVCTILRUBUNIU-aarché4.tar.gz.

=

Sending /niagara/npsdkUpdates/nre-cleanl-honeywell-ADVCILRUBUNIU-aarchéd.tar.gz

FileStore::commit

sig

FileCachedFileStoreElement::commit file written /var/snap/hbt-bms-controller-beatsa-niagar
FileCachedFileStoreElement::commit file written /var/snap/hbt-bms-controller-beatsa-niagar

FileStore::commitInstance commit complete
Remote host rebooting.
Installation complete.

NOTICE: The device is rebooting.

Do not remove power from this device until the platform is available again.

Close Window

Figure 121. Installing Distribution Dialogue Box

/\ CAUTION

Do not remove power or click Close Window while the Distribution file is installing.

Based on the cleanDist file selection the file name will appear on Installing Distribution window.

8. Click Close Window after completing the installation process.

9. Reboot the device and open platform - See “Open a Platform” on page 43. Check the version from platform

administration - follow Step 1.

31-00584-01
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ENABLE/DISABLE USB BACKUP AND RESTORE

The USB backup and restore function is enabled by default. If this function is required or not required, it must be
disabled or enabled.
To enable/disable USB backup & restore:

1. Make a platform connection to the Advanced Plant Controller. See “Open a Platform” on page 43.
2. Double-click Platform Administration.

NOTE:

If the USB Backup and Restore is enabled, A warning message will appear in yellow in Platform Administration

main page.
Warning:

A WARMING: S5H/SFTP enabled

3. Click Advanced Options. The Advanced Platform Options dialogue box is displayed:

|£:| Advanced Platform Opticns x

d Port |22

] Daemon Debug Enabled

OK Cancel

Figure 122. Advanced Platform Options

4. Toenable, ensure USB Backup Enabled is selected; to disable, ensure USB Backup Enabled is deselected.
5. Click OK.
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USB BACKUP AND RESTORE USING SHELL COMMAND

Prerequisites:

USB backup and restore support only FAT32 and FAT32X file systems. NTFS is not supported.

Need a USB flash drive with enough memory (Currently, the remaining space is at least 300Mb).

The USB backup and restore procedure does not require access to Workbench.

Use a terminal emulator (system shell program), like the PUTTY program to access the controller’s system shell
menu, which lists the restore options.

/I\ CAUTION

Only flash drives are recommended for backup/restore operations. USB bus-powered external hard drives
often have higher power requirements. They may not function as expected, possibly resulting in permanent
damage to the flash drive or to the Advanced controller. Plugging in an external hard drive may cause the
controller to become unresponsive, requiring a reboot.

Procedure for USB backup and restore

1. Connectthe controller to PC and Power ON the controller. See “Connect the Niagara-Installed PC” on page 36.
2. Inserta USB flash drive into the USB port.

R —
IR 9

Controller

g
(]

a
&

-
-

<

USB flash drive

Type-C to USB adapter

Figure 123. USB port to USB Flash Drive connection

NOTE:

The USB port is a Type-C interface, so a Type-C to USB adapter is required.

3. Openthe shell command view from the Serial Port or Network Port use PuTTY.

NOTE:

Serial line: Check Device Manager from PC/Laptop for communication port (USB port).
Speed: 115200
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4. Enter the platform User name and password to open the system start-menu.

Mi12 (Pl

Ubuntu Core 20 on 192.168 8 (ttyGS0)

ubuntu login:
Ubuntu Core 20 on 10.42.C (ttyGSo)

ubuntu login: Admin
Password:

Figure 124. System Shell Login window

5. Start Menu will display.
From Start Menu select and Type the number of “USB Backup and Restore” (here it is 6) in Enter choice:

ADVCTLR System Shell

model: ADVCTLI

hostid: HON-NADV-1C2A-B0O0-B901-0965

build version: 5 .0.4

build date: 2023-05-04 14:57

system time: Tue May 9 14:03:25 CST 2023

niagara daemon port: https 5011

enl:
link/ether < H- e brd ff:ff:ff:ff:ff:ff
inet 192 203/24 brd 192 2 scope global eni
inet6 fe80::4cel:c6ff:fecb:adde/64 scope link

link/ether 5:0f:aa:22 brd ff:ff:ff:ff:ff:ff
inet 192 /24 brd 192.168.2.255 scope global
inett fed 44f:62ff:fefl:3bae/64 scope link

inet6 feB0::fdde:73ff:feld:6a8f/64 scope link

.iiﬁkfether 32:5€ Df:aa:22 brd ff:ff:ff:ff:Ff:ff
inet 192.16 2 24 brd 192 255 scope global

inet6 fe8O: dde:?Sff:feld:Ga&f}éd.scope link
wlan@:
link/ether 08:3a:88:ea:cb:ab brd ff:ff:ff:ff:ff:ff

Update System Time
Update Network Settings
Ping Host
Enable/Disable SSH/SFTP
Network Ports Control
USB Backup and Restore
Configure WiF1
Reset Switch Config
Check Secure Status

0. Secure The Device

1. Reboot

L. Logout

Enter choice: JJ

Figure 125. Start Menu
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6. List of options will display. Type the number in “Enter choice:” based on your choice and click Enter.

ADVCTLR System Shell

model: ADVCT

hostid: HON-NADV-1C2A-BO0O-B901-0965
build version: 4.10.5.14.0.4

build date: 2023-05-04 14:57:30

system time: Wed May 10 10:05:53 CST 2023
niagara daemon port: https 5011

enl:

link/ether e brd FF:FF:FF:FF:FF: FF

inet 192.168.€ _._} i-bfd 52.168.0.255 scope global enl
inetb feB0::4cel:c6ff:fecb:adde/64 scope link

link/ether 32:50:55:0f:aa:22 brd ff:ff:ff:ff:ff:ff
inet 192.168 24 brd 192.168.2.255 scope global
inet6 feBO 4f:62ff:fefl:3bae/64 scope link

ineté feB0::fd4de:73ff:feld:6a8f/64 scope link

link/ether 32:50:55:0f:aa:22 brd ff:ff:ff:ff:ff:ff
inet 192.168.3.200/24 brd 192.168.3.255 scope global
inet6 feB0::fdde:73ff:feld:6a8f/64 scope link

wlan@:
link/ether 08:3a:88:ea:cb:a6 brd ff:ff:ff:ff:ff:ff

Start USB Backup
Start USB Restore
3. Exit

Enter choice: |

Figure 126. System Shell window

NOTE:

Below actions will trigger based on the choice:

Start USB Backup: Begin to do the backup.

Start USB Restore: Begin to do the restore

Exit: Exit the USB Backup and Restore and back to the main menu
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Creating a USB backup

To create a USB backup follow above process first See “Enable/Disable USB Backup and Restore” on page 117. and
See “USB Backup and Restore using shell command” on page 118.

1. Select and type '1'(Start USB Backup) to auto begin USB Backup. This may take several minutes until comple-
tion prompts success or failure.

Start USB Backup...

Scan USB Device:

Begin to Stop niagarad

CHMD
CMD
CHMD

/de

> Start to mount USB device: /dev/sda

/dev/sda mount succeed.

usbInfoArray = J da vfat 7847936 50844 7797092 1% /mnt/backup
usbAvailable = 7797 » usbAvailableCheck = 7797092

is still doing.
is still doing.
is Done,

Creating clone image
hostid=HONX-0000-0000-0031-04C7, model=nxubc(2.0)

cmLs = common/base common/chunkfs common/geom common/logs
xnlLs = x15/base x15/sysinfo x15/wifi

Cloning filesystem. This can take several minutes

CMD
CMD
CMD
CMD
CHMD
CMD
CHMD

15 still doing.
1s still doing.
is still doing.
is still doing.
is still doing.
is still doing.
is Done

cloneName =-HDNX~DUUD-UUDO-DU31deC7_20220630042056

CMD

Begin to Restart niagarad

CMD
CMD

is Done.
Clone HONX-0000-0000-0031-04C7_20220630042056 created in 10 sec, calculating cksum.....

is still doing.
is Done.
niagarad is restart now.

Check mount point status to umount the mount point...
fileType = tmpfs

remove /mnt

delete file mp/clone-info-v2.txt

delete file : /tmp/niagaraSnapshot

t USB Backup...

Press ENTER to continue]]

Figure 127. System Shell window

2. Press Enter to finish the USB Backup.

121

When the backup Complete, remove the USB flash drive and store it in a safe place.
The name of the backup resulting image file follows this convention: hostid (unique host ID of the Controller),
underscore (_) timestamps.

Example: HONX-0000-

NOTE:

0000-0031-04C7_20220630042056

If no USB flash drive is detected, the following message is displayed:

Start

USE Backup...

No USB flash drive is detected. Insert the USB flash drive and back up data.

Press ENTER to continuel]

If the backup is unable to complete successfully, check the error log in shell view. Or simply unplug the USB
thumb drive, then insert the thumb drive and try the backup procedure again.|f problems persist, possible

causes could be:

- Insufficient disk space on the thumb drive.
- Write protect enabled on the thumb driver.
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Restoring from a USB backup

Restoring from a USB backup returns the controller to the state it was in when the system made the backup. You may
restore to a controller other than the one on which the backup was made, provided that the target controller is the
same model. To create a USB backup follow above process first See “Enable/Disable USB Backup and Restore” on

page 117. and See “USB Backup and Restore using shell command” on page 118.
1. Select and type 2 (Start USB Backup) to begin USB Restore.

Start USB Restore...

B R e e

Restore from a USB Backup

e e ok e ok ok ek R

Existing Niagara and platform installation will be completely removed!
This includes:

licenses

TCP/IP Configuration

platform credentials

TLS certificates

If restoring a backup from another unit, you will need to
install a new license.

TCP/IP configuration and platform credentials will be set to values
in the backup.

Niagara daemon and station will be killed if they are currently running

check the passphrase file.
Enter the system passphrase for this system to proceed, or return to exit : l

Figure 128. System Shell window

2. System passphrase prompt window will display. Enter the current system passphrase for the controller and

click Enter. The two scenario will appear based on given system passphrase.

a. Ifthe entered passphrase does not match the system passphrase for this controller more than three times, then it will

exit the USB restore. Follow the procedure again and type the valid system passphrase.

check the passphrase file.

Enter the system passphrase for this system to proceed, return
I 1 system passphrase, Input the passphrase again:

Enter the system passphrase for this system to proceed, return
I 1 system passphrase, Input the passphrase again:

Enter the system passphrase for this system to proceed, return

system passphrase, Input the passphrase again:
Enter the system passphrase for this system to proceed, return
system passphrase,will exit the restore.

Press ENTER to continuel]

b. Ifthe entered passphrase and the passphrase stored on the controller match, the system will display USB drive mounts

backup. The options are as shown in below figure.

check the passphrase file.
Enter the system passphrase for this system to proceed, or return to exit :
Are you sure you want to exit? (Y/n) : n
Enter the system passphrase for this system to proceed, or return to exit :
Scan USB Device:

/dev/sda

> Start to mount USB device: /dev/sda

/dev/sda mount succeed.
usbInfoArray = /dev/sda

usbAvailable = 7797468, usbAvailableCheck = 7797468
hostid=HONX-0000-0000-0031-04C7
This platform is HONX-0000-0000-0031-04C7
Please make your selection below
1) Abort Recovery/Restore mode 4) HONX-0000-0000-0031-04C7_. 0613080547
2) Show backups for other host IDs 5) HONX-0 -0031-04C7_. 30035549
3) ﬁONZ-UUBU-BDUU-0031-04C7_20220613USUild 6) HONX-0000-0000-0031-04C7__ 0630042056
#7

3. Ifthe scenario b persists: Type the number for a listed backup file name (for example: 6) or other option and

press Enter.

NOTE:

The backup file name is the name of the backup file stored on the USB flash drive.

31-00584-01
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4. From the prompt asking if the backup files passphrase is the same as the system passphrase for the controller,

5.

type Y (yes) or N (no).

NOTE:

- If Yes, then the system passphrase entered in the earlier step is used to decode the backup.

- If No, you must enter the passphrase for the backup file to decode the backup.

This platform is HONX-0000-0000-0031-04C7
Please make your selection below

1) Abort Recovery/Restore mode 4) HONX-0000-0000-0031-04C7_20220613080547
2) Show backups for other host IDs 5) HONX-0000-0000-0031-04C7
3) HONX-0000-0000-0031-04C7_20220613080114 6) HONX-0000-0000-0031-04C7_
#7 6

Check the backup package password.

Is the backup passphrase the same as the system passphrase? (Y/n) :

Enter the passphrase used to encrypt the backup:

CELELLTE]
630042056

If you entered N in the previous step, type the backup file passphrase for the backup file at the prompt, and click

Enter.
If you entered Y the restore begins. This can take a few minutes.

Restoring Clone Image HONX-0000-0000-0031-04C7_20220630042056

Extracting metadata files. This can take several minutes
operties...
-loadProperties = @
ying backup matches platform
Ver ify Backup matches platform OK.
cksumlUSB = 12305310
cksumB = 12305310
Begin to Stop niagarad
CMD is still doing.
CMD is still doing.
CMD 1is Done.
Preparing Filesystem for restore
DO The restore clean
Restoring files...
import snapshot = tmp/niagaraSnapshot
CMD is still doing.
CMD 1is Done.
CMD is still doing.
CMD is still doing.
CMD 1is Done.
CMD is Done.

Begin to Restart niagarad
CMD is still doing.
CMD 1is Done.
niagarad is restart now.

Check mount point status to umount the mount point...
/dev/sda vfat 7847936 50468 7797468 1% /mnt/backup

Current mountPoint=/mnt/backup has been mounted, and will umount it. and remove the mount point

fileType = tmpfs

remove /mnt/backup

delete file : /tmp/clone-info-v2.txt
delete file : /tmp/niagaraSnapshot

Exit USB Restore...

Restore Succeeded!
Please poweroff and Reboot this device.

Press ENTER to continuel]

Figure 129. System Shell window

/\ CAUTION

Once a restore begins, do not interrupt the process by removing the USB flash drive or disconnecting the

power.

6. When the restore successfully completes, press Enter to exit the USB restore. Then turn the controller's power

123

off and restart it again.
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AUTOMATIC RESETTING FUSE

The 24V~ and 24V0 terminals at RS485-R Interface have an automatic resetting fuse protection. The table below
provides a maximum quantity of each IO module type that can be powered from the 24V~ and 24V0 terminals at
RS485-R Interface. If a mixture of IO modules is to be installed, use the table as a guide to determine if the 10
modules can be powered from the 24V~ and 24V0 terminals at RS485-R Interface or if a separate power source

needs to be used.

ADVANCED PLANT CONTROLLER

Table 28. Automatic Resetting Fuse Protection at RS485-R Interface - Maximum Number of 10 Modules

Controller Ratings 24V~/24V0 at RS485-R
10 Module Type* DL LD
YPe" | Current Ratings (AC)** | 3A@20C(68F) | 24A@40C(104 | 2.1A@ 50C (122
Ambient F) Ambient F) Ambient
/0 Module 0.625A 4 3 3
NOTE:

- The fuse will reset one minute after removing the current from the circuit.
- ** The Rating assumes all inputs and outputs are used on the IO modules.

124
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CONNECTION EXAMPLES

Connection to Panel Bus 170 Modules Powered by a Separate Transformer
This configuration allows the Advanced Plant Controller and the Panel Bus I/0 modules to be installed in (several)
different wiring cabinets — as long as the max. Permissible length of A + C =3 m is maintained.

This same configuration can also be extended, with multiple transformers powering Panel Bus 1/0 modules
installed in multiple wiring cabinets for a total of 64 Panel Bus devices per Bus - 16 variants of each type I/0
modules. Total max is 64 1/0 modules per Bus.

CONNECTION VIA RS485 INTERFACES 1,2,0R 3
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Figure 130. Connection (L > 3m) of RS485 interfaces 1, 2, or 3 (RS485 interface 1 shown) to a Panel Bus
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CONNECTION VIA RS485 INTERFACE R
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Figure 131. Connection (L > 3 m) of RS485 interface R to a Panel Bus

— *The 24V~ and 24VO0 terminals at the RS485-R Interface have an automatic resetting fuse protection. For

more information, See “Automatic Resetting Fuse” on page 124.

— N = max. 16 modules (Total max. no. of Panel Bus I/0 modules:64).
— For communication cable lengths, transmission speeds, and termination See “General Safety Information”
on page 6. For fusing, See “Example 1: Power Supply via Controller Using Panel Module” on page 15.
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Connection to Panel Bus 170 Modules Powered by the Same Transformer as the Advanced
Plant Controller

This configuration is suitable for connecting Panel Bus I/0 modules located in the same wiring cabinet as the
Advanced Plant Controller.

CONNECTION VIA RS485 INTERFACES 1,2,0R 3
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Figure 132. Connection (L < 3 m) of RS485 interfaces 1, 2, or 3 (RS485 interface 1 shown) to a Panel Bus

NOTE:

— N =max. 16 modules (Total max. no. of Panel Bus |/0 modules:64).

— For communication cable lengths, transmission speeds, and termination, See “General Safety Information’

9

on page 6. For fusing, See “Example 1: Power Supply via Controller Using Panel Module” on page 15.
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CONNECTION VIA RS485 INTERFACE R
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Figure 133. Connection (A + C < 3 m) of RS485 interface R to a Panel Bus

NOTE:

— *The 24V~ and 24V0 terminals at RS485-R Interface have an automatic resetting fuse protection.

For more information, See “Automatic Resetting Fuse” on page 124.

— N = max. 16 modules (Total max. no. of Panel Bus I/0 modules:64).

— For communication cable lengths, transmission speeds, and termination, See “General Safety Information”
on page 6. For fusing, See “Example 1: Power Supply via Controller Using Panel Module” on page 15.
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Connection to BACnet MSTP Buses with Shielding as Return path

| L>3m >
[~ o
I
1 |
| | CP-VAV/SPC #1 CP-VAV/SPB #N
P :
: 110VAC/230VAC :
[} | & h & h
! I § ¥ 2 § 5 2
1 | g g g g g B
| AR |
| . . PO S
| Terminator |
. | I
| : Swwtc? On ’17—‘ : { |
1
g (o0 e s I L
| : 13 14 15 / \ / \
1 o B B2 I — ‘ | r .. E]
B S T v = L [ L
:<F #o8g POWER 24V /S \J
| 1
|
—
T 5v
GND RX TX
Advanced Plant
Controller

Figure 134. Connection (L > 3 m) of RS485 interfaces 1, 2, or 3 (RS485 interface 1 shown) to a BACnet Bus

NOTE:

— Always power the Advanced Plant Controller with a transformer separate to the connected BACnet MSTP
modules.

— N = max. 64 modules.

— Signal ground (signal reference) connection is recommended if not all devices are electrically isolated. For
more information, See “General Safety Information” on page 6.

— Connection via RS485 1,2 or 3 where shielding works as RS485 return path.

— For communication cable lengths, transmission speeds, and termination, See “General Safety Information”
on page 6. For fusing, See “Example 1: Power Supply via Controller Using Panel Module” on page 15.

— Termination resistors must be inserted directly into the terminals of the individual BACnet MSTP modules.
In the above figure, the controller is shown operating as the Master BACnet controller.
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Recommended connection for BACnet MSTP Buses with Separate Conductor as Return path
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Figure 135. Connection (L > 3 m) of RS485 interfaces 1, 2, or 3 (RS485 interface 1 shown) to a BACnet Bus

NOTE:

— Always power the controller with a transformer separate to the connected BACnet MSTP modules.
— N = max. 64 modules.

— Signal ground (signal reference) connection is recommended if not all devices are electrically isolated. For
more information, See “General Safety Information” on page 6.
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Connection for BACnet MSTP Buses with Shielding as Return path (non-isolated)
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Figure 136. Connection (L > 3 m) of RS485-R to a BACnet Bus

NOTE:

— Always power the controller with a transformer separate to the connected BACnet MSTP modules.
— N = max. 64 modules.
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Connection for BACnet MSTP Buses with Separate Conductor as Return path (non-isolated)
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Figure 137. Connection (L > 3 m) of RS485-R to a BACnet Bus

NOTE:

— Always power the controller with a transformer separate to the connected BACnet MSTP modules.
— N = max. 64 modules.
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Connection to Modbus Modules with Shielding as Return path
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Figure 138. Connection (L > 3 m) of RS485 interfaces 1, 2, or 3 (RS485 interface 1 shown) to a Modbus

NOTE:

— N =max. 32 unit loads. Always power the Advanced Plant Controller and connected Modbus

modules with separate transformers. Termination resistors must be inserted directly into the terminals of the
individual Modbus modules.

— Signal ground (signal reference) connection is recommended. For more information, See “General Safety
Considerations” on page 16.

— If the connected controllers do not have isolated RS485 interfaces and if they share a common ground
between the power supply and Earth ground, See “Connection to Modbus devices with Separate Conductor as
Return path (non-isolated)” on page 136. provided in Connection to Modbus devices with non-isolated RS485
interfaces. This provides the best electrical noise rejection.

— For communication cable lengths, transmission speeds, and termination, See “RS485 Bus Cable Specifica-
tions” on page 18.
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Connection to Modbus devices with Separate Conductor as Return path
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Figure 139. Connection (L > 3 m) of RS485 interfaces 1, 2, or 3 (RS485 interface 1 shown) to a Modbus

NOTE:

— N = max. 32 unit loads. Always power the Advanced Plant Controller and connect Modbus modules with sep-
arate transformers. Termination resistors must be inserted directly into the terminals of the individual Modbus

modules.
— Signal ground (signal reference) connection is recommended. For more information, See “General Safety

Considerations” on page 16.
— For communication cable lengths, transmission speeds, and termination, See “RS485 Bus Cable Specifica-
tions” on page 18. For fusing, See “Example 1: Power Supply via Controller Using Panel Module” on page 15.
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Connection to Modbus devices with Shielding as Return path (non-isolated)
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Figure 140. Connection (L > 3 m) of RS485-R to a Modbus

NOTE:
— N = max. 32 unit loads. Always power the Advanced Plant Controller and connect Modbus modules with sep-
arate transformers. Termination resistors must be inserted directly into the terminals of the individual Modbus

modules.
— Signal ground (signal reference) connection is recommended. For more information, See “General Safety

Considerations” on page 16.
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Connection to Modbus devices with Separate Conductor as Return path (non-isolated)
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Figure 141. Connection (L > 3 m) of RS485-R to a Modbus

NOTE:

— N = max. 32 unit loads. Always power the Advanced Plant Controller and connect Modbus modules with sep-
arate transformers. Termination resistors must be inserted directly into the terminals of the individual Modbus

modules.
— Signal ground (signal reference) connection is recommended. For more information, See “General Safety

Considerations” on page 16.
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Connection to a I/0 Module Powered by the Separate Transformer
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Figure 142. Connection (L > 3 m) of RS485-R to a 170 Module-10 Bus

NOTE:

137

— For communication cable lengths, transmission speeds, and termination, See “General Safety Information”
on page 6. For capacity restrictions, See “Connection to a I/0 Module Powered by the Separate Transformer” on
page 137. For fusing, See “Example 1: Power Supply via Controller Using Panel Module” on page 15.
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Connection to a 170 Module Powered by a Same Transformer
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Figure 143. Connection (L < 3 m) of RS485-R to a 170 Module Bus

NOTE:

— *The 24V~ and 24VO0 terminals at the RS485-4 Interface have an automatic resetting fuse protection. For
more information, See “Automatic Resetting Fuse” on page 124.

— For communication cable lengths, transmission speeds, and termination, See “General Safety Information”
on page 6. For capacity restrictions, see See “Connection to a I/0 Module Powered by the Separate Trans-
former” on page 137. For fusing, See “Example 1: Power Supply via Controller Using Panel Module” on page 15.
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Connection to M-Bus via Level Converter
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Figure 144. Connection to M-Bus via Level Converter
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Connection to HMI

Customized RJ11 Cable,
Length : 3m
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Figure 145. Connection of RJ11 interface to a HMI device
NOTE:

Maximum length of RJ11 cable is (L) 3m.
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MIGRATING AN EXISTING STATION TO ADVANCED CONTROLLER

The station which is present in EagleHAWK controller can be migrated to the Advanced Plant Controller using the
Niagara workbench. After migration the HMI has to be configured manually from Niagara work bench. Follow below
procedure for migrating the existing station:

1.

ook

141

Install the following missing jars on Advanced Plant Controller: See “Install Additional Drivers” on page 69. for
installing the jar files.

- honTagDisctionary-rt.jar

- honEagleHawkHMI-rt.jar

- honEagleHawkHMI-wb.jar

- honEagleHawkHMI-ux.jar

Restart the Advanced Plant Controller. See “Connect the Niagara-Installed PC” on page 36.
Remove the “OnboardlONetwork” (if present) from the station to migrate on the Eagle Hawk Controller.
To delete the network, go to Station and Navigate to Driver > Right click on OnboardlONetwork and select delete.

NOTE:

The OnboardlONetwork of Eagle Hawk station will not support in the Advanced Plant Controller. So remove the
OnboardlONetwork before copying the station to the Advanced Plant Controller

Copy the EHN4 station to the Advanced Plant Controller. See “Copy a Station using Station Copier” on page 61.
Under the Services > UserService > Loop throw each User.

Delete the “honEagleHawkHMIAuthenticator” slot from each user.

From the Nav tree, Go to Platform and login - See “Open a Platform” on page 43. Expand Station > Services >
Userservices > User name > Right click on honEagleHawkHMIAuthenticator and select delete.

NOTE:

The honEagleHawkHMIAuthenticator must be deleted from each users before enabling the HonPlantController-
Service.

Add HonPlantControllerService under services, if the service is not available in the Station template which is
copied. See “Enable HonPlantControllerService” on page 70.

Enable “HonPlantControllerHMIAuthenticator’ and Setup a PIN for HMI. Refer Setting HMI Pin from the
document HMI Driver Guide - 31-00590.

NOTE:
Enable HonPlantControllerHMIAuthenticator and setup a PIN for each user.

Add a new FAL with the Existing FAL’s Name under honPlantControllerService > HMI Device. Refer Filling Fast
Access Lists from the document HMI Driver Guide - 31-00590.

NOTE:

Use the same FAL name in the new copied station if the points under the existing station’s FAL are required.
Points will automatically add under FAL’s after creating FAL’s with existing EagleHawk FAL’s name.
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10.

11.

12.

13.

17.

Delete the honEagleHawkHmiService, from Service.

From the Nav tree, Go to Platform and login - See “Open a Platform” on page 43. Expand Station > Services >
Right click on honEagleHawkHmiService and select delete.

Enable “HonPlanControllerService” from the Niagara workbench. See “Enable HonPlantControllerService” on
page 70. Commission the Advanced Plant Controller. See “Commissioning the Advanced Plant Controller” on
page 50.

Enable HMI Device in the HonPlanControllerService from the Niagara workbench. Refer Enable HMI Device from
the document HMI Driver Guide - 31-00590.

Commission the HMI.

Right click on HMI Device > Actions > Click Commission HMI. Refer Commissioning HMI from the document HMI
Driver Guide - 31-00590.

NOTE:
Job success will appear in the Job log if the commissioning is successful and there are no errors.

Update the BACnet User Role as admin (if not exists).

If the Existing station already has BACnet Driver with any Local Device ID, then Local Device ID will change to
100 after-commission HMI under honPlantControllerService.

NOTE:
Refer HMI Device Configuration from the document HMI Driver Guide - 31-00590.

After that Change, the Local Device ID and HMI Instance number under BACnet driver as per the Requirement,

then Commission again.

NOTE:
For Local Device ID and HMI Instance number, Refer the document HMI Driver Guide - 31-00590.

Save station.
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TROUBLESHOOTING WITH LEDS
Troubleshooting with LEDs of RS485 Interfaces 1, 2, 3

Table 29. Advanced Plant Controller Tx and Rx LEDs of RS485 Interfaces 1,2, and 3

Case LED Behavior Meaning Remedy

1 Green (ON) - Solid Bus is functioning properly. No action is necessary.

Check termination. Check the
2 Yellow (ON) - Solid Bus is not functioning properly. |polarity of bus connections.
Check for EM interference.

No communication over given

3 Red (ON) - Solid interface. Use Niagara to check interface
Red (ON) - Biink 0ES assignment in the application.

e - Blink every O. Check the wiring.

4 (On/Off) Reserved 9

Troubleshooting with the Ethernet Interface LEDs

Table 30. Advanced Plant Controller link and activity LEDs of Ethernet interfaces 1 and 2

Case LED Behavior Meaning Remedy
If communication problems
. . . persist, then check the green
1 Yellow LED is ON steadily. Ethernet is working with . |LED.
y pS. See Case 3 and Case 4 given
below.
If the green LED is ON or
flashing, then Ethernet is
. working with connectivity below |Connect the cable between the
2 Yellow LED is OFF 10Mbps. controller and the switch.
If green LED is OFF, then
Ethernet is disconnected.
If communication problems
Normal operation. The controller | persist, the Ethernet parameter
3 Green LED is flashing. is transmitting/receiving data |configuration may be defective:
to/from the switch via cable. Check the IP address, MAC
address, and firmware.
. Ethernet connectivity exists but |Check the software
4 Green LED is ON no data flow. configuration.
Check the cable connection
between the controller and the
switch.
5 Green LED is OFF Ethernet port link is down. Check the switch.
Use good a laptop or good
cable to directly connect
the controller and the switch.

143 31-00584-01



ADVANCED PLANT CONTROLLER

TECHNICAL LITERATURE

Table 35. Technical Literature

Title Product Literature Number

ComfortPoint Niagara Advanced Plant Controller Product Datasheet | 31-00583

Optimizer Advanced Product Datasheet 31-00631

Mounting Instruction 31-00553
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