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HRM OVERVIEW

Honeywell Remote Management (HRM) tool will undertake several automated checks on the server, and workstation

status will be run using an automated network monitoring tool.

The tool will centrally capture and analyze key event information relating to the underlying ICT infrastructure and
systems to provide an overall health status of the system and better direct technicians’ reactive and preventative
maintenance activities.

In some cases, the tool can alert technicians to problems before they cause an outage and before we would have
normally been able to identify the problems manually. A key benefit of the tool is the earlier identification of actual

and potential server problems.

From a preventative maintenance perspective, the tool will monitor key events to minimize the amount of manual

routine preventative maintenance checks that need to be done.
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WHAT YOU NEED

Local 7 Domain Admin

Create an account on device local Users and Group or in the client's Active Directory that is part of the Domain
Admins group (i, e., Local System administrative privileges) and a password that never expires. We will give this
account to run the Windows Probe during installation to allow for Agent install and a host of other functions.

Probe Device

A probe /agent is a software component that resides on a host within a customer’s network, behind their firewall or
private IP space. Probes provide monitoring and management services for devices on that private network.

The probe should be installed on a host which is protected, ideally a server that is not be constantly rebooted.

Devices

The devices that you want to monitor. This could be servers or client machines connected to the network.

Connectivity Requirement

All devices need to communicate with Honeywell Remote Management (HRM) server that is https://hrm.honeywell-
cloud.com via port 443.

Please work with the customer IT to change firewall rules to allow the traffic.

LOG INTO HRM

You can use the credential information provided by the HRM admin team to log into HRM https://hrm.honeywell-
cloud.com.

The username should be your Honeywell email address, and the password will be sentin a separate encrypted email

3 31-00541-01
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H Honeywell Remote Managemen: X +

<« C {Y & hrmhoneywelicloud.com/login o Q% = G » O :
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suman.pasi@honeywell.com o

o Didt you forgt your password?

Remember Login Name LOGIN

e % f in v &

Fig. 2 HRM Login Page

We strongly recommend changing your password the first time you log on to HRM. You could click the link “Forgot
password” to reset.

You could switch the customer you want to view by clicking the drop-down list.

C (Y | & Secure | https://hrm.honeywellcloud.com/IndexAction.action

B = HE Al DEVICES Honeywell 2 & » 7

4ER OF COMMEETED

. .
Honeywell Saas Devices

ADD NOTE ADD TASK * CUSTOM DEVICE PROPERTIES
SEARCH RESET FILTER CREATE

APAC-India-Southindia-HTSL-TEST

Filter by No Filter in all Sites

Customer Site Tools Name “  Network Address Status Device Class
APAC-Pacific-WA NT-D... - - 10.1.1001 10.1.99.1 Switch/Router

&

o APAC-Pacific- WA NT-D... - - 10 10.1.100.10 Cther

&

= APAC-Pacific-WA NT-D.. - - 10.1.100.2 Switch/Router

=) APAC-Pacific WANT-D... - - 10.1.100.8 Servers - Management Inte...

&

& APAC-Pacific- WA NT-D... - - 10.1.100.8 10.1.100.8 Cther

Fig. 3 HRM Page View
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INSTALL WINDOWS PROBE

A software named "Probe"” must be installed on the gateway server to allow HRM to discover devices on the network.

You need to access the HRM website (https://hrm.honeywellcloud.com).
Go to the customer you want to install Probe.

Click Actions > Download Agent/Probe.

Click the Windows Probe as circled below.

FWNE

INTERNALUSE-HBTICTOPE - = | = @ DOWNLOAD AGENT/PROBE

o

Agent/Probe Software Third Party 5

VIEW SUPPORTED OPERATING SYSTEMS

[ Views v

Select Customer/Site: InternalUse>HBTICTOperations -

Registration Token: GET REGISTRATION TOKEN

CUSTOMER/SITE SPECIFIC AGENT/PROBE (For version 2021.1.8.881)

& Actions

s Windows Probe

«m Windows Agent -
o " 5w

28.67 MB

2 macOS Agent (dmg)
€ e

Fig. 4 Windows Probe Installation

Once the Probe software is downloaded, install it in the identified system for Probe communication. Use the default
admin account or the specific admin account that was created for the Probe.

ﬁ Windows Software Probe - InstallShield Wizard pod

Credentials

solarwinds
Select the user account type and enter the username and passwaord.,

OLocal U The prabe wil not be able to monitor WMI services remately or
peal Lser run asset discovery tasks.

) The user account must have domain administrator privileges.
@ Domain User

The user account must be the local administrator for each of the

O wiorkgroup User devices that is being remately monitored.
Domain |GLOBAL
|
Username |HR|'-‘|

Password sessssncssssssnnnes |

InstallShield

Fig. 5 Windows Software Probe

5 31-00541-01
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Once the probe software is installed, verify that the system with a probe is listed in the N-central portal via Adminis-
tration > Probe.

INTERNALUSE>AZURECLO! ~ «= @& PROBES o a8 B @ S
[
m DELETE UPGRADE ¥ STATE ¥ PATCH CACHING ¥ BE
Site Updating Probe Name ¥  Network Address Status Key Version State

10.250.207.4 L4 o 2021.1.8.881 n

it 10.250.200.8 v O m 2021.1.8.821 u

"f'r 303-;36:.“—_.:-3- 10.250.5.5 v 9 2021.1.8.881 [ on |

10.250.201.5 L ° m 2021.1.8.881 u

10.250.200.7 L4 o 2021.1.8.881 n

10.250.200.6 L ° m 2021.1.8.881 u

10.250.13.4 L4 o 2021.1.8.881 n

10.250.11.4 L ° m 2021.1.8.881 u

10.250.10.6 L4 o 2021.1.8.881 n

nagement 10.250.10.5 L ° m 2021.1.8.881 u

Fig. 6 N-central Portal

DEVICE DISCOVERY

The discovery job is used to detect/import the devices automatically, so you don’t have to add devices manually in
HRM.

1. You could run the discovery tasks via Actions > Run a Discovery.

INTERNALUSE>HBTICTOPE ~

File Transfer
Patch App
Push Third Party

Run a Backup

Run a Dis

Run a Mac 5cript

5

Run an Automnation Policy
Rur ipt
Security Manager 5can

& v A

Start Automation Manager

Fig. 7 Run a Discovery
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You will be presented with the following display.

2. Fillin the IP range for the subnet you wish to discover or a single host address.

Name: coneny 195 - 202 2051 51

Description:

Custamar: nternalUse>HETICTOperations -
Select a Site: m
Site: -

Registration Token Valid Until:
Probe:

Discovery Type:

The Target Network: IP Range field contains errors. Specify the IP address of the tanget network followed by the

# |PRange
g | j  end value (BEx. 192.168.10.5-200). The end value must be between 1 and 254,

P Address and Netmask

MAC OS X AND LINUX CREDENTIALS

ADD NEW ACCOUNT

User Name *  Password Actions ™

Fig.8 To discover device

7 31-00541-01
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3. Switch to the Auto Import setting and select the following.

ADD DISCOVERY JOB

Name:

Description:

Import Devices:

Install Agent:

to Discover

Jok - 2022-03-14 13h51m13s

Auto Import Motifications

Awailable Device Classes

Mobile Device

Other

Sass
Scanner/Camera
Se Generic

Servers - Management Interface

Srorage
Storage
™ £ ==
Workstations - Generic

Awailable Device Classes

Se - Generic
Warkstations - Generic
Workstations - Mac

<<

SNMP Settings

Advanced Settings ~ VMware Settings Schedule

Assigned Device Classes

Laptop - Windows
Printer

5 - ESHi
Linux
Windows
s - vCenter

-Mac

- Windows
Assigned Device Classes
Laptop - Windows

Servers -
5

Linux

- Windows

ns - Linux

Workstations - Windows

31-00541-01

Fig. 9 Auto Import
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= @ ADD DISCOVERY OB

Name: Discovery Job - 2017-10-16 05h47m36s

Description:

Devices to Discover Auto Import Notifications

Import Devices: 4 4ijable Device Classes

Mobile Device
Other

Printer

Saas
Scanner/Camera
Servers - Generic
Servers - Linux

M v

Servers - Management Interface
torage
Switch/Router

Install Agent: Available Device Classes

Servers - Generic
Servers - Linux
Workstations - Generic
Workstations - Linux
Workstations - Mac

v | oven

-0

SNMP Settings

Honryee
Rarmots Management Systerm (MRS

%

Advanced Settings Virtualization Settings

Assigned Device Classes

Laptop - Windows
Servers - ESXi

Servers - Windows
Workstations - Windows

Assigned Device Classes

Laptop - Windows
Servers - Windows
Workstations - Windows

Fig. 10 Auto Import Devices

4. Click on Finish. This will schedule the discovery to run. This will normally take 10-30 minutes, depending on the

number of devices you want to discover.

5. Progress can be checked by selecting Configuration > Asset Discovery > Discovery Jobs.

31-00541-01
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= @ Discovery joBs

Site MName % Schedule

Last Report

indo
EGRP-NETMAN - Windows
EGRP-NETMAN - Windows

EGRP-NETMAN - Windows

Monitoring Appliance

Fig. 11 To discover devices

6. Review the list of devices from Views > All Devices and remove the ones you don’t want to monitor.

©1 ALL DEVICES

PERTH LAB

[ Views

MNavigate to 50 L
Filter by No Filter in all Sites

rds Site Tools

© REFRESH NOW | ON Refresh in: 10 minutes

Network Address

=
i
=
=
L
]

o
in
=1
=
un

=
i
=
=
a
ra
L

=
=
[==}
o
=]
o
L

=)
in
=]
=3
o

=)
i
=1
=
n
o

=)
in
=1
=]
I
o

©
i
=1
=
i
=1

ict101-ebistation500.ict101....

10.50.0.47

gemant By

Status

- v I - - - - o v <)

rstam {HRMS] ,'J ‘

NG SOFTWARE ADD NOTE

m RESET FILTER CREATE NEW FILTER

Device Class

Switch/Router

Switch/Router

Servers - ESXi

Workstations - Windows

Servers - Generic

Servers - Windows

Servers - Windows

Servers - Windows

Servers - Windows

Workstations - Windows

Servers - Windows

Fig. 12 Network Devices
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INSTALL WINDOWS AGENT

If the domain admin account is not available, you need to manually install the Windows agent on each Windows
machine to be monitored by HRM.

You need to access the HRM website (https://hrm.honeywellcloud.com).
Go to the customer you want to set up.
Click Actions > Download Agent/Probe.

Click the Windows Agent as circled below.

FWNE

INTERNALUSE>HBTICTOPE ~ = . DOWNLOAD AGENT/PROBE

Honeywell Q

& Views Agent/Probe Software Third Party Software

VIEW SUPPORTED OPERATING SYSTEMS

Select Customer/Site: InternalUse>HETICTOperations -

Registration Token: GET REGISTRATION TOKEN

CUSTOMER/SITE SPECIFIC AGENT/PROBE (For version 2021.1.8.881)

«m Windows Agent «m Windows Probe
"N s67mB "N s.42mB
2 macOS Agent (dmg)
' 1214 ME
g CentOS/RedHat 6 x64 Agent w CentOS/RedHat 6 x86 Agent g CentOS/RedHat 7 x64 /
- - -

Fig. 13 Windows Agent Installation

Once the Windows Agent software is downloaded, install it on the Windows devices with the default setting.

Change the Proxy setting appropriately if necessary and continue the installation.

ﬁ Windows Agent - InstallShield Wizard s
Proxy String

Enter the proxy string. solarwinds

Some internet connections require proxy information to communicate outside of the local
intranet. If your connection requires proxy information, please indicate so below:

|:|I need to use a Proxy Server

Example: user:pass @proxyaddress: 8080

InstallShield

Fig. 14 Windows Agent Proxy Setting Window

11 31-00541-01
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The Agent version information can be found via Views > All devices when HRM detects it.

INTERNALUSE>AZURECLO! ~ 1= @ ALL DEVICES

SaaS Devices

& Vi Network Devices Mobile Devices

EDIT DELETE ADD SERVICES APPLY SERVICE TEMPLATES MOVE DEVICES UPDATE MONITORING SOFTWARE ADD NOTE ADD TASK *

PROBE CUSTOM PROPERTIES
FALTER ™ [Lgi-inle w RESET FILTER CREATE NEW FILTER

pol ps
vigate to SO Level Filter by Mo Filter in all Sites
Site Teols Name Network Address Status® Device Class Agent m
Version
hb
E HBS-DOEU-M 10.250.5.4 ° Servers - Windows 2021.1.8.881 I
& Actions - m HBS-DOEU-Mgmt01 10.250.5.6 ° Servers - Windows 2020.1.5.425 I

Fig. 15 All Devices

View Outstanding Issues

You could view the outstanding issues by navigating to Views > Active Issues.

Honeywell

i ACKNOWLEDGE NOTIFICATIONS ~ EDITDEVICES ~ DELETESERVICES  SERVICEMONITORING ¥  ADDNOTE  ADDTASK ¥

Filter by No Filter in all Sites with all services

INTERNALUSE>AZURECLO! ~ = #\ ACTIVE ISSUES

Q

Q
(=]

Site Tools Device/Probe Device Class Service Status ¥ Transition Time

T o T e e e

-
y Ma

E. HBS-DOEU-Mgmt02 Servers - Windows Disk - E: @ 2021-Dec-22 09:C
te to SO Level

HBS-DOEU-Mgmt02 Servers - Windows Active Directory G 2021-Nov-01 04:(

hd HBS-DOEU-Mgmt02 Servers - Windows Disk-C: ] 2022-Mar-14 11:1 E

m XenApS500TNO1 Servers - Windows HTTPS - HRM Patch Connect.. 0 2021-Jul-12 06:30 g

m HBS-DOEU-WEBD1 Servers - Windows HTTPS - HRM Patch Connect. (] 2021-Jul-12 08:20 = |

ol HBS-DOEU-RDSO1 Servers - Windows Memory o 2022-Mar-14 10:
m HBS-DOEU-RDSO1 Servers - Windows HTTPS - HRM Patch Connect.. n 2022-]an-26 01:51
HBS-DOEU-Mgmt01 Servers - Windows Patch Status v2 n 2020-Aug-27 19:C
File Transfer m KenApS00TNO1 Servers - Windows Clock Drift (-] 2020-Apr-1314:0

Fig. 16 Active Issues

If you have multi-customer access, you can go to Honeywell (SO level) to view all outstanding issues across all sites.

The filter function is available as below to view the only specific site.

31-00541-01 12
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All Devices
&« C () | @ Secure | hitps;//hrm.honeywellcloud.com/IndexAction.action or [e] 8 :
El ALL DEVICES Honeywell A o B 7
@ e SaaS Devices
ADD
Filter: - IlII
No Filter .
Network Address Status  Device Class Age )
@ Dashboards - Status: Oraica Vers
Customer
A Warning 10.1.99.1 Switch/Router
=B APAC-India-Southlndia-HTSL-TEST °Ncrr'a|
= APAC-Pacific-WA NT-Darwin Convention Centre 6 Misconfigured 10.1.100.10 Other
2 tale Swirch/Rourer
: @ o Data
& O 10.1.100.6 Servers - Management Inte...
Disconnected
|}
10.1.100.2 Ot
& Patch Status el e
APAC-Pacific-WA NT-D... - - 10.1.100.9 Storage
APAC-Pacific-WA NT-D... - - 10.1.99.2 Swirch/Rourer
APAC-Pacific-WA NT-D... - - 10.1.99.240 Other
APAC-PacificWA NT-D... - m DCC-DC1 10.1.99.20 o Servers - Windows 1.1
APAC-Pacific-WA NT-D... - m DCc-Dc2 10.1.99.21 (1] Servers - Windows 111
APAC-Pacific-WA NT-D... - m DCC- M-01 10.1.99.201 o Servers - Windows 1.1
APAC-Pacific WA NT-D... - ( 10.1.99.200 o Servers - Windows 11.1
APACParific WA NT-D | = . N 10100100 [ Gerunrs - Windnws 117
3
ﬂ Refresh in: 10 minutes (@ Selected: 0 (& Total: 27

Fig. 17 To filter issues

Click the failure icon, then you can see the details about the failure.

View All Devices

To view the list of devices managed on your site, click Views > All Devices.

INTERNALUSE>AZURECLO! ~ = ALL DEVICES

Network Devices Mobile Devices

Q

[ Views
ICE TEMPLATES JEVICES UPD, ADD NOTE ADD TASK *
PROEBE
Filter by Na Filter in all Sites
Site Tools Name Network Address Status® Device Class Agent m
Version
- m HES-DOEU-Mgmt01 10.250.5.6 ° Servers - Windows 2020.1.5.425 I
= m HES-DOEU-Mgmt! 10.250.5.4 n Servers - Windows 2021.1.8.881 I

Fig. 18 To view all device

13 31-00541-01
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HRM PATCH MANAGEMENT

The Patch v2 Management module can effectively manage the downloading and installation of Microsoft and third-
party software patches across your customers networks.

HRM Patch Management can automate processes related to patching or allow very granular control of every step.
This can be done using Patch Approval Rules, Patching Maintenance Windows related to detecting, downloading,
installing, and potential rebooting of devices.

Patch Detection

Patch Download

Patch On-Demand

Adding Patch installation Window
Patch Reboot

Patch Detection

The Patch Detection Maintenance Window specifies when, and for how long, devices check for new updates and
communicate this information to MSP HRM. This is important for workstations and servers hosted in virtual
environments, where detection can result in cumulative loads and slower performance overall.

Adjust the frequency of maintenance windows to match the frequency of software patches. For example, you can
reduce the detection frequency if a server is patched only monthly or quarterly. Also, consider that this process is
also for Third-Party Software updates.

We have set up the patch detection windows for all Windows servers at 1 am every day via the rule “Window Server.”

L€

) RULE DETAILS

Type: ® Public  Private

MAINTENANCE WINDOWS
@ My Links The MSP N-central Agent can be configured to automatically complete tasks far various N-central festures according to s defined schedule,
# Configuration Name 4 Last Modified By Last Medified Time Type Schedule
supergee he Seprember 01, 2017 17:3 Pach Detection 1100 AM every day of every manth. I

superges he September 01, 2017 17:41 Patch Pre-Download 2:30 AM every day of every month.

Fig. 19 Patch Detection

Patch Pre-download

The Pre-download Maintenance Window defines the period when you want to download approved patches to the
device for installation. A best practice is to download at least two hours before you plan to install the patch to allow
for sufficient time to obtain the installation packages.

The pre-download window is when the patches get downloaded, either via the Probe or directs to the Agent, depend-
ing on your Profile settings.

31-00541-01 14
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We have set up the pre-download window at 2:30 am every day.

= IJ RULE DETAILS

@ views

Type: ® Public  Private
Name: & - Windows Server Rule

Description:

Devicesto Target  Network Device Configuration Options  Mobile Device Configuration Options  Scheduled Task Profiles  Monitoring Options ~ [EEVSNUOEUISRENSSN  Grant Customers & Sites Access

MAINTENANCE WINDOWS
The MSP N-central Agent can be configured to automatically complete tasks for various N-central features according to a defined schedule,
£+ Configuration

Name 4 Last Modified By Last Modified Time Type Schedule

Patch Detection supergee he Seprember 01,2017 17:30 Patch Detection 1:00 AM every day of every month.

| Patch Pre-Download supergee he September 01, 2017 17:41 Patch Pre-Download 2:30 AM every day of every month. I

Fig. 20 Patch Pre-download

Patch on Demand

This is the recommended approach when you don't have the regular maintenance window agreed with the customer,
or you want to apply critical patches urgently.

You can initiate a patch cycle on one or more devices outside your regular schedule or "On Demand." This lets you
patch customers without a set install schedule and update outlying systems only available during random intervals.
You can also include a reboot in the process.

Select your devices and initiate Patch On-Demand.

Select the device from all devices list > ADD TASK > Patch Management > Patch On Demand.

< Bl AuDevices

Network Devices Meobile Devices SaaS Devices

m m @ ADD SERVICES APPLY SERVICE TEMPLATES MOVE DEVICES UPDATE MONITORING SOFTWARE ADD NOTE ADDTASK = ASSIGN PROBE CUSTOM PROPERTIES -

Push Third Party Software
Filter by No Filter in all Sites

Run a Mac 5cript
v Site Tools Name Network Address Status ’ Agent Version

Run a Script

-Mgmt0 10.250.5.6 (] 2020.1.5.425

Run an Automation Pelicy m
HBS-DOEU-Mgmt02 10.250.5.4 © | security Manager Scan b 2021.1.8.881 B

Maintenance L4

Patch Management Patch On Demand

Patch Detection On Demand

Patch Reboot On Demand

Add Multiple windows Wizard
Clear Device Level Patch Windows
Add Detection Window

Add Pre-Download Window

Add Installation Window

Add Reboot Window

Fig. 21 Patch on Demand

15 31-00541-01
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A new patch on-demand window appears, update patch classifications window, select Patch On-demand window,
update Reboot Options window, and click on SAVE to select Patch On-Demand.

MAINTENANCE WINDOW - PATCH ON DEMAND °

Selecting a large group of dewices may result in considerable consumption of bandwidth in your customer L
' ervironment(=) and a heavy load on your M-able M-central server.

PATCH ON DEMAND

Name of the Task: Patch On Demand - 2022 .02-14 1501 59m0ds 1]
Classifications to Install:
Critical Updaies £ M
Drelinition Updates
Drwirwers
Feature Packs

Security Updates
Service Packs
Third Party

Toals

Upelate Rollups

Updates - -
PATCH ON DEMAND SCHEDULE
Schedule Type: e -
Start Date: March 14, 2002 .
Seart Time: =19 PM .
Maintenance Window Should Lase For: I:C'a rrrles

REBCOT ACTION

Eobezaot Aloer Dl it

REBCOT OPTIONS

Rl ko Frosil . ) -

Pagemgt dnd € paniigien For ! it Ienfices wearg with
Bhrt g Froom # Dwla Ml
g #* Drla

Fhn rrarvinge o o { [ulemuagef romm(i]. Tous -
DR Fun b heeulied 10 B el
DT L DR B TR A el

Fiait Datvinof im Qupeerdionp Qroring el =

St {1 rl) Fpvt e e -

m ]

Fig. 22 Maintenance Window
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Patch Installation Window

Patch installation windows allow the field professional to configure a pre-determined window for patches to auto-
matically be applied. HRM can download, install and reboot the machines automatically without any intervention
from the field professional.

1. Select the device from all devices list > ADD TASK > Patch Management > Add Installation Window.

Mobile Devices SaaS Devices

m peleTe | ADDSERVICES [l APPLY SERVICETEMPLATES | MOVEDEVICES [l UPDATE MONITORING SOFTWARE J§ ADDNOTE J| ADDTAsK v [| AssiGN PROBE J| CUSTOM PROPERTIES -
GRR g or  mgme seaRcH M RESETFILTER [| CREATE NEW FILTER File Transfer

Push Third Party Software

Filter by No Filter in all Sites
Run a Mac Script

v Site Tools Name Network Address Status Agent Version
Run a Script
M - HBS-DOEU-Mgmt01 10.250.5.6 o Run 2n Automation Policy 2020.1.5.425 m
a0 Al A 10.250.5.4 @ | security ManagerScan b 2021.1.8.881 B
Maintenance 4

Patch Management Patch On Demand

Patch Detection On Demand
Patch Reboot On Demand

Add Multiple Windows Wizard
Clear Device Level Patch windows

Add Detection Window

Add Pre-Download Window

Add Installation Window
Add Reboot Window

Fig. 23 Patch Installation Window

Now choose a name for the task or accept the default name.

Select the patch classifications for installation

Select “Install patches only at a schedule time.”

Adjust the maintenance window duration if you have a long list of patches to be applied. It's 180 minutes by
default.

Setup the schedule based on the agreement with your customer.

Click Save.

No kW
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MAINTENANCE WINDOW - PATCH INSTALLATION

MAINTENANCE OPTIONS

=

Name: Patch Installation - 2022-03-14 15h36m49s

Classifications to Install: Critical Updates a I ﬂ

Definition Updares
£
Drivers
Feature Packs
Security Updates
Service Packs
Third Party
Taols

Update Rollups
Updates

INSTALLATION SCHEDULE

When to Install Patches: Inszall patches as scon as they are approved
& Inszall pacches enly at a scheduled time

Maintenance Window Should Last For: 180 n minuzes

Schedule: . g
Start Time:
- ADD 0z:00

CLEAR ALL

Days of the Week:
Every day

@ Selected days

Days of the Month: Months of the Year:
® Every day ® Every month
Last day Selected months

Selected dares

Fig. 24 Patch Installation Maintenance Window

Add Reboot Window

The Reboot Maintenance Window defines the period when the device can be rebooted. The reboot maintenance
window will not be triggered if the server is not required to reboot after patch installation.

The reboot countdown timer gives the user a grace period to save files and close applications before the reboot
occurs.

It's recommended that you leave enough time between patch installation and reboot windows to allow enough time
for patches to be applied, for example, 3 hours.
hours.
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Mobile Devices SaaS Devices

m eor | oecete | aposervices | appLy service TEmPLaTes J| moveDevices | UPDATE MONITORING SOFTWARE i aponoTE | appTask v l| Assinrrose J| custom propermies i EXPORT v
Rl or mgmt seaRcH [l RESETFILTER [| CREATE NEW FILTER File Transfer

Push Third Party Software
Filter by No Filter in all Sites
. Runa Mac Script .

~ | Site Tools Name Network Address Status Agent Version
Run a Script

v - HBS-DOEU-Mgmt01 10.250.5.6 © | unan automation Policy 2020.1.5.425 B

| = HBS-DOEU-Mgmt02 10.250.5.4 © | security Manager Scan b 2021.1.8.881 B
Maintenance L4

Patch Management Patch On Demand

Patch Detection On Demand
Patch Reboot On Demand

Add Multiple windows Wizard
Clear Device Level Patch Windows
Add Detection Window

Add Pre-Download Window

Add Installation Window

Add Reboot Window

Fig.25 Add Reboot Window

From the “All devices” option, select one or multiple devices from the device list.

Now select Add Task > Patch Management > Add Reboot Window.

19 31-00541-01
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MAINTENANCE WINDOW - PATCH REBOOT

MAINTENANCE OPTIONS

Na Patch Reboot - 2022-03-14 15h40m42s

REBOOT OPTIONS

Reboot Method:
Force user to reboot in the maintenance window

A warning diolog will be displayed if o system reboot is required. The user moy choose to save their files or pastoone the rebact.
Prompt and Countdawn For: aon minutes before continuing with reboot,
Message From: ®  Default Custom Name

Honeywell Connected Buildings Customers
Message: ®  Default Custom

This message is from {{MessageFrom}}. Your

computer has been scheduled to be restarted in
order ta complete impartant system updates.

o s

Place Device in Downtime During Reboot:
Force Device out of Downtime After:

Save Current System State: v

REBOOT SCHEDULE -

When to Reboot: Prompt for reboat immediately when required

® Prompt for reboot only at & scheduled time

1 EOH minutes
Schedule: Custom -

Maintenance Window Should Last For:

Start Time:
. ADD 03:00 -
DELETE
Days of the Week:
Every day

® Selecred days

Sun Mon Tue Wed Thu F

Days of the Month:

® Everyday

Sat Al ear

Months of the Year:

® Every month

Last day Selected months

Selected dates

Fig. 26 Reboot Maintenance Window
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ICT TASKING

Here is the list of ICT tasks being monitored in HRM.

Windows Server Disk Performance

Select the “Monitoring” tab and click on the Disk 1/0 metrics.

[ Views () DCC-EBI-A

Intel{R) Xean{R) CPU E5-2670v3 @ ...
200.00 GB

12.00 GB

Microsoft Wind rver 2012 R2...

@ Dashboards

Darwin Convention Centre

Overview Monitoring

Status

RVICE TEMPLATE

ADD DELETE

CREATI

Service

dEENEREER

Agent 5

Clack Drift
cPU
Disk - C:

Disk IO - _Total

HONEYWELL REMOTE MANAGEMENT INSTALLATION GUIDE

SERVICE MONITORING ¥

a

Status

(-]

00000

4 Days 0 Hours 24 Minutes
Servers - Windows
10199.199

DCCAM\jaco

Settings Reports

Transition

2017-Aug-2504:23
2017-Aug-2503:39
2017-Aug-2503:43
2017-Aug-2503:39
2017-Aug-2503:39

2017-Aug-28 14:45

CPU USAGE
N 230GH:

Last Scan Time

2017-Aug-29 04:4%
2017-Aug-29 04:38
2017-Aug-29 04:44
2017-Aug-20 04:38
2017-Aug-29 04:38

2017-Aug-29 04:4%

2% 603

Probe/Agent

Central Server /
Local Agent
Local Agent
Local Agent

Local Agent

Local Agent

Fig. 27 Windows Server Disk Performance

Windows Disk Free Space

Select the “Monitoring” tab and click on the disk partition you would like to check to see the current disk usage

metrics.

(&) DCC-EBI-A

s Server 2002 B2 Standand

Dashboards
Centre

Service

DR R Rl

ADD DELETE CREATE SERVICE TEMPLATE SERVICE MOMITORING

-

ay Status r

T

Fd

oUrs 4% Minumes

Senvers - Windows

10.1.99.199

01 T-Auwg-25 04:33

01 7-Aug-25 03:39

201 T-Aug-25 03435

201 7-Aug-25 03:30

01 T-Aug-25 03:39
M 7-Aug-28 1845

017-Aug-25 03:39

4

Last Scan T
201 P-Aug-2
2017-Aug-2
201 7-Hug-2
2017-Aug-2
2017-Aug-2
201 7-Aug-2

2017-Aug-2

Fig. 28 Windows Disk Free Space
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Windows CPU Utilization
Select the “Monitoring” tab and Click on CPU.

® DCC-EBI-A

InteifR) XeondR) CPU ES-2670v3 @ 2.30GHz 3 Days 23 Hours 49 Minutes
200.00 G& Servers - Windows

1200G8 g 10.1.99.199

oSO Windows Server 2012 R2 Standard DCCFMNaco

D Commerin carare - (-3

s _

T Transition

JEEEERERER

e o 2017-Aug-25 04:33 2017-Aug-2
V Sta o 2017-Aug-2
(-] 2017-Aug-2
o 2017-Aug:2
(] 2017-Aug-2503:39 2017-Aug-2
(-] 2017-Aug-28 12:45 2017-Aug-2
emo o 2017-Aug-2503:39 2017-Aug-2

Fig. 29 Windows CPU Utilization

Windows Memory Utilization
Select the “Monitoring” tab and Click on Memory.

® DCC-EBI-A
Incei(R) XeondR) CPU ES-2670v3 @ 2. 30GH: 3 23 Hours 49 Minutes
200.00 GB

t Navigateto S 1200 GB E 10.1.99.199
Microsoft Windows Server 2012 R2 Standard DCCFVNaco

@ Dashboards

D Commerin carare - (-3

s _

T Last Scan

T Transition

JEEEERERER

2017-Aug-2
2017-Aug-2!
2017-Aug-2

2017-Aug:2

2017-Aug-2

000000

2017-Aug:2

Fig. 30 Windows Memory Utilization
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SQL Database Growth Rate

Select the “Monitoring” tab. User will see the available SQL Database Growth Check options for the database
required. Select the required database options.

APAC-INDIA-SOUTHINDIA- ~ = Honeywell a

comureTes

@ Views

Monitoring

@ Dashboards T T Transition " Last Scan Time

0 2017-Nov-10 11:43 2017-Nov-12 21:06
I~
= (-] 2017-Nov-12 11:36 2017-Now-13 04:35
& - -
= Q (] 2017-Nov-10 21:34 2017-Nov-13 04:35
= SQL (] 2017-Now-07 21:34 2017-Now-13 04:35
2 Q (-] 2017-Now-07 21:34 2017-Now-13 04:35
R Q (] 2017-0ex-27 21:34 2017-Neov-13 04:35
sQ (] 2017-0ex-27 21:34 2017-Nov-13 04:35
(-] 2017-0c-27 21:34 2017-Nov-13 04:35
(] 2017-Nov-06 21:34 2017-Nov-13 04:35
(] 2017-Now-11 21:35 2017-Nov-13 04:35
0 a 2017-Oct-27 18:40 2017-Nov-13 04:40
—

Fig. 31 Example of SQL Database Growth Rate Options
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Active Directory Domain Services Monitoring

Select the “Monitoring” Tab and Click on the relevant Services Active Directory, DNS, Process lsass.exe, and the
Windows Event Logs specifically to ADDS.

® Dcc-DC1

Monitoring fsset Notes

Status As tions

ADD DELETE CREATE SERVICE TEMPLATE SERVICE MONITORING

Service —_ Status

o

Acrive Directory

Agent Status

AV Status

Clock Drift

CPU

Disk - C:

Disk /O - _Tota

DNS

DMNS Performance Counters

Memory

Process - Isass.exe

Reboot Required

Uptime

Windows Event Log

Windows Event Log - AD (Directory Service Log)
Windows Event Log - AD (System Log)

Windows Event Log - DHCP Server

00000000000 00O0O00O

Windows Event Loz - DNS

Fig. 32 Active Directory Domain Services
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Anti-Virus Agent and Update Status (includes McAfee MOVE)

Select the “Monitoring” tab and Click on “AV Status.”

M Views @ DCC-EBI-A

Ingel(R) Xeon{R) OPU ES-2670v3 @ 2.30GHz 3 Days 23 Hours 49 Minutes
200.00 GB Servers - Windows

1200 GB - 10.1.99.199

MICrosoft Windows Server 2012 R2 Standard DCCAVaco

Darwin Corvention Centre C B2

T Last Scan

T Transition

JlEEEEERE

gen: Status [~] 2017-Aug-25 02:33 2017-Aug-2
2017-4ug-2503:39 2017-Aug-2
2017-Aug-2503:45 2017-Aug-2
2017-Aug-2
2017-Aug-2503:39 2017-Aug-2

2017-Aug-28 14:45 2017-Aug-2

coo0o0o0o0
5

2017-Aug-25 03:39 2017-Aug-2

Fig. 33 AV Status

Backup Job /7 Copy Job Status /7 Duration

Select the “Monitoring” tab and Click on “Acronis backup with WMI” for Physical servers or “VEEAM JOB MONITOR?” for
virtual servers.

Monitoring

Service ~y Status T Transition Last Scan Time Probe/Agent

2017-5ep-01 04:50 Local Agen:

Backup With [~ ] 2017-5ep-01 05:44 Local Agent
[ 2017-5ep-01 0545 Central Server Asger
(] 2017-5ep-01 05:40 Local Agent
(] 2017-Sep-01 05:44 Local Agen:
(] 2017-5ep-01 05:40 Local Agent
) .07 08:02 2017-Sep-01 05:40 Local Agers

Fig. 34 Acronis backup with WMI
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DVM Backup Status (Nightly Scripted Database Backup)
Select the “Monitoring” tab and Click on “SQL LAST BACKUP DATETIME - MSSQLSERVER\DVM.”

Maonitoring

Service aY Status T Transition T Last Scan Time T ProbelAgent
-o 2017-0cx-13 1531 Local Agent
[~ ] 2017-0e:13 03:18 Local Agent
(-] 2017-Oct-13 03:24 2017-0ct-25 01:01 Local Agent
SQL Last Backup Datetime - MSSQLSERVER\DVM (] 2017-0e-1303:30 2017-0c:-25 00:33 Local Agent
-] 2017-0ce-24 1610 2017-0c-25 01:10 Local Agent
(-] 2017-May-17 03:18 2017-0c1-25 01:10 Local Agent
(-] 2017-May-17 03:18 2017-0e2-25 01:10 Local Agent
(-] 2017-Jul-2405:51 2017-0c-25 01:10 Local Agent
(] 2017-Aug-29 06:17 2017-0ce-25 01:10 Local Agant

Fig. 35 DVM Backup Status

LUN (Virtual Disks) Free Space

Select the “Monitoring” tab and Click on “Datastore (VMware).”

_ T

Service T Status " Transition T Last Scan Time T Probe/Agent
o 2007-0ct-13 0317 2017-0er-25 06:34 ICT101-

2017-0ct-13 03116 2017-0ct-25 06:31 ICT1010 -V

2007-0c=21 05:45 2017-0ex-25 06:33 ICT101-VEEA

000

2017-02-25 06:30 ICT101-VEEAM - Windews

2017-Oer-25 06:32 ICT101-VEEAM - Windews

2017-Cer-25 06:31

2017-0-25 06:30

2017-0er-25 08:38

0 000O0O0F

2017-0ce-25 06:34

Fig. 36 LUN (Virtual Disks) Free Space
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Windows Services (Start/Stop/Disabled)

Select the “Monitoring” tab and Click on “Windows Service - (service name).”

Monitoring
Service Templates
Service Ay Status I Transition T LastScan Time T ProbelAgent
e e - LUR 3 U UL LI VY Lucan Mgt
T — N ° pu—
(] Local Agent
(] Local Agent
° Local Agent
(] 2017-0c-13 0319 Local Agent
(-] 2017-Oex-13 0318 Local Agent
(-] 2017-0cx-13 0319 Local Agent
(] 119 Local Agent
(] 2017-Ocx-13 03:19 Lacal Agent
(-] 119 Local Agent
(] 2017-0c-13 0219 Local Agent
(] 2017-Ocx-13 0319 Lacal Agent
\_ Windows Service - World Wide Web Publishing Service ) (-] 2017-0cx-13 0319 Local Agent
e o ]~ RS

Fig. 37 Windows Services

Windows Firewall Status (Servers & Workstations)

Select the “Monitoring” tab and Click on “Windows Firewall Status”.

Monitoring

Service =y Status T Transition © Last Scan Time T Probe/Agent
L~ ] 20 7013 0429 Local Agent
[~] 2017-0c-13 03:29 Local Agent
(] 2017-Oex-13 03:29 Local Agent
[«] 2017-0c2-13 03:29 Local Agent
[-] 2017-Oc-13 03:29 2017-Oce-25 01:28 Local Agert
(] 2017-Ocx-25 00:04 2017-0ex-25 01:03 Local Agent
[-] 2017-Jul-24 04:30 2017-Oc-25 01:03 Local Agent
Windows Firewall Status o 2017-0cz-13 03:19 2017-0ez-25 01:19 Local Agent
(] 130319 2017-0c-2501:30 Local Agent
[-] 2017-Oce-13 03:19 2017025 01:30 Local Agert
(] 2017-Oe-13 02:19 2017-Dex-2 Local Agant
[ ] 2017-0c:+13 03:19 Local Agent
(] 2017-0ct-13 03:19 Local Agent
Windows Service - EBI Server Service Framewor (] 2017-0cx-13 03:19 Local Agent
n Refresh in: 10 minutes

Fig. 38 Windows Firewall Status
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Windows Updates /7 Patch Status

Select the “Monitoring” Tab and Click on “Patch Status”.

m DELETE  CREATE SERVICE TEMPLATE  SERVICE MONITORING
Service = Status T Transition
[~] 2017-Oct-12 02:2
] 2017-Qcz-1
[
Q
]
[
Patch Status !
0
Q

T Last 5can Time

2007-0ct-2506:12

2017-0ce-25 06:09

2017-0ex-25 06:00

[ ProbefAgent

Local Agent
Local Agant
Local Agent
Local Agent
Local Agent
Local Agent
Local Agent
Local Agent

Lacal Agent

Fig. 39 Windows Updates

Monitor HRM agent status

Select the “Monitoring” Tab and Click on “Agent Status”.

Meonitoring Asset Notes Settings

Service Templates

Associations

SERVICE MONITORING ¥

Service

CREATE SERVICE TEMPLATE

ay Status

Agent Status (]

Al

(m]

o

C
00000

-
i

Transition

2017-Nov-09 12:43

2017-Nov-09 09:46

2017-Nov-09 08:52

2017-Nov-07 19:07

2017-Nov-09 09:46

2017-Nov-09 09:46

Fig. 40 HRM agent Status

31-00541-01 28




HONEYWELL REMOTE MANAGEMENT INSTALLATION GUIDE

Thresholds / Tuning for Monitoring Services
Threshold tuning is useful to configure the thresholds of service to show the results in the All Services tab.

On the device dashboard, go to “Active issues” to find the current issue with the C drive. Click “Disk - C:” to see the
details.

INTERMALUSE-HBSICTOPE = DEVICE DETAILS Haoneywell a

(& Test HRM Machine 1

P UsAGE MIMCEY USASE

CPU UTILIZATION BY TOP 5 PROCESSES

Service Transitian Time

OpEERERERE

[ s now | = [T O 2 Yok 1 —__=_

SYSTEM INFORMATION MEMORY UTILIZATIOMN BY TOP 5 PROCESSES

B
BE—
B

Fig. 41 Active Issues

This will load the service status page, where you will be able to see the service status details and configured
thresholds.

You can see that the total capacity of the C drive is 200GB. 178 GB is currently being used, and free disk space is
around 22 GB.
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INTERNALUSE-HESICTOPE = L TEST HRM MACHINE 1: DISK - C: Honeywell a

L, STATUS DETAILS
i Vale S
Total disk size (G}
Disk space wied (G8)

Disk free space (50)

Disk Usage (%) '

R«
=
=
=
=
=
mow
&R P
=
" w

Fig. 42 Status Details

The “Thresholds” tab in HRM defines the threshold range that is, NORMAL, WARNING, and FAILED and triggers
alerts/notifications that are sent to technicians via emails.

As the current thresholds are configured to report a warning status when disk space is greater than 61% utilization,
it will report a warning status. If the disk exceeds 86% capacity, you will receive a failed status in the dashboard.

INTERNALUSE-HESICTOPE = LF TEST HRM MACHINE 1: DISK - C: Honeywell a

DISK FREE SPACE (KB)

Rang: ] 18,448.744 073, 700,551,615
-

Warning

Failed:

DISK USAGE (%)

(PR - |

Range:

ONDEDREEER

Marmak:
Warming

Failed:

Configuration

Fig. 43 Disk Space
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To configure custom thresholds, change the “Monitoring” options from “Normal” to “Custom” using this option. We
can also turn off monitoring for this device by selecting OFF. However this is not recommended unless the
equipment is out of service or being maintained.

Changing the thresholds, in this case, will apply the following monitoring thresholds:

¢ Drive size between 0-85% utilization is within the normal range and will show in green color.
¢ Drive size between 86%-95% utilization is within warning range and will show in yellow color.
¢ Drive size above 96% utilization is within the failed range and will show in red color.

INTERNALUSE-HBSICTOPE |~ i TEST HRM MACHINE 1: DISK - C: Honeywell a T

DISK FREE SPACE (KB)

® Dashboards

DISK USAGE (%)

Monitoring: Normal

Range:

=
=
=
=
=
=
&
=
=
B ™

Normal:

Warning:

Failed:

My Links

1 Configuration

Fig. 44 Acronis backup with WMI
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INTERNALUSE-HBSICTOPE ~

© Dashboards

eachability

=
=
=
-}
=
=
=
=
=
5]

My Links

% Configuration

&t TEST HRM MACHINE 1: DISK - C:

DISK FREE SPACE (KB)

Range: 0

Normal: 2000000

DISK USAGE (%)

Monit

Failed: % 100

Honeywell

)

SYSTEM TIN
1230p

Fig. 45 Disk Usage
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