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Overview

Enterprise Overview

1.1 Enterprise Overview

A Pro-Watch Enterprise system is a system that consists of multiple regional Pro-Watch
installations and a central Enterprise server used as a data repository and central hub. This
distributed system uses merge and transactional replication to coordinate badging and event
transactions across the distributed system.

Pro-Watch Enterprise uses Structured Query Language (SQL) Server to create a central
Pro-Watch database thatis accessible to all regions in the enterprise. This Enterprise collection
database includes a copy of each regional Pro-Watch database. The copy is called a publisher
database. Each region’s alarm, event, and badging data are replicated to its respective publisher
database in the Enterprise server. Then, all publisher databases publish their data to the
Enterprise collection database to create a single database for the entire enterprise.

The badging data is published by merge replication. Badging data from all regional publisher
databases is merged into the single Enterprise database at regularly scheduled intervals. Then,
the badging data in this Enterprise database is “pushed back” to each regional server and merged
with the regional server’s Pro-Watch database. The enterprise-wide badging data at every region is
therefore synchronized.

A merge replication schedule also keeps the badging data current across the enterprise.
Figure 1-1 illustrates the Pro-Watch Enterprise data replication.

1-2 www.honeywell.com
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Figure 1-1 Pro-Watch Enterprise Data Replication
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1.1.1 Merge Replication for Badging

The Enterprise system uses merge replication from the central Enterprise server to propagate the
changes made to badges on any one of the Pro-Watch regions to all of the other regions. This
enables the single collection of badges to be able to access hardware at any of the regional sites.
Badges are common to all regions, but access is granted on a region-by-region basis, using either
the company membership of the badgeholder or individual device grants and revokes to control
access at a particular region.

The SQL Enterprise server uses a unique identifier, called a “rowguid.” A rowguid identifier is added
to the badging table of each region participating in replication, in conjunction with special triggers
that track inserts, updates, and deletes. An SQL server agent (called the “merge agent”) uses the
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Enterprise Components

rowguid identifier to track the current version of a particular row, and if that row gets updated at
one of the regions, then the change is first propagated over the network to the Enterprise server
central repository database, and then the Enterprise server propagates the change out to each of
the other regions. All of this data propagation occurs according to schedules. The schedules can
be configured on a region-by-region basis to conform to slow network links or other bandwidth
constraints.

1.1.2 Transactional Replication for Event Control

Regional alarm and event data are published by transactional replication; that is, the events and
alarms are replicated as they occur. The transactional replication “pushes” event transactions from
all of the regions down to the central Enterprise server. This enables the Enterprise operator to
monitor any region’s events from any region, and to create enterprise-wide reports.

The SQL Enterprise server uses an agent called the “log reader agent.” The log reader agent tracks
row changes in the Regional server tables that handle events and hardware definitions. When an
insert, update, or delete is detected in the transaction log for the replicated database, the log
reader detects the change and pushes the data from the region down to a partial copy of the
regional database that exists on the Enterprise server for each region. Then, another log reader
agent catches the change and pushes it to the central repository database.

To avoid primary key conflicts, a special varbinary column (called REGIONAL_ID) is added to each
table participating in transactional replication. The REGIONAL_ID contains the workstation ID of
the region to guarantee each row’s uniqueness in the central repository database. By default, the
transactional process runs continuously, but it may be scheduled if more controlis needed during
the data transfer.

1.2 Enterprise Components

1.2.1 Database

The Pro-Watch Enterprise system includes three database categories:

Badging, or cardholder, data. Badging data includes any data that is directly related to defining the
Cardholder and printing a badge. This includes First Name, Last Name, Card Number, Location,
Department, and so on.The Cardholder template data must be visible to all regions. Therefore, the
Cardholder data must be created in a single Company at the Enterprise level. This data is then
saved at the Enterprise server and distributed to all regions. Note that the Badging data does not
include any Clearance Codes, since these are created and assigned at the regional level.

Event data. Event data includes all transactions that occur anywhere within the entire Enterprise
system. An operator at any Regional server can run reports directly on anything that has occurred
within the region. By connecting to the Enterprise server, an operator can run a report on any
activity recorded at the Enterprise server from anywhere within the entire system.

Hardware configuration and Clearance Codes. The hardware configuration and clearance code
data is region-specific. Therefore, it is normally viewed and used for reports within each region.
Like event data, it is possible to connect to the Enterprise server and run a global report.

1.2.2 Enterprise Server

The Enterprise server contains copies of both a Collection Database and a Copy Database for each
region in the complete system.

1-4
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Collection database. The collection database serves as the publisher, or master site, for all
Badging data created at the Regional servers and clients. It gathers and stores all Cardholder
entries, modifications, or deletions from all locations. It does this on a timed schedule established
by the installer and system administrator. The program also decides on a hierarchy if changes are
made to the same Cardholder record at two or more regions before synchronizing with the
Enterprise database.

Copy database. The Collection database also serves as the final destination for all event activity
that occurs, and it is collected at the Regional servers. It functions as a “subscriber” to each of the
regional databases that automatically forward transaction logs to it. The Copy databases are
automatically updated by the Regional servers as long as communication is intact.

Note: There can only be one Enterprise server on the enterprise system; the Enterprise server cannot
also be a Regional server.

@

The Enterprise server requires the following:

¢ Microsoft Windows Server 2008 or Windows Server 2012 R2.

e SQL2012SP1.

¢ Pro-Watch Client.

¢ Data drive (not C:) with capacity up to 300 GB. The server’s collection database collects data
from all Regional servers. If the collection exceeds the drive’s capacity, the system will fail.
Also, if the Regional systems cannot deliver their transactions to the Enterprise server, they
will fail as well.

e (/S drive configured as a spindle drive sized for the O/S files (100 to 200 GB).

1.2.3 Regional Servers

A Regional server begins as a Pro-Watch Corporate Edition system. The Professional Edition
system uses a Microsoft SQL Server Express edition database, and it is not compatible with the
Enterprise Server SQL database.

The Regional server functions as a Pro-Watch Corporate Edition server. With the “Standard Server”
Enterprise option configured, the Regional server forwards database updates to the Enterprise
server and retrieves enterprise-wide updates to cardholders.

Pro-Watch 4.3.5 Enterprise Configuration Guide, Document 800-00766V8 1-5
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When the Regional server is incorporated in an Enterprise system, the following events occur:

Region subscribes its PW Badging database to the master Badging
database collection (merge publication) in the Enterprise server. This
occurs according to a schedule that is set by the installer and the system
administrator when the Region is created.

Regional building data synchronizes with the Enterprise database to
insure a clean start for the Region.

Enterprise server allows the Regional Server to create a database copy
(which is named for the Pro-Watch Regional server) on the Enterprise
system.

Region sets up two publications in its Pro-Watch database, one for
badging changes and one for additions to the Transaction Log Events
file.

Enterprise server extracts the changes and additions from the Regions
into its own copy databases. This occurs by a set schedule. Events are
then synchronized with the regional copies. The server then tracks all
changes made to the Badging and Event logs at the Regions.

Enterprise server publishes the Event tables in the copy databases and
pushes them out to the Enterprise collection database. The Events are
then synchronized with the regional copies. The Enterprise server begins
tracking all changes to the Transaction log files originating in the
Regions.

The Enterprise server requires the following:
e Microsoft Windows Server 2008 or Windows Server 2012 R2.
¢ SQLZ2012SP1.
¢ Pro-Watch Client.

¢ Data drive (not C:) with capacity up to 300 GB. The Enterprise server sends each Regional
server the badging data for the entire enterprise. If the data exceeds the drive’s capacity, the
system will fail.

e (/S drive configured as a spindle drive sized for the O/S files (100 to 200 GB).
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1.3 Workaround Solution for Creating Enterprise DB

Some users may get an error message when creating the Enterprise DB from the
Enterprise Ul.

Here is a workaround solution for such users:

Insert the BADGE_C_AUX in the TABLE_REPL with REPL_STATUS value as 2 in
your Enterprise machine PWNT database.

SQL Script: "'INSERT INTO TABLES_REPL VALUES(BADGE_C_AUX, 2)°

Pro-Watch 4.3.5 Enterprise Configuration Guide, Document 800-00766V8 1-7



Overview
Workaround Solution for Creating Enterprise DB

1-8 www.honeywell.com



Enterprise Setup

In this chapter...

Overview

Planning an Enterprise System

Setting Up the Pro-Watch Enterprise System

Deleting a Region or Enterprise

2-2

2-2

2-5

2-50

Pro-Watch Software Suite 4.3.5 Enterprise Configuration Guide, Document 800-00766V8 21



Enterprise Setup
Overview

2.1 Overview

This chapter explains how to configure a Pro-Watch Enterprise system. An Enterprise system, by
definition, requires the coordination of multiple systems, personnel, and infrastructure. Enterprise
configurations vary from enterprise to enterprise, depending upon each enterprise’s needs.
However, all Enterprise systems consist of multiple regional Pro-Watch installations and a central
Enterprise server used as a data repository and central hub.

2.1.1 Workaround

Here is a workaround to save Signature on Advanced Badging when it is connected to Enterprise
Server as a Regional Server:

1. In SQL, right click on server ID and select Properties from the menu.
2. Click Advanced.

3. The "Max Test Replication Size" is set to 65536. Change it to -1 (minus one). -1 causes SQL
not to limit the size of the replication object.

All Regional Servers must be updated.

2.2 Planning an Enterprise System

Pro-Watch Enterprise system designs vary from enterprise to enterprise, depending upon the
enterprise’s particular needs. However, the following points are useful for every Enterprise
designer to consider:

Availability of bandwidth between Region servers and the Enterprise server. You will need to gauge
the quantities of changes, transaction loads occurring at the Region, host updates, and business
rules to handle data consolidated from multiple sites into one central repository.

e Potential for duplicate logical records. Pro-Watch, with a few exceptions, guarantees that no
two primary keys in the database will be duplicated. A logical duplication occurs if two
regions add, for example, two holiday records that both refer to New Year’'s Day. When you
view data on the Enterprise, you see multiple New Year’s holidays, each coming from
different regions.

e You also should avoid duplication of badgeholder records. For example, two regions should
not be able to enter the same badgeholder twice. While you may have multiple people with
the same name, each enterprise should design a business rule to perform a unique
identification of each person by a criterion other than the person’s name. Another way to
solve the problem would be to have a Human Resources system feed the badgeholders
directly into the Enterprise server. Then, the Enterprise server transmits the master list to
each of the Regions.

e Timing database updates. The Enterprise server serves as a central repository and a
clearinghouse for badgeholder updates. In addition to collecting data from all the Regions,
the Enterprise server sends out badgeholder updates to every Region to keep the
badgeholder database synchronized throughout the enterprise. When implementing an
Enterprise system, the administrator must keep the following issues in mind:

— Clearance Codes are specific to a Region. When assigning Clearance Codes to a
badgeholder, they cannot span multiple Regions. A badgeholder’s credential may contain
multiple Clearance Codes from multiple Regions, but an individual Clearance Code will be
specific to the Region in which it was created.
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— Credentials are automatically numbered. Pro-Watch provides automatic numbering of
credentials when they are created. Since credentials are created as unique to a Region,
the potential exists for creating duplicate card numbers within the Enterprise. A
Pro-Watch Enterprise system does not allow duplicate card numbers. The operator must
be responsible for assigning access credential numbers that are based on some attribute
of the data or from an external source, such as the embedded card number of a proximity
access credential.

— Report capability. The Enterprise server hardware should be adequate to handle report
generation and to accept database updates from multiple Regions simultaneously. The
enterprise should at least have more than one processor with 1 GB of RAM and a
Redundant Array of Independent Disks (RAID) disk array with ample free space.

— Backup hardware. An Enterprise server also requires a quick and high-density backup
device. You can use a Microsoft Cluster server if additional availability is required to
ensure that if one server fails, the cluster (and the Enterprise server) can continue to
process updates and badgeholders.

¢ Unique logical sites. Pro-Watch systems are designed with a concept of logical sites. Each
site contains a hardware tree, and it is assigned to a Pro-Watch workstation to perform panel
communication. Each site identifier must be unique across the entire enterprise. When you
add a site, Pro-Watch coordinates with the Enterprise server to ensure the site identifier is
unique. After the identifier is assigned, the site’s hardware tree is transmitted to the
Enterprise server to supply the rest of the Regional server’s hardware configuration.

e When adding a new Regional server, the operator can copy certain configurations from the
Enterprise server, such as time-zones, holidays, hardware templates, and badgeholders, and
copy them in the Regional server’s database. This ensures that all regions start with a known
good data load. From that point, the operator can modify the Regional server’s database and
publish the updates back to the Enterprise server.

¢ Eventmonitoring and control. In an Enterprise system, a single workstation monitor must be
able to monitor more than one Regional server for alarm and transaction activity. For
example, some regions may be staffed during business hours. But during the off hours,
another Region will assume the monitoring responsibilities for the Regions to reduce costs.

To set up remote monitoring, a Regional server adds routing groups and assigns them to any other
Regional server. A Send All feature allows the Regional server to designate the sites that will receive
events and the events that they will receive. This feature, therefore, can help the system
administrator to reduce the unnecessary traffic to the other monitoring regions.

Authentication and security. All of the SQL server agents run in the security context of the SQL
server agent service on the machine. Pro-Watch uses integrated security for its authentication
model. Therefore, the SQL server agents used on the regional and Enterprise servers must use an
account that has context in the domain(s) in which the Regional servers and Enterprise server
reside.

Different domain accounts can be used on each Regional server; however, if they are in different
domains they need to be members of the same Windows domain. This ensures that all domains
know of each others’ accounts via a trust relationship.

Typically, the account used for the agent on the regions and the account used for the Pro-Watch
service are the same. The account is set as dbo (database owner) for the Pro-Watch database and
sysadmin on the SQL server. However, sysadmin is not required for running SQL server replication.
The minimum requirement is that the used account must have access to the distribution and
publication databases on the server and to the snapshot files. The account used to configure
Enterprise on the enterprise machine must be a sysadmin account on that SQL server, since
sysadmin privileges are required for configuring replication. The LocalSystem accountis not
usable for replication on either the enterprise or Regional servers.

Pro-Watch Software Suite 4.3.5 Enterprise Configuration Guide, Document 800-00766V8 23
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SQL server encryption is not yet supported for the Enterprise version of Pro-Watch. The TCP/IP
port used for communication is the one defined for the SQL server TCP/IP library that is used. The
default TCP/IP library is 1433.

24 www.honeywell.com
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2.3 Setting Up the Pro-Watch Enterprise System

The following flow chart identifies the basic tasks required to set up a Pro-Watch Enterprise
system:

Install the same version of Pro-Watch Server on three systems. For
instructions, see the Pro-Watch Software Suite Installation Guide for your
version of Pro-Watch.

Update and set the license for the Enterprise server and Enterprise
Region workstations. See “Updating and Setting the License “ on page 6.

Create the Replication folder. See “Creating the Replication Folder “ on
page 7.

Configure BLOB Types. See “Configuring Resources in Database
Configuration “on page 7.

Add Enterprise server and Region workstations. See “Adding an
Enterprise Server Workstation “ on page 9.

Configure Regional server resources. See “Adding a Regional
Workstation “ on page 13.

Add the Enterprise server. See “Adding the Enterprise Server “on page 28.

Add the Regional servers. See “‘Adding the Regional Servers® on page 35.

2.3.1 Before You Start

Verify that the following software is installed before you create an Enterprise system:
¢ Pro-Watch Corporate Edition, Release 4.3.5.

This procedure requires three separate PC systems that are connected and communicating via a
local area network:

The configuring PC will be loaded with the complete Pro-Watch server and client applications, and
it will have a complete Pro-Watch SQL database. The software key must be installed on this

system, and it must be installed before the Pro-Watch program. If the key is not in place before you
install Pro-Watch on the configuring PC, the program will load as a regular Corporate Edition. This

Pro-Watch Software Suite 4.3.5 Enterprise Configuration Guide, Document 800-00766V8 2-5
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A

would require a complete de-installation and a fresh start. Note that after the Enterprise PC has
been fully configured, you can convert the configuring PC to a Regional server.

The actual Enterprise PC will become the Enterprise server. It must have SQL and Pro-Watch
Client loaded on it, but it SHOULD NOT have a Pro-Watch Server program or database. The
collection databases for Cardholders, Event logs, and all Hardware configurations will exist on this
unit. Also, the Regional database copies will be retained here. If a Pro-Watch database exists on
this unit, it will be ignored by the program and will serve no purpose. Note that this PC CANNOT
also be used as a Regional server.

Warning: A strong working knowledge of networking and Microsoft 2012 Database managementis
critical to the success of your enterprise.

2.3.2 Installing Pro-Watch

A

The same version of Pro-Watch Server must be installed on all Enterprise systems. The Enterprise
system consists of a minimum of three workstations — one Enterprise server and two Region
systems. The default database is installed. Note that the Regional systems should have C: drives
with enough space to hold the distribution database for up to two weeks. For installation
instructions, see the Pro-Watch Software Suite Installation Guide for your Pro-Watch version.

Caution: If you are updating an existing Pro-Watch installation, be sure to back up the existing
Pro-Watch database before converting the machine to an Enterprise server or Regional server.
Consider the size of the EV_log table before converting a machine as well—one million records in
the table will significantly affect the enterprise’s data storage and the time required to convert the
machine to an Enterprise system.

2.3.3 Updating and Setting the License

The Enterprise server machine must be capable of communicating with all of the panel types
across the enterprise. The license enables the server to do this. Therefore, you must be sure that
the license on your Enterprise server is updated to provide this capability. After the server’s license
is updated, it must also be set for server operation. To have the license updated and activated,
contact your nearest customer support representative.

To determine whether a license is currently set as an Enterprise server or a Standard server, see the
License Information screen. In the Pro-Watch wizard, select License Information.

2-6
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2.3.4 Creating the Replication Folder

Create a network shared folder (the snapshot directory) on each Regional server and the
Enterprise server. Name each folder “Replication.” This folder will contain all SQL objects that are
necessary to initialize subscriptions to the enterprise badging publication, as well as log files
created during enterprise and regional setup.

Open Pro-Watch on the Enterprise server. It should point to the default database on the Enterprise
server.

The SQL Server Agent starts automatically on Pro-Watch startup. On the Enterprise server and
each Regional server, a domain account is used for the service account. The domain account
requires SQL Server administrator access privileges. Administrator-level access is required to
configure and run replication. A file share is created on the Enterprise server to hold the merge
replication data and log files. The agent service account is granted read/write file share privileges.

2.3.5 Configuring Resources in Database Configuration

You must configure specific resources within the Database Configuration component of
Pro-Watch.

Note: The following steps assume you are using the default Pro-Watch database, on the Enterprise
server.

1. Select and open Database Configuration.
2. Click BLOB Types from the Database Configuration tree list.

3. Right-click the default Badge Photo BLOB type and select Properties. The Edit BLOB Types
dialog box appears.

Pro-Watch Software Suite 4.3.5 Enterprise Configuration Guide, Document 800-00766V8 2-7
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4. Click to clear the File System Storage check box, which enables the BLOB to be stored in the
database.

Edit Blob Types

& Elob Properties l [+t Partilionsl

~ Bazic Properties

Jescription:
|E adge Photo

deszource Type:

[Radges :J [ File System Storage

= FleSustem Storage

“ath
[ A

“refin St

— Badging Propertiez

=ile Format; Default &ction:

JPEG C EMF C BMP  [Couue =]
_abel Interface Tag: Capture dction;

|F'thDS IStandad Phota Capture j
_abel Interface Indesx: Import Action;

|1 IStandard Phata Irnpart ﬂ

Ok, I Cancel

5. Right-click the default Badge Signature BLOB type and select Properties.

6. In the Properties window, click to clear the File System Storage check box to enable the
BLOB to be stored in the database.
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2.3.6 Adding an Enterprise Server Workstation

Follow these steps:

1. From the Pro-Watch navigation bar, click the Database Configuration icon:

5.¢ File Edit —
EEE W

Viewers

[

Badging

Hardware Configuration

Database
Configuration

Administration

The Pro-Watch Database Configuration tree appears at the left of the screen.

2. Click Workstation at the bottom of the tree.
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3. Right click Workstations and select the New Workstations button:

=) Pro-Watch NT Database Configuration {
----- ¥¥ Alarm Pages

--&& Application Module

rﬁ Area

----- #& Badge Profiles

-z Badge Status

-2 Badge Types

- Blob Types

----- " Brass Keys

wo i e S Y o

e NEYL . —_—_
-5 Map Files

----- B Mercury Intrusion Settings
-&» Modem Poals

----- = Partitions

-8 Pathway

----- 7 Routing Groups

----- ¢ Status Groups

4% Time Zones

..... E iMn
MNew Workstations...
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The Add Workstations dialog box appears:

Add Workstations ﬁ
L) Information

Define Workstation Aftributes

Mame : | E

Description :

Location:

PeerWorkstation vl

CCTV Monitar 1;  <<NONE=>

[

CCTV Monitor2:  <<NOMNE>>

Intercom: <<NOMNE>:> fﬂ
Channel : 1 :
Default Map : ehONE: E
[ |Regional
DB Server:

MM Monitor 1:  <<NOMNE>>

d

MM Monitor 2 ;. <<NOMNE>>

L

4. Enter the following at the Add Workstations screen:

a. Name — Click the ellipse icon beside the Name field to display a list of workstation
choices. Select the workstation you want to be a Enterprise server.

b. Description — Enter a desired description of the workstation.

c. Location — Enter the location of the machine that will become the Enterprise server.

d. Pick a Peer Workstation.

e. Select one or two CCTV Monitor.
f. Select an Intercom, if any.

g. Select a Channel.

h. Select a Default Map.

i. Do not select the Regional check-box.
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5. Click OK. Awarning message appears stating that you have chosen to make this workstation
a part of the enterprise, and, therefore, workstation names must be unique.

MICshell
& ‘You have indicated that vou wish to make this workstation a part of an enzerprise. Be aware of the following:

First, workskation names must be unique across the entire enterprise,

Second, after saving this workstation, vou should immediately run the entarprise sebup tool to integrate this

workstation with the enterprise,

6. Click OK. The Edit Workstations screen appears:

Edit Workstations &J

£} Information | @& CCTV Monitors | {3 Intercoms |, Logical Device |@ Comm Serverl ¥ F’am'tjons|
Define Workstation Attributes

buservel =

Pro-Watch Server

Mame :

Description :

Location: ©OakCreek, Wl

Peer Workstation : vl

CCTV Monitor 1;  <<MNONE=>

CCTV Monitor2:  <<NONE>=

& [

Intercom: <<NONE=> rﬂ
Channel : 1 :
Default Map : it @
[ |Regional
DB Server
MM Monitor 1: <<NONE=>=
MM Monitor 2. <<NONE=>=

| ok || cancel

7. Click OK. The Enterprise server is now added in the database.
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2.3.7 Adding a Regional Workstation

Follow these steps:

1. From the Pro-Watch main screen, click the Database Configuration icon:

5.¢ File Edit —
EEE W

Viewers

[

Badging

Hardware Configuration

-

=
]
| -

Database
Configuration

Administration

The Pro-Watch Database Configuration tree appears at the left of the screen.
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2. Right click Workstations at the bottom of the Data Configuration tree and select the New
Workstations button:

=) Pro-Watch NT Database Configuration {
----- ¥¥ Alarm Pages

--&& Application Module

rﬁ Area

----- #& Badge Profiles

-z Badge Status

-2 Badge Types

- Blob Types

----- " Brass Keys

e NEYL . —_—_
-5 Map Files

----- B Mercury Intrusion Settings
-&» Modem Poals

----- = Partitions

-8 Pathway

----- 7 Routing Groups

----- ¢ Status Groups

4% Time Zones

..... E iMn
MNew Workstations...
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The Add Workstations dialog box appears:

-

e

Add Workstations

==

L) Information

Mame :

Description :

Location:

CCTV Monitor 1:
CCTV Monitor 2 :
Intercom :
Channel :

DefaultMap :

DB Server:
MM Monitor 1:

MM Maonitor 2

PeerWorkstation

Define Workstation Aftributes

<<NOME=>
<<NOME=>
<<NOME=>
T E

<<NONE>>

[ |Regional

<<NONE>>

<<NOME=>

[

=

L

3. Enter the following at the Add Workstations screen:

a. Name — Click the ellipse icon beside the Name field to display a list of workstation choices.
Select the workstation you want to be a Regional server.

b. Description — Enter a desired description of the workstation.

c. Location — Enter the location of the machine that will become the Regional server.

d. Server type — Select the Regional checkbox at the bottom of the window. This sets a flag
in the WRKST table (the ENTERPRISE column) that allows the Pro-Watch enterprise setup
utility to recognize the server that is to be set up as a Regional server.

Pro-Watch Software Suite 4.3.5 Enterprise Configuration Guide, Document 800-00766V8

2-15



Enterprise Setup
Setting Up the Pro-Watch Enterprise System

4. Click OK. Awarning message states that you have chosen to make this workstation a part of
the enterprise, and, therefore, workstation names must be unique.

MICShell
& ‘You have indicated that vou wish ko make this workstation a part of an encerprise, Be aware of the following:
First, workstation names must be unique across the entire enterprise.

Second, after saving this workstation, wou should immediately run the entarprise setup tool ko integrate this

workstation with the enterprise.

5. Click OK. The Add Workstations screen appears, showing the workstation configured as a
Regional server.

6. Click OK again at the Workstation dialog box to complete the addition of the workstation. A
warning message appears, reminding you to add the workstation to the routing group.

7. Click OK. A message reminds you that workstations must be unique across the entire
enterprise and that, after saving the workstation, you should immediately run the enterprise
setup tool to integrate the workstation with the enterprise.

Repeat steps 1 through step 8 until all Regional servers have been added to the enterprise. Also, be
sure to add all the workstations to the configured class (probably the root class) for both
Enterprise and Regional servers.

2.3.8 Configuring Regional Server Resources
You must configure several resources on each Regional server:

1. Open Pro-Watch on a Regional server workstation.

2. Select Database Configuration > Badge Profiles to display the currently defined Badge
Profiles.
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3. Right-click the General Fields Badge Profile and select Properties to display its Edit Badge
Profiles dialog box:

-

Edit Badge Profiles

==

Description :

# Badge Profile Info | 58l Search Configuration | 3 Pariitions

Define Badge Profile

General Fields

[¥] Access Page
[¥/] Partition Page
[] Assets Page
[¥]E-Docs Page
[¥] Motes Page

[¥] Certification Page

[¥] Vehicle Permit Page

[ ] Auto Disable Cards
Days of Inactivity:

[ |Require all new cards to have a PIN code
[ Copy PIN code when copying card

[ Copy Biometric PIN code when copying card

[ |Require all PIN codes to be length

F Display two PIMN code text boxes (PIN codes will
be required to match)

Cancel

4. Enter a unique description in the Description field.

5. Click OK.

6. Select Database Configuration > Badge Statuses to display the currently defined Badge

Statuses.
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7. Right-click the default Badge Status, and select Properties to display the Edit Badge
Statuses dialog box:

'3 n
Edit Badge Statuses ﬁ

&1 Badge Status Properties | W Pariitions

Description:

ACTIVE

Status:
A

OK ] [ Cancel

-

8. Enter a description that clearly identifies the status.
9. Enter a unique one-character status code by which the status can be identified.

10. Click OK.
11. Select Database Configuration > Badge Types to display the currently defined Badge Types.
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12. Right-click the default Badge Type, and select Properties to display the Edit Badge Types
dialog box:

Edit Badge Types M

Badge Type Infarmation | ¥ Partitions

Define Badge Type Information

Description:

Standard Employee

Front Layout Blob Type: Badge Type Orientation:
[FrontBadge Layout vl [ Design... ] [Use Registry -

Back Layout Blob Type:

[Back Badge Layout vl [ Design... ]

[ oK 1 l Cancel

L A

13. Inthe Description field, enter a unique description that identifies the type of badge.

14. Click OK to accept the edited badge type.

15. Select Database Configuration > BLOB Types to display the currently defined BLOB Types.
This dialog box defines how graphic database items such as images, videos, sound, and even
programs or fragments of code will be stored. These objects are stored collectively as a single
entity (a Binary Large Object, or BLOB) in the Pro-Watch database.
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16. Right-click the default Back Badge Layout BLOB Type, and select Properties to display the
Edit BLOB Types dialog box:

- —— i
Edit Blob Types 2%

& Blob Properties | 3/ Pariitions

-

Basic Properties

Description:
Back Badge Layout]

Resource Type:

’Badge Types v] File System Storage

File System Storage

Path:
Prefix: Suffic
Back LYT
Badging Properties
File Format: Default Action:
JPEG EMF BMP -
Lakel Interface Tag: Capture Action:
- =
Label Interface Index: Irnport Action:
-

OK ] [ Cancel
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17. Editthe default Back Badge Layout BLOB type:
a. In the Description field, enter a unique description for the Back Badge Layout BLOB.

b. Click the ellipsis beside the Path field, and change to a network path that points to a
badges folder on this machine.

Select a Starting Directory

E& WinZzk, ;I
vl 2] Server-1
Server-3

SErVer-6
Server-7
Skaynet
Wrkst-2
Wrkst-3

I 51177 Neariraenke apd ‘-'u:irlll
4 r 4

Ok I Cancel |
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c. Click OK to accept the path. The new path now appears in the Edit BLOB Types dialog
box:

- [— i
Edit Blob Types 2%

& Blob Properties | 3/ Pariitions

-

Basic Properties

Description:
Back Badge Layout]

Resource Type:

’Badge Types v] File System Storage

File System Storage

Path:
Prefix: Suffic
Back LYT
Badging Properties
File Format: Default Action:
JPEG EMF BMP -
Lakel Interface Tag: Capture Action:
Label Interface Index: Irnport Action:
-

OK ] [ Cancel

d. Click OKto accept the edited Back Badge Layout BLOB Type.
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e. In the Pro-Watch BLOB Types window, right-click the Front Badge Layout BLOB Type
and select Properties:

.
Edit Blob Types 2%

$ Blob Properties | 3¢ Pariitions

-

Basic Properties

Description:
Front Badge Layout

Resource Type:

’Badge Types v] File System Storage

File System Storage

Path:
Prefioc Suffix:
Front LYT
Badging Properties
File Format: Default Action:
JPEG EMF BMP -
face Tag: Capture Action:
- -
Label Interface Index: Irnport Action

[ OK J [ Cancel

18. Editthe default Front Badge Layout BLOB Type, using the same steps taken to edit the Back
Badge Layout BLOB Type.

a. In the Description field, enter a unique description for the Front Badge Layout BLOB.

b. Click the ellipsis beside the Path field, and change to a network path that points to a
badges folder on this machine.

c. Click OK to accept the description and path.
d. Click OK to accept the edited Front Badge Layout BLOB Type.

19. Inthe Pro-Watch BLOB Types window, right-click the Badge Photo BLOB Type and select
Properties.
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20. De-select the File System Storage checkbox to enable the BLOB to be stored in the database:

Edit Blob Types L X )

-

$ Blob Properties | 3¢ Pariitions

Basic Properties

Description:

Badge Photo

Resource Type:

Badges v] []File System Storage

File System Storage

Fath:
Frefix: Suffix;
Badging Properties
File Farmat: Default Action:
@uEG  OEMF  OBMP  [Capiure v|
Label Interface Tag: Capture Action:
Photos - ’Standard Photo Capture *]
Label Interface Index: Import Action:
1 ’Standard Photo Import v]
0K I [ Cancel

21. Click OKto accept the edited Badge Photo BLOB Type.

22. In the Pro-Watch BLOB Types window, right-click the Badge Signature BLOB Type and
select Properties.
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23. De-select the File System Storage checkbox to enable the BLOB to be stored in the database:

-

Edit Blob Types

$ Blob Properties | 3¢ Pariitions

Basic Properties

Description:

Resource Type:

’Badges

v] []File System Storage

File System Storage

Path:

Prefis

Badging Properties

File Format:
()JPEG  @EMF

Label Interface Tag:

Signatures

1

Label Interface Index:

Suffix;

C1BMP

Default Action:

’Capture v]

Capture Action:

’Standard Signature Capture v]

Import Action:

’StandardSignature Import v]

24. Click OK to accept the edited Badge Signature BLOB Type.

25. From the Database Configuration tree, select Database Configuration > Classes.
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26. Right-click the default Root Class class, and select Properties to display the Edit Classes
dialog box:

g B
Edit Classes ﬁ

| ¥4 EventProcedures | % Eventview Columns | Keystroke Accelerators | [#| Event Toolbars | ¥ Partitions
f# Class | ] Programs | L) Workstations | “E Routing Groups | #3 Alarm Pages | £#% Badge Profiles
Define Class Information
Description :
(@ No PIN Code PIN Code:
(1Use PIN Code
Users
Assigned to this Class: Available or
Assigned to Another Class:
e200879
pwdemo
Add
Default Package Eventviewer Pause Time Interval (in min)
<nones - 0 =
[ OK ] ’ Cancel

27. In the Description field, enter a unique description.

28. Click OK to accept the edited class.

29. At the Database Configuration screen, select Database Configuration > Companies to
display the currently defined Companies.
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30. Right-click the default NexWatch Company, and select Properties to display the Edit

Companies dialog box:

-

31. Inthe Company Information fields, enter the information that is unique to the Region.

Edit Company

==

&2 Information |E Clearance Codesl ¥ Partitions

Company Infomation

Company Name :

MexdWatch

Honeywell Access Systems

Address Line 1:
Address Line 2 135 West Forest Hill Ave
City : Oak Creek _— Wi - e
Bl peseeelttnm

Title : Phone : L T
e [honojwaliaccans com

Title : Phone :

OK ] [ Cancel

32. Click OK to accept the Company information.

33. Atthe Database Configuration screen, select Database Configuration > Partitions to display
the currently defined Partitions.
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A\

34. Right-click in the open space and select New Partitions. The Add Partitions dialog box

appears:
Add Partitions e G

¥ Partition Information

Please Enter a Partition Description

Description : |

OK Cancel

. )

35. In the Description field, enter a unique description for the Partition that will be used for this
Region.

36. Click OK to accept the new Partition. You are now finished configuring this Region in
Pro-Watch Database Configuration.

37. Exit Pro-Watch on this workstation.

38. Configure all of the remaining Regional server workstations in your enterprise with the same
procedure just completed for the first workstation. After completing the resource task on
each Region, exit Pro-Watch. It is strongly recommended that you back up each database
before adding the Region to the enterprise.

Caution: SQLSERVER Agent service must be running on each machine under a domain account
with administrative privileges into each machine used as a region, specifically the regional SQL
servers and the regional replication shares. SQLSERVERAGENT should be set to run automatically
on startup.

2.3.9 Adding the Enterprise Server

@

On the Enterprise server, open Pro-Watch Enterprise Manager (PWEM).

The Pro-Watch Enterprise Manager (PWEM) utility drives the setup process, and it assumes that
the default Pro-Watch database is installed on the Enterprise server. The PWEM utility runs on the
Enterprise server to set up the regions, and it requires that the Pro-Watch service on the Regional
server be stopped.

Note: Be sure to stop the Pro-Watch service on the Regional server before completing the following
procedures.

1. After saving this workstation, you should immediately run Pro-Watch Enterprise Manager
(PWEM) to integrate the server with the Enterprise system.

2. Click OK. The Replication Manager program starts and the Regional server Parameters
screen appears.
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3. Expand the Enterprise server tree directory and select Enterprise Model. The Pro-Watch

Create Enterprise screen appears.

ﬁ Pro-Watch Enterprise Manager ] = ||:||5|
Console  Tools  Help
m Pro-waktch S0l Servers ;I

E| ﬁ 'WREST-1 (Enterprise)

o

@ Backup Database

| Restore Database
e Device Maintenance
it schedule Mantenance

. Eé WRKST-4 [Region)

nterprise Model

Create Enterprise

Create

=

lsuper [WREST-1 2

4. Click Create to display the Enterprise Parameters screen.

E Pro-Watch Enterprise Manager

Console  Tools  Help

] pro-watch SOL Servers
[] ﬁ WRKST-1 (Enterprise)

------- ff Enterprise Model
..... ﬁv Backup Database

[;[:] Restore Database
------ Device Maintenance
Ly Sehedule Mainterance

+- [ighy WRKST-4 (Region)

Enterprise Parameters

Enterprise Datahase: IEn:erprise

Snapshot Directory: [t RRST-14

B

History Retention Duration {days): IM 'I

<« Back Create j

|super [WRKST-1 2

5. In the Enterprise Database field, enter the name of your enterprise database. This database
stores all replicated data from across the enterprise.

6. Click the ellipse next to the Snapshot Directory field, and navigate to the replication folder
you created on the Enterprise server (see “Creating the Replication Folder “on page 7). In lieu
of navigating to the snapshot directory, you may enter the location of the snapshot directory
folder. This must be entered in UNC (Uniform Naming Convention) format.
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7. Select the replication folder.

Select snapshot Directory on "WRKST-8"

EQ Badges

-3 Documents and S etings
=] fp3d

F-C1 Inetpub

EIQ Frogram Filez

-1 RECYCLER

E{:l Z: [4462 MEB Free)

-0 sql2kspd
F-C Systern Yolume Infomation

Bl comused.dbg
E LogiSetup.log
E] PORTHOM.EXE

- I (25253 ME Free]

Directan: T4 eplication'

Lencel
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8. Click OKto display the updated Enterprise Parameters dialog box. Note that the C$ in the
path to the replication folder indicates the folder can only be accessed by users with

administrator privileges.

E: Pro-Watch Enterprise Manager Hi=l
Console  Tools Help
-Watch SOL Servers ;J
REST-8 (Enterprse) 2 o o ; 2 %
Enterprise Model Enterprise Parameters "WRKST-8
Backup Database : 2
Restare Databas
DEsiEsHidintenange Enterprise Database: IHEADQUARTERS
——
Snapshot Directory: [WYRKST-8\CHReplics |1
History Retention Duration (days): |14 'I
<< Back Create
: [
|pwnt fWRKST-E 2

9. In the History Retention Duration field, leave the default value of 14. The history retention
duration specifies the number of days to store meta data files related to the Enterprise
database replication. The scheduled database backup cycle duration must be less than the
retention duration in order to avoid losing meta data for a restore operation.

10. Click Create. The Current Execution Status dialog box appears.
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@

I E

Current Execution Status

Log File

W RS T-15\CEProgram Files'Pro\w atchhznapzhothenterprize_creation.lo

Note: Throughout this Enterprise procedure, a series of message boxes will appear to state
the next step and ask if you want to continue. These steps in the procedure prepare the
database for SQL Server replication. At each of these message boxes, click Yes to continue.

Click Create. The current execution status of the enterprise appears in the Current Execution

Status box.
TYEE——————— =
Cuirent Execution Status

&dding table 'AREA_OCCUPANT' to databaze ENTERPRISE'..

11

[ [

Log File

|'\'\‘-p'a"F! KST-1A\C$\Program Filez\Proww atchsnapshothenterprize_creation.lo

The following message box appears when the Enterprise server database is finished:
Step Complete
Finished creating enterprise database 'HEADQUARTERS' on WWREST-8',
MNext step is bn rreabe merge poblicatinn on i, Conkinne?

i=H] Mo I

Note: See “The Enterprise Collection Database “ on page 34 for details about the creation of the

Enterprise server database.

12. Click Yes to begin creating the merge publication. Enabling the Enterprise server for SQL
replication merge publishing creates a distribution database named PWBadge_Distribution.
The Enterprise server is set to be its own distributor and subscriber. The data retention period
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is set to 24 hours for the distribution database replication data. Windows-integrated security
is set to be the method for access to SQL server.

Note: See “The Merge Publication on the Badging Tables “ on page 35 for details about the
creation of the Enterprise server database.

After a few minutes, the following execution status box appears:

Current Execution Status

Succezsfully created enterprize server WREST-2'

Log File

WWWRKST-B\CH\Replicationenterprize_creation.log

The setup process terminates when the snapshot process finishes. The enterprise log file is
named enterprise_creation.log, and it is found in the directory specified during the setup.

e. Click Done to complete the Enterprise server creation process. The following screen

appears:

E:: Pro-Watch Enterprise Manager [_ O] ]
Consale  Tools Help

ro-Watch SQL Servers ;I

+ Enkerprise Model

~ Regional Servers for Enterprise Server WRKST-8

estore Database

evice Maintenance
Enterprise Publication Status {(Merge)

; . Schedule Maintenan:
WRKST-4 (Region)
WRKST-6 (Region)

Regional Regional

Enabled Schedule Status Action Validate History Last Run

Server Database

Enterprise Publication Status (Snapshot)

Enterprise
Database

Status Reinitialize History Last Run

Enabled Schedule

|24 'I Hrs. 'I
L HEADQUARTERS | Succeeded | A snapshot of 21 arficle(s) was generated.

Regional Subscription Status (Transactional)

Regional

Agent Type Copy DB Status Action History Last Run

Delete Entetprise

[

pwnt WRKST-8 2
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2.3.10 Server Setup Notes

2.3.10.1 The Enterprise Collection Database

The Enterprise collection database is named with the name provided during the setup, and itis
created using the default Pro-Watch database as the template. The collection database is given
the following default Pro-Watch database elements:

* Default database users and roles.
¢ Alluser-defined data types.
e Objects listed in the default Pro-Watch database table TABLES_REPL, as follows:

REPL_STATUS Action for Object Named in TABNAME
column Column

1 Create table for transactional replication.

2 Create table for merge replication.

3 Create stored procedure.

Two tables in the Enterprise collection database, however, are not exact copies of the default
Pro-Watch database: the BADGE_V table is created with only an ID varbinary (18) and timestamp
column, and the BADGE_FIELDS table is populated with the rows from the default Pro-Watch
database whose USERDEFINED values are set to O. Therefore, the Enterprise server begins with
none of the 31 user-defined badging fields that normally exist in the default database.

Also, tables having a value of 1 in the REPL_STATUS column are created with an additional
column. This column is REGION_ID; it has a varbinary (18) data type. The REGION_ID column is
added to the primary key for each table, and it is used to determine the region of origin for the data
in the row and to keep the row unique. The REGION_ID column is populated with the workstation
ID of the Regional server that is the source of the data.

The collection database contains two tables that do not exist in the default Pro-Watch database:
the ENTERPRISE_CO_CLEAR table and the ENTERPRISE_HI_QUEUE table. The
ENTERPRISE_CO_CLEAR table, in conjunction with the ENTERPRISE_DN trigger created on the
BADGE_C table, tracks changes made to a card’s company assignment at a region. The
ENTERPRISE_CO_CLEAR table then collects these changes for propagation to the other regions.

Since companies are merged, and therefore common, across regions, and clearance codes are
assigned to those companies by individual regions, other regions must be alerted when a card’s
company assignment changes. A trigger name ENTERPRISE_DN on table BADGE_C created by
the execution of the CREATE_ENTERPRISE_TRIGGER stored procedure generates this alert by
placing a rowin the ENTERPRISE_DN_CO_CLEAR table for each card whose company assignment
has been modified. One row per card is added to the table for each region participating in the
enterprise.

The ENTERPRISE_CO_CLEAR table works in conjunction with the
ENTERPRISE_CO_CLEAR_UPDATE stored procedure and the BADGE_C trigger to ensure that the
cards with the modified companies get their modified access downloaded to the panels at each
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region. The ENTERPRISE_CO_CLEAR_UPDATE stored procedure processes the rows in the two
tables by updating each region’s card/company assignment. The ENTERPRISE_HI_QUEUE table
is used to perform the card access downloads when the region synchronizes with the enterprise.

All of the default database’s badging report views are scripted and created in the enterprise
collection database by the UPDATE_BADGE_VIEWS stored procedure. Also, the
UPDATE_ENTERPRISE_BADGE_VIEWS stored procedure (a new version of
UPDATE_BADGE_VIEWS) creates views on the badging tables that have had new REGION_ID
columns added.

2.3.10.2 The Merge Publication on the Badging Tables

After all of the objects are created in the enterprise database, Pro-Watch prompts the user to
create the merge publication on the badging tables having a value of 2 in the REPL_STATUS
column. The user also creates a merge publication named PW_Badging and names the Enterprise
server. The badging tables are added as published articles.

The snapshot data for the merge publication is placed in a location specified during the setup. A
subdirectory named altsnapshot is created below this directory, and it is used by the SQL Server to
create a compressed copy of the snapshot. If bandwidth is limited, the operator can use this
compressed copy to physically move the snapshot to a remote location and pull a subscription to
the merge publication on the enterprise. Note that the snapshot data is a copy of the data in the
published table; its purpose is to ensure that the subscriber table and publisher table begin with
the same data values.

The setup process sets the snapshot to delete rows in the subscriber table before posting its data
into the table. This eliminates primary key conflicts that may occur between the snapshot data and
any existing data in the subscriber table. Before the snapshotis posted in the table, however, the
regional data must be brought in from the subscriber by the setup process. The snapshot deletes
subscriber data, not by configuring it to delete all rows, but using a row delete filter clause of “1=1"
The filter clause allows the deletion to occur without actually truncating the table.

The merge publication sets all articles, except the BADGE_C and BADGE_V tables, to determine
data conflicts occurring over an entire row instead of a single column. For example, if the
Enterprise server has one column in a row that has been updated, and a region has another
column of the same row that has been separately updated, a data conflict occurs. In this case, the
subscriber change is rolled back and the enterprise change prevails.

This rule keeps the data in a row consistent when updates from different regions are received. The
BADGE_C table is exempt from this rule, because the LAST_ACC and LAST_READER columns get
updated with the last access information from readers in the field. This information changes
frequently, depending on where the cardholder is and where he goes, and the updates can
potentially roll back other changes to card information (such as expiration date and status
changes) that are more important. The BADGE_V table contains personal and other
non-access-related information that pertains to badge holders; therefore, changes to different
fields on the same record should not be construed as a conflict.

The merge publication adds a column named rowguid to each published table by SQL Server. Its
data type is uniqueidentifier with a default value of newid(). The function of uniqueidentifier is to
generate a unique value in order to keep track of the current shared version of the row data.

2.3.11 Adding the Regional Servers

The Pro-Watch Enterprise Manager (PWEM) utility drives the regional setup process, and it
assumes that the default Pro-Watch database is installed on the Enterprise server.
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Notes:

@

¢ Before you add regional servers, you must run the varbintohexstr.sgl script against
the Enterprise database. The varbintohexstr.sqgl scriptis included on the Pro-Watch
installation CD.

e The Badge_V table in each Pro-Watch system contains personal badge holder data.
However, the data field names are customer-created and probably vary. For example, one
customer might name a field “business_unit,” and another customer might name the same
field “department.” It is recommended that you develop a standard naming convention for
Badge_V fields that will be used across the enterprise.

The PWEM utility runs on the Enterprise server to set up the regions.

1. From the Enterprise server, run Pro-Watch Enterprise Manager.Click OK. The Replication
Manager program starts and the Regional server Parameters screen appears.
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2. Click to highlight Regional Monitor in the workstation tree in the left pane (see the arrow
below), and click Add Regional.
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3. Use the following field descriptions to complete the Create Region dialog box:

Field

Description

Regional Database

Do not change this value. The database in every
Pro-Watch standalone and Regional server is named
PWNT.

Region Name

Enter the name by which the Regional server will be
known. This name is usually the same as the workstation
name that you created in the section "Adding an
Enterprise Server Workstation *. Consider using the
server’s location (e.g., CHICAGO) or controlling entity
(MFG-EAST) for the region name.

Select Enterprise server

Select the Enterprise server from the dropdown list. Note
that the Enterprise server will not appear on this list if you
are using the Enterprise server itself as the configuring PC.
If the Enterprise server is the configuring PC, select Other
and Not (local) from the dropdown box. A new window
appears and allows you to enter the Enterprise server
name.

Enter Enterprise server Name

Enter the Enterprise server’'s name in this field only if you
were not able to select the Enterprise server in the Select
Enterprise server field. The entry is case-insensitive.

Enterprise Regional Database

This value automatically appears; it is system-derived from
the Region name you entered earlier.

4. Click Next to display the Regional server Parameters dialog box.
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5. Click the ellipse icon next to the Snapshot Directory field and navigate to the replication
network share folder you created (see “Creating the Replication Folder “ on page 7).
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6. Select the “Replication” folder and click OK to set the Snapshot Directory path to the correct
folder. In lieu of navigating to the snapshot directory, you may enter the location of the
snapshot directory folder. This must be entered using the UNC (Uniform Naming

Convention) format.
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7. Select the Replicate Event Data to Enterprise check box if you want to:

e Push hardware data from region to enterprise.

¢ Move Badge/card, hardware, and event information from the region to an intermediate
database created on the Enterprise server. The hardware and event data then moves
from the intermediate database into the enterprise database itself. The intermediate
database provides a way of reporting on regional-specific data on the enterprise, thus
offloading the work from the Regional server. The badge/card data cannot move directly
from the region to the enterprise, because it is already being merged and moving the
same data transactionally would create an endless loop of changes propagating

through the architecture.

8. Inthe History Retention Duration field, enter the number of days the metadata files related to
the Regional copy database replication. Use the same value as configured for the Enterprise
server (14). Note that this value must be greater than the scheduled Backup cycle value.

9. Click Next to display the Create Region dialog box. This box confirms that it will create the

Region, and it verifies the Region’s name.
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10. Itisrecommended (but not required) that you click Analyze before clicking Next. The Analyze
function compares the database schema of the Enterprise database to the “joining” Region’s
database. If discrepancies are detected, they are copied to a log file, and you will receive a
message. Every discrepancy must be corrected before proceeding with the Regional server
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creation procedure. If you click Analyze, the following status box identifies the location of the
discrepancy file (analyze.log).

=
Current Execution Status
I
Log File
WWWREST-SMCEReplicationanalyze.log

11. Click Analyze again to proceed with the Analyze function. The following status box keeps you
updated with the Analyze results:

Analyze Regional Database 'PYYNT #

Current Execution Status
Checking table 'BADGE_RAMGE'..

LB

L[

Log File

|"~'\WF|KS T-B\C$MReplicationsanalyze log

The analyze function performs several comparisons and operations. Some tables in the Regional
and Enterprise databases are compared for matching primary key values.

The BLOB_TYPES tables in the Region and Enterprise servers are compared to ensure that
matching rows have their STOREINDB and SYSTEM fields setthe same. The STOREINDB dictates
where the blob image is stored (database or file system), while the SYSTEM attribute is used by
Pro-Watch to treat the blob type as one that cannot be deleted by a user. We recommend that the
images that are stored in the file system location in the PATH value in the BLOB_TYPES table
should be accessible from all regions or the image will not be visible in Pro-Watch from all the
regions.

The BADGE_FIELDS table is searched for rows referring to BLOB Types. If a match is found on
COLUMN_NAME, then the value for BLOB_TYPES is examined. If the BLOB_TYPE values for the
regional and enterprise databases are different, you must choose between two options. You can
chooseto updatetheregional BADGE_FIELDS rowwith the BLOB_TYPE value from the enterprise
database. This option removes the linkage between any regional badge profile that uses that
BADGE_FIELD to display an image and the BLOB_TYPE that represents the image. Also, the
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BLOB_TYPE value is overwritten in the matching row in the BADGE_V table with the enterprise
value, and the GUID_CHANGE_LOG table is given a new row to track the change. The image will
not be displayed. The second option is to preserve the regional BADGE_FIELD value of
BLOB_TYPE by selecting new COLUMN_NAME and DISPLAY_NAME values for the
BADGE_FIELD row. A new column is added to the regional BADGE_V table; the column
corresponds to the new row in BADGE_FIELDS. The BADGE_PROF_PF table’s FIELDID value(s)
that correspond to the old BADGE_V column are updated with the new BADGE_V
COLUMN_NAME value(s), thus preserving the linkage between profile and BLOB type.

BADGE_Vtable columnsinthe enterprise and regional databases are compared. When BADGE_V
columns exist in the regional, but not the enterprise, database, they are added to the enterprise
BADGE_V table by the special stored procedure sp_repladdcolumns. Since the BADGE_V table is
the only table with a variable schema, the new regional columns must be added to the table to
receive the regional data.

The WORKST tables in the regional and enterprise databases are compared. When workstation
IDs are the same in each database but the corresponding workstation names are not, the
workstation name in the enterprise database is assigned to the workstation in the regional
database. Conversely, when workstation names are the same in each database but their
corresponding workstation IDs are not, the ID in the enterprise database is assigned to the
workstation in the regional database. The GUID_CHANGE_LOG table is given a new row to track
the change.

Badge profile IDs in the regional and enterprise BADGE_PROFILE tables are compared. When
profile IDs match in the two databases, you are prompted to either preserve or overwrite the
regional badge profile with the enterprise profile. If you choose to preserve, then you must enter
dataforthe newregionalbadge profile. With the new data and a newvarbinary ID generated by the
PWEM setup utility, the new profile is written to the BADGE_PROF, BADGE_PROF_P, and
BADGE_PROF_PF regionaltables. The GUID_CHANGE_LOG table is given a new row to track the
change.

Badge Types in the regional and enterprise BADGE_TYP tables are compared. When Badge Type
IDs match in the two databases, you are prompted to either preserve or overwrite the regional
Badge Type with the enterprise profile. If you choose to preserve, then you must enter data for the
new regional Badge Type. With this data and a new varbinary ID generated by the PWEM setup
utility, the new Badge Type is created. The GUID_CHANGE_LOG table is given a new row to track
the change.

IDs and STAT_COD values are compared in the regional and enterprise BADGE_STATUS tables. If
the IDs match in the two databases but the STAT_COD character values differ, a new varbinary ID
is generated for the regional ID, and this new ID replaces the old ID throughout the database to
preserve the different STAT_COD character. The GUID_CHANGE_LOG table is given a row to track
the change. If the regional and enterprise STAT_COD characters are the same, then the regional
row is deleted.

If the schemas match, the following status message appears:
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Analyze Regional Database 'PWNT B

Cument Execution Status

Schemas match between regional database 'FwMT' and enterprize
databaze HEADQUARTERS'

Log File

WWWRKST-4\CE\Replicationsanalyze log

If the schemas do not match, the system tells you a mismatch exists. In this case, the region is not
added, and the regional creation log (located in the path at the bottom of the screen) is updated
to list the problems that occurred.

12. Click Done. The Create Region screen re-appears.

13. Click Next to begin building the Regional server and database. The following execution
status box appears and identifies the location of the server creation log:

Current Execution Status

Log File

WWREST-4\CH\Replicationsregional_creation. log

The server building occurs in five phases, as described in the following sections.

2.3.12 Regional Server Creation, Phase 1

Click Create at the Current Execution Status box to proceed with the building of the Regional
server. The events of phase 1 of Regional server creation occur in the following sequence:

1. Any Replication software or replication files remaining on the Regional server are removed.
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2. Alldatain existing Badging tables that also exist on the Enterprise serveris removed from the
Region. This must be accomplished before the Regional subscription to the Enterprise
Badging tables can be initialized.
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3. The program takes a snapshot of the Enterprise Badging publication and downloads it to the
Regional server. This process also synchronizes the schema and data of the two sets of

Badging tables. Note that this step takes a substantial amount of time. The following status
box appears and provides the real time status of the procedure:

Current Execution Status
Chzcking table 'TLASS _F...

Log File

|'~.\W’HKST -A5CE\Program FileshPro‘s atchiregional _creation.log

Cancel

The Current Execution Status field displays the procedure’s current status, and the Log File field
indicates the log file path.

4. The Badging database is installed on the Regional server, and phase 1 of the process is
complete when the following dialog box appears:

Step Complete

Finished subscribing to merge publication on "WREST-S'
Mext sb=pis booseb np reginna server As nnblisher. Conkinne?

Yes Mo I

Click Yes to continue to phase 2 of the Regional server procedure.
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2.3.13 Regional Server Creation, Phase 2

Phases 2 through 5 configure the Event portion of the Regional database. This phase configures
the Regional server as a publisher and creates a distribution database named PW-distribution.
The Pro-Watch database on the Regional server is enabled for transactional publication. No status
box appears during this process. When the procedure finishes, the following dialog box appears:

Step Complete

Finishec enabling "WREST-4' for publication of regional database 'PWhT on "WREST-4',
Mext sten is Fa rreate reginnal -npy dakabase: Contine?

Yes [ |

This message indicates the completion of phase 2 of the procedure and the next step (phase 3) in
the Regional server procedure. Click Yes to begin phase 3.

2.3.14 Regional Server Creation, Phase 3

Phase 3 requires no further action by the installer. Phase 3 creates another new database on the
Enterprise server for the Regional Copy database. This database contains tables defined in the
TABLES_REPL table on the Pro-Watch Client Pro-Watch databases for both Badging and event
publications. It also contains any report views and stored procedures from TABLES_REPL.

Notes:

@

 AUTIMESTAMP data types in the Badging tables created in the Regional Copy database are
converted to a BINARY(8) type.

* The ROWGUID columns are modified to remove the “uniqueidentifier” constraint. When the
procedure finishes, the following dialog box appears:

Step Complete

Finished creating regional copy database "WREST-4' on "WREST-8"
Mesxk skep is ko create bransactional event publication on it and push a subscription ko the enterprise database, Continue?

Yes Mo I

Click Yes to begin phase 4 of the Regional server procedure.
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2.3.15 Regional Server Creation, Phase 4

Phase 4 requires no action by the installer. Phase 4 enables the Regional copy database on the
Enterprise server for transactional publication. The procedure creates a preliminary publication of
the database with empty Event tables only. A snapshot is taken of this publication, and a
subscription to the publication is pushed to the Collection database on the Enterprise server. The
procedure initializes the subscription with the content of the snapshot. When the procedure
finishes, the following dialog box appears:

Step Complete

Finished creating transactional publication of regional copy database "WRKST-4' on enterprise server "WREST-5'
Mext step is ba create event and badaing publication on regional server database and push it ko enterprise servel
database, Continue?

Click Yes to begin phase 5 of the Regional server procedure.
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2.3.16 Regional Server Creation, Phase 5

Phase 5 requires no action by the installer. Phase 5 enables the Regional Pro-Watch database to

publish Transactional logs. The procedure creates a publication at the Region that consists of both
Badging and Transactional tables. The Enterprise server compares Enterprise and Regional Event
tables, and any duplications that are discovered are deleted from the Enterprise Collection tables.

A snapshot is then taken at the Regional server for this new, combined publication, and it is
pushed to the Regional Copy database on the Enterprise server. The Enterprise server then
updates the Collection database. The subscription then initializes with the snapshot publication.
This process may require a significant period of time, depending upon the file size and the
communication variables. After a few minutes, the following message box informs you that the
process is complete.

I E|

Current Execution Status

IS uccessfuly adoed rzqional server.

Lag File
|\\TEST-SFi‘ﬂ\rE|:Iic:atinn\legional_meatinn log

The Current Execution Status field displays the procedure’s current status, and the Log File field
indicates the log file path.

Click Done when the status field indicates that the server has been successfully added. The
following screen appears to provide the status of both the Enterprise and Regional servers. You
can monitor and manage the server performance for the entire Enterprise system from this screen.
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~ Regional Server Parameters

Regional Subscription Status (Tranaactional)
Region: WRKST-4

Thahled '1:]1::;;? AgemiType  Status g:;':;::: Last Fum  Reimitaliee History Commnent
FCoimous J o renlieatsd
Listabiatiot (Al PWT ?3['2'9]] 15363]3 |_ D etz Lchots A
£ araleble,
W |Continaons TINEIEH D Fo reolieatsd
Log Reader |[d1s PWHT L2100 253 tratewchong are
3 availahle.
£ BLepslol was nol
I+ l1 "I 0060 50 D genegated hecauze no
=
RORRSHL |aecee RRIENT s pyoary subiseriftices nee ded
ititiatzadom,

Enterprise Publication Status (Me-ge)
Enterprige: WRKST-1

Lasi Run

Inberprise Succeecled[ENTERFRIGE. 20000525 130005510 | Mo data ueededio be merged.

Delete Regional

To add additional regions, repeat the steps described above for adding a region to the enterprise
system. Each Regional server monitors its event data and pushes any changes to its regional copy
database on the enterprise. This occurs automatically after configuration.

After all regions have been added to the enterprise system, you can manipulate data on each
region. You should not manipulate the data on the Enterprise server Pro-Watch database, as the
data on the Enterprise server default Pro-Watch database is not replicated.
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2.4 Deleting a Region or Enterprise

2.4.1 To Delete a Region

1

Open Pro-Watch Enterprise Manager (PWEM) on the Enterprise server, and select and
expand the directory of the Region you wish to delete.

Select Regional Monitor and click Delete Regional from within the PWEM window. The
Current Execution Status window appears.

Click Delete. A message box appears asking you for confirmation to delete the Region. Click
OK.

As the Region is removed from the Enterprise system, a series of message boxes appears.
Click OK to remove the Regional copy database from the Enterprise server. PWEM prompts
you to confirm your desire to delete the Regional data.

Note: If this database is not removed, it must be deleted prior to re-adding the Region to the
enterprise.

Click OK if you wish to remove this Region’s data from the enterprise database. The Current
Execution Status screen confirms deletion of the Region.

. Click OK.

2.4.2 To Delete the Enterprise

Note: All Regions must be deleted from the Enterprise system before you can delete the Enterprise
server.

1

4.

Open Pro-Watch Enterprise Manager (PWEM) on the Enterprise server, and select and
expand the Enterprise server directory. Select Enterprise Monitor.

Click Delete Enterprise from the PWEM window. PWEM prompts you to confirm your desire
to delete the Enterprise data.

Click OK if you wish to remove the enterprise’s data from the Enterprise database. The
Current Execution Status screen confirms deletion of the Enterprise.

Click OK.

You may re-add a Region or an Enterprise to the Enterprise system. Follow the steps described in
Adding the Regional Servers, page 2-35 or Adding the Enterprise Server, page 2-28. If a Region
was previously a member of the Enterprise system, matching Badge Statuses, Badge Types, BLOB
types, and Badge Profiles will generate prompts asking whether or not to overwrite Regional values
with Enterprise values. If you select NO, then you will be prompted to enter new descriptions for the
Regional values so they can be distinguished from the Enterprise values. If any Regional
event/hardware data match Enterprise event data, that data is overwritten without confirmation.

Warning: Do not change the badge schema before re-adding a Region. If you do change the badge
A schema before re-adding a Region, the schema check for the region will fail.

2.4.3 To Delete a Regional Server on SQL 2012 Enterprise

1.
2.

Press the Delete button on the Pro-watch Enterprise Manager for the regional server.

Using a tool like SQL Management Studio, log into the regional server you deleted.
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In the object explorer, go to the replication tree view. Under the “Subscription”
subdirectory, delete any subscription if found.

Go back to the replication tree view. Right click and select "Disable
Replication".

Log into the Enterprise Server.

Go back to the replication tree view. Under the “Subscription” subdirectory,

delete any subscription that has the name of the regional server that you've
just deleted.

. Under the “Publication” directory, click “+” and expand the sub-directory tree

to view the subscriptions. Delete the subscription with the name of the
regional server that you've just deleted.

Under the “Database” directory, right-click on the database that has the
name of the regional server you've just deleted. From the pop-up menu,
select Delete.

2.4.4 To Delete an Enterprise Server on SQL 2012 Enterprise

1

Delete all the regional servers on the enterprise server.

2. Press the Delete button on the Pro-watch Enterprise Manager.
3.
4

. Inthe object explorer, go to the replication tree view. Under the “Subscription”

Using a tool like SQL Management Studio, log into the enterprise server.

subdirectory, delete any subscription if found.

Go back to the replication tree view. Right click and select "Disable
Replication".

Under the “Database’ directory, right-click on the enterprise database. From
the pop-up menu, select Delete.
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Overview

3.1 Overview

This chapter explains how to perform common Pro-Watch Enterprise operations, such as badging,
reporting, and monitoring alarms and events.

3.2 Enterprise Badging

In the Pro-Watch Enterprise system, each cardholder carries a single set of badging data that is
available to any other regional site in the enterprise. Pro-Watch Badge Profiles, Badge Statuses,
Badge Types, BLOBs, Companies, and Partitions, for example, are replicated and published to
every Region. Therefore, a badging operator does not re-create the entire badge for a visiting
employee. In the Pro-Watch Enterprise system, access rights are still assigned only by the local
operator. Local control over access is preserved. Therefore, an employee traveling to another
region need only be assigned access rights at the new region by that region’s administrator. All
other badging data for the employee is already available to the operator from his local Pro-Watch
badging interface.

As explained in Chapter 1, Pro-Watch Enterprise uses Structured Query Language (SQL) merge
replication to collect the badging data in the Enterprise server database and push back the
collected badging data to each Regional server. This assures that each Region throughout the
enterprise has the same set of badging data.

Example

An airline pilot is badged for access to Chicago’s O’'Hare airport. He flies to London and is easily
issued a badge for Heathrow airport because the same cardholder data created in Chicago is also
available to London. The Enterprise server resides in New York.

Badge is created in Chicago. All assigned access privileges apply to the Chicago site.

Badgeholder’s card data is stored in the cardholder database in the Chicago
Regional Server.

The Chicago Region’s Pro-Watch database is merged with the publisher database, or
the database copy that exists in the Enterprise server in New York.

The publisher database publishes the badgeholder’s data to the enterprise-wide
collection database in the Enterprise server in New York.

The enterprise-wide badging data in the Enterprise collection database is merged
with the Pro-Watch database on each Regional server.

The local administrator in London creates a card for Heathrow access by using the
badgeholder’s data from his local database and assigning access.
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3.3 Enterprise Reporting

Pro-Watch Enterprise enables you to produce a report from any Regional server with data that
represents either a single selected Region or the entire Enterprise.

The application interface for pointing to either a Regional or Enterprise database is the Pro-Watch
Reporting Options dialog box (Reports > Console > Reporting Options from the Pro-Watch main

screen):

Reporting Options

— Databasze Quen Timeout

__.,J o =
|24EI — Seconds 0 = Mo Timeout)

= Pro/watch Connection Parameters

[~ Restore Default Settings

Server. |RECOMA LI
Database: |EN"ERPRISE LI
WINMEBAGD
WEKST-4

To select the source server and database for a report:

1. Openthe Report Module.

2. Select Console > Reporting Options from the menu bar to display the Reporting Options

dialog box.

3. From the Server drop-down list, select the server that owns the database from which you

want to produce the report.

4. From the Database drop-down list, select the database.

Note: To restore the default settings within the reporting options dialog box, select the Restore

Default Settings check box.

5. Click OK. The Reports application is now pointed to the database from which you want to

generate a report.
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Example

The enterprise’s security manager wants a report of all events that occurred in all Regions within
the Pro-Watch Enterprise system on a specific day.

On the specified day, every event occurring in each Region’s access control system is logged in the
Regional server’'s Pro-Watch database.

On the specified day, every event occurring in each Region’s access control
system is logged in the Regional server's Pro-Watch database.

The event data in the Regional servers is replicated transactionally to each
server’s respective copy of the Pro-Watch database on the Enterprise
server.

The Regional server’s database copies are published to the Enterprise
server’s collection (subscriber) database.

The enterprise security manager opens Pro-Watch, selects Reports >
Console> Reporting Options, and points to the collection database on the
Enterprise server.

The security manager follows the normal sequence to create a report from
Logging Reports > Event Log for the specified day.

Pro-Watch returns a report of all events that occurred in the entire
enterprise on the specified day.
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3.4 Enterprise Alarm Monitoring

Pro-Watch Enterprise enables an operator to monitor the alarms of any Region in the enterprise.
Each Regional server operator is able to switch to the Pro-Watch database of every other Regional
server in the enterprise, view the target server’s Alarm Monitor, and perform usual administrative
tasks. These tasks include acknowledging and clearing alarms, and performing hardware actions
such as Lockdown, Lock, and Pulse.

The Regional server operator uses the Pro-Watch main screen drop-down box and Change
Database icon to point to another Regional server’s database:

Fd pro-Watch 3 Alarms : (Total Alarms = 1)
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To switch to another region’s Alarm Monitor:

1. Select that region from the drop-down list.

2. Click the Change Database icon ( ﬂ ). When the connection to the region is made, a

message box confirms connection success. To disconnect from that region, click the Change
Database icon. Once you disconnect, a message box confirms the disconnection.

Note: When connecting to another region within Alarm Monitor, your region is still pointing to its
own database; therefore, you may not control another region’s resources and hardware. You must
configure the core Pro-Watch database entities, such as routing groups and classes, before you
can view alarms. See the Pro-Watch Software Suite Guide for more information about database

configuration.
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Example

The Regional server operator in Salt Lake has been asked to monitor the alarms in the London
region during off hours.

All alarms in the London region are logged to the London Regional server’s Pro-Watch database.

All alarms in the London region are logged to the London Regional server’s
Pro-Watch database.

The Salt Lake operator opens Pro-Watch and points to the London Regional
server (selects the server from the drop-down box and clicks the Change
Database button).

The Salt Lake operator opens the London Alarm Monitor and views and
monitors the alarms. The operator also acknowledges alarms and performs
administrative tasks when required.
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