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INTRODUCTION

The Honeywell Small and Medium Building administrator (SaMBa), is a cloud-
based application for installing and monitoring HVAC equipment and wireless 
devices. SaMBa monitors real-time status information, and controls HVAC equip-
ment by connecting to Honeywell Devices and Sensors installed in the building. 
This document gives an overview on certain aspects of Honeywell’s solution archi-
tecture, cybersecurity features relating to the SaMBa application.

Audience
This document is primarily intended for people who are interested in understand-
ing the approach taken by Honeywell with respect to security of SaMBa System.

Solution Design
The Honeywell SaMBa cloud application is hosted on Honeywell ForgeTM Cloud 
Platform. SaMBa Cloud application monitors and controls HVAC devices of a 
building. Building data is stored in Honeywell’s Forge cloud, which is a secure, 
standard-based Honeywell IoT software platform. This enables customers to 
remotely monitor, control and configure their sites.

Honeywell maintains and owns the services provided by the Honeywell Forge cloud 
infrastructure.  

Honeywell SaMBa product design is based on security framework of ISA 62443 for 
product and environment. Cloud infrastructure also utilizes CIS framework.
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Figure 1. SaMBa End to End System Architecture
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Cloud Connectivity
The Honeywell SaMBa cloud application is hosted on Honeywell Forge cloud plat-
form. The Honeywell SaMBa Gateway integrates SaMBa devices (Thermostat, Sen-
sors, Smart I/O) in a site and serves as communication device between the site and 
Honeywell Forge™ cloud platform. 

Secure registration process is established to initiate communication between the 
SaMBa Gateway and Honeywell Forge™ cloud platform. 

Data communication between the Gateway and the Honeywell cloud is via HTTPS 
and AMQPS, secured by TLS, public protocols that are in use by the banking and 
computing industry. See End to End Secure Communication for details.

The Honeywell SaMBa Gateway does not store any live data, except during the rare 
instance of connection outage or power failure.  It is simply tasked with moving 
data to and from the Honeywell Forge™ Cloud, to and from your building control 
system.  To accomplish this task the Gateway has a standard ethernet connector 
and uses TCP/IP messaging to communicate with the Honeywell Forge™ cloud ser-
vices.   

Data Encryption Capabilities
All data is encrypted In-transit and At-rest.

• "In-transit

Database access is secured by encrypting data in-transit with Transport Layer 
Security. Encryption (SSL/TLS) is enforced by default.

• "At-rest

The internal data service used by the system uses the FIPS 140-2 validated cryp-
tographic module for storage encryption of data at-rest. Data, including backups, 
are encrypted on disk, including the temporary files created while running queries. 
The service uses the AES 256-bit cipher and the keys are system managed. Storage 
encryption is always on and can't be disabled. The encryption process is integrated 
with Azure Key Vault to manage the disk encryption keys. 

Site Connectivity
• The Gateway has built-in Firewalls.

• The SaMBa Gateway has firewall rules to restrict inbound and outbound traffic 
on all its interfaces including the north-bound ethernet interface (LAN1) and 
south bound Wi-Fi and ethernet (LAN2) connections. This firewall controls and 
allows traffic from Honeywell cloud, Honeywell Connect Mobile app, Smart I/O, 
Thermostat and LoRaWAN Hub (3rd party component)

• The Gateway uses its built-in Wi-Fi interface to communicate with the 
thermostat and Smart I/O modules on site. Wi-Fi interface is not used for 
internet connectivity.
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• The Gateway Wi-Fi interface can be configured to act as a Wi-Fi access point 

• All communication from the Gateway is encrypted and secured using TLS.

• The Gateway generates debug logs that are used for troubleshooting purposes 
and these logs are periodically pushed to and stored in Honeywell Cloud.

• The Gateway's debug logs are accessible only to Honeywell L1, L2, L3 support 
members. These logs are stored for at least 6 months and are purged after that. 
Access to these logs is restricted only to employees of Honeywell and access will 
automatically be removed when employees leave Honeywell.

End to End Secure Communication
Communication between the SaMBa Gateway and other devices like thermostat 
and Smart I/O over Wi-Fi uses BACnet protocol that is secured using a TLS based 
mechanism. The mechanism uses mutual authentication of Honeywell certificates 
that are provisioned in devices in the factory and also includes encrypted 
exchange of data between devices. The secure connection between the devices is 
automatically enabled as soon as the initial configuration is done using the Honey-
well Connect Mobile app and when the devices come online. Once this initial 
secure connection is started, the devices will continue to operate in this secure 
mode even when they are powered off and on.

If any device needs to be removed from one network and installed in another net-
work, then the secure connection needs to be re-established with the new Gateway. 
In order to achieve this, the SaMBa thermostat and SaMBa Smart I/O devices must 
be reset to factory state so that the secure linkage with the previous Gateway is 
reset. After this factory reset, if the devices are configured and installed using Hon-
eywell Connect Mobile app (HCM) they will automatically re-establish secure con-
nection with the new Gateway.

Data sent to the Cloud
With Honeywell SaMBa, no sensitive or personally identifiable information is sent 
to Honeywell Forge™ cloud environment from the Gateway. Only technical point 
data and parameters are sent, like:

• HVAC Sensor and Controller readings.

• Alarm and Event data.

• Building Model data, including list of devices and equipment installed.

• Schedules configured in thermostats.

Proxy Server configuration: 
If customer deployment contains proxy server to connect client browser to internet, 
then configure below domains in the proxy server.

• *.honeywell.com
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• *.honeywellcloud.com

• *.microsoftonline.com

• *.azure-devices.net

Network Port configuration:

Data Retention
The Honeywell Forge™ Cloud does store information collected for short term and 
long-term use in accordance with customer agreements. This data is owned by the 
customer and generally cannot be transferred without the permission of the cus-
tomer.

Logs generated in the system will be archived periodically and stored for a mini-
mum period of 6 months.

Honeywell reserves the right to analyze this data.  Any usage of the data that is not 
directly provided to the building/data owner will be made anonymous, such that it 
cannot be attributed to any identity. 

Product Security Incident Response Team (PSIRT)
The Honeywell Product Security Incident Response Team (PSIRT) is a global team 
that manages the receipt, investigation, internal and (if applicable) external report-
ing, and internal coordination of security incidents related to all Honeywell offer-
ings. This team follows established methodologies to investigate and respond to 
cyber-security incidents. This team works with our customers, independent secu-
rity researchers, consultants, industry organizations, and government bodies to 
identify and respond to possible security issues with Honeywell systems.

Honeywell has a standard product security incident response process and mecha-
nism. Refer https://www.honeywell.com/en-us/product-security for details.

Port Number Protocol Purpose

443 HTTPS Registration and Firmware upgrade

443
AMQP over Web 
Socket

Microsoft Service Bus Communication to send data from the 
Gateway to cloud

https://www.honeywell.com/en-us/product-security
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SUBSYSTEM DETAILS

The Gateway  
Configuration of the Gateway Network Port/Firewall rules are given below:

Physical 
Interface

Port 
Number Protocol Purpose

LAN1
443
(Client)

HTTPS
(LAN1)

Registration and Firmware upgrade from 
Honeywell Cloud

LAN1
443
(Client)

AMQP over web 
sockets
(LAN1)

Forge IOT Hub Connection - For sending 
point data to Honeywell cloud and 
accepting commands from the cloud

LAN2 
8883
(Client)

MQTTS
(LAN2)

LoRaWAN Hub and the Gateway 
connection for normal operations

LAN2
443
(Client)

HTTPS
(LAN2)

LoRaWAN Hub and the Gateway 
connection for initial configuration of Hub

Wi- Fi
443
(Server)

HTTPS
(Over Wi-Fi)

Mobile App to the Gateway for initial 
configuration

Wi-Fi 47808
BACnet with custom 
TLS layer
(over Wi-Fi)

Thermostat and Smart I/O will 
communicate with the Gateway

LAN2
53/5353
(Server)

DNS
Local DNS for LoRaWAN Hub to resolve 
the Gateway’s domain name

Wi-Fi
53/5353
(Server)

DNS
Local DNS for Mobile app to resolve the 
Gateway’s DNS

LAN1
53/5353
(Client)

DNS
The Gateway to resolve domain for Forge 
IOT Hub Connection

LAN1
67
(Client)

DHCP
The Gateway to request Network IP using 
DHCP

LAN2
67
(Server)

DHCP
The Gateway to assign IP to LoRaWAN 
Hub

Wi-Fi
67
(Server)

DHCP

The Gateway to assign IP to Mobile app, 
Thermostat, Smart I/O only when the 
Gateway is configured in Access Point 
mode
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• SaMBa Gateway has secure boot feature which ensures that only an encrypted 
and signed firmware image released by Honeywell can be installed in the 
Gateway. Gateway firmware is automatically updated OTA (Over-the-air) by 
downloading the image from Honeywell cloud using a secure mechanism 

• Honeywell Connect Mobile app used by the installer to configure the Gateway, 
will force the Gateway's default SSID and password to be changed before the 
Gateway can send data to cloud. 

• Installer must follow SSID and password policies as mentioned in the mobile 
app section.

• The Gateway Ethernet port 1 (LAN1) must be used to connect to internet. 
Ethernet Port 2 (LAN2) should be used to connect to LoRaWAN Hub which is a 
3rd party component.  

• The Gateway Wi-Fi by default will be in Access Point mode. 

• The Gateway to cloud communication is secured using port 443 (https).

• The Gateway collects debug logs of local system events which is pushed to the 
cloud periodically. 

• SaMBa Gateway does not collect or store any PII data.  

Thermostat (TC500A-N/TC500A-W)
The TC500A-N/TC500A-W thermostat supports secure boot feature to ensure that 
it only runs Honeywell signed firmware. The Gateway downloads the firmware from 
Honeywell cloud and pushes the same over secure BACnet connection. 

User Roles / Access levels:
SaMBa thermostat supports 4 built-in user roles or access levels that can be used 
to control the information displayed on the thermostat as well as the parameters 
that can be changed. Access can be restricted by configuring unique passcodes for 
these roles/access levels. Configure the corresponding user roles based on site 
requirement.

The following access levels are supported:

PIN codes can be configured to differentiate user roles in order to control access.

Visitor Allows thermostat users to view the setpoint and indoor 
temperature

Basic User
Allows basic control such as set point changes, screen brightness. This 
can be configured to allow users like store clerks, receptionist to make 
minor adjustments

Advanced User
Allows advanced control such as system overrides, schedule changes 
along with basic configuration. This is typically used for users such as a 
store manager or business owner

Installer
The highest level and can be used to control all elements of thermostat, 
including advanced configuration
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Thermostat doesn't store or process any personal data.

Smart I/O (IO-10MIXR-NEW/IO-10MIXR-WE)
• Smart I/O supports secure boot feature to ensure that it only runs Honeywell 

signed firmware. The Gateway downloads the firmware from Honeywell cloud 
and pushes the same over secure BACnet connection. 

• Secure communication:  Smart I/O will connect to SaMBa Gateway vis SSID and 
password which is configured for SaMBa Gateway. Please refer to SaMBa 
Gateway section for SSID and password configuration.

• Communication between Smart I/O and SaMBa Gateway uses secure TLS 
communication. The devices use Honeywell-issued PKI certificates to mutually 
authenticate each other. The BACnet messages exchanges between the devices 
are also encrypted.

• If the Smart I/O needs to be decommissioned / removed from the system, then 
a factory reset must be performed to restore the device back to factory state. In 
this state the device can be reconfigured or installed/connected to another 
Gateway.

LoRaWAN Sensor 
• Communication between Sensor and Hub happens over LoRaWAN network that 

uses AES 128-bit encryption. The key for this encryption is derived as part of 
Sensor joining process. The key is valid only for that session. The Sensor shares 
the measured values like temperature, humidity, ambient light etc based on the 
Senor type, with the Hub. The Hub in turn shares those data with SaMBa 
Gateway. 

• Communication between the SaMBa Gateway and the Hub uses TLS for mutual 
authentication and encryption of data. 

• No remote security updates and patches are provided for Sensor. If there is a 
need, then the whole Sensor unit need to be replaced. 

• When a Sensor needs to be decommissioned / removed from the system, simply 
power off the Sensor and use the mobile app to delete the Sensor from the 
Device list and reconfigure the Hub and SaMBa Gateway.

LoRaWAN Hub 
• Make sure the Hub is not tampered with before installing and connecting to the 

Gateway. 

• If the default settings / configurations shipped from factory are modified, then 
the Hub installation process may not complete successfully.

• When the Hub is configured using the Honeywell Connect Mobile app, the 
commissioning process sets up both the Hub and the Gateway to communicate 
with each other in a secure manner
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• Hub and the Gateway communicate over HTTPS (Port 443) and MQTTS (Port 
8883). Both the Hub and the Gateway verify server certificates and authenticate 
themselves using user id and password that is generated randomly by Mobile 
App as part of commissioning. 

• A Hub that is installed in this manner cannot be moved and connected to 
another Gateway as the secure communication configuration in the Hub is tied 
to the specific Gateway.

• If the Hub needs to be moved and connected to a different SaMBa Gateway, the 
user can press the reset button for 5 to 15 sec to restore Hub to factory defaults. 
After this reset, the mobile app can be used to configure the Hub as part of 
another system.

Warning:  PRESSING THE RESET BUTTON FOR MORE THAN 30 SECONDS WILL MAKE THE HUB 
UNUSABLE 

• LoRaWAN Hub is configured as a public LoRaWAN Hub, this means that the 
Hub will not use any communication mechanisms outside LoRaWAN 
specification. 

• While configuring the Hub, mobile app communicates with the Hub via SaMBa 
Gateway using end to end HTTPS protocol. This means all the security related 
information stored in the Hub, are transferred via a secure communication 
channel from mobile app to Hub. 

• For every LoRaWAN Sensor configured in the mobile app, the mobile app 
configures an AppKey that is unique to each Sensor. LoRaWAN Hub 
authenticates each Sensor using this AppKey. 

• Hub and Sensor derive session keys using the AppKey as per LoRaWAN 
standards to establishes an AES -128-bit secure communication channel.

Honeywell Connect Mobile App (HCM) for iOS and Android
Honeywell Connect Mobile App requires user credentials to login and acceptance 
of EULA and Honeywell Privacy Notice from user to start using the app.

TLS 1.2 is used for all communications to make data exchange secure. Communi-
cation between Gateway and mobile app is secured by PKI based digital certificate 
issued by Honeywell Certificate Authority. Digital certificate will be downloaded 
automatically if it is expired or revoked.

To make first-time system set-up simpler, all the devices (Gateway, Thermostat, 
Smart I/O) will connect automatically using a default SSID/Password pair provided 
from factory. The default SSID is samba_Wi-Fi. In order to ensure secure communi-
cation this default SSID/Password must be changed during the site handover pro-
cess other no site data will be sent to Honeywell cloud.

All password fields are masked for security purpose. User will not be able to see 
password that they are typing. User will also need to follow below mentioned pass-
word rules while trying to change the default password

• Minimum password length: 12 chars, Maximum password length 64 char
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• Must have one capital, one small, one special char from English alphabet

The Honeywell Connect Mobile app HCM, provides option to connect to Smart I/O 
using BLE interface. To simplify BLE connection the app is designed to connect 
using Open BLE which means no pin or password is needed to pair the BLE con-
nection. User can use this option to quickly set the SSID Password to a new device 
so that new device can be added to existing network without any hassle. 

The BLE feature in Smart I/O module must be turned on when using the mobile 
App to change network configuration. BLE is disabled by default. Note that Smart 
I/O will automatically disable the BLE function when mobile app stops communi-
cating with the device after changing SSID/Password. When there is no BLE con-
nection, it times out after 3 minutes.

App will not record or store any personally identifiable data. App uses role-based 
user privilege to verify access to any resource. 

For security purpose it is advisable that user should not stay logged in for longer 
time period instead they should re-login every 12 hours. The application will logout 
the user automatically after 12 hours. 

Users can use the mobile app in offline mode, but to use the application in offline 
mode they need to login to the application and lock the site that is intended to be 
used offline.

App will have option to update to latest releases from the respective Play Store/App 
Store. It is recommended to download the latest patches and releases from google 
play store/ Apple App Store only. 
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FAQ

Topic Question Answer

Data Related

What kind of data is stored in 
SaMBa cloud?

SaMBa cloud stores the details about the customers 
organization including the logical hierarchy/grouping of sites, 
the site model which includes the list of devices installed in the 
site and details about list of users, their permissions and access 
to specific sites. The cloud also stores the point history data 
and any alarms detected and reported from the site.

Who has access to this data?

Only those users who are assigned to an organisation or a site 
through the SaMBa user management portal will be able to 
access the site data.

Users will not be able to access data from sites that they are not 
assigned to.

Access is also restricted based on roles assigned to users.

Honeywell technical support team will also be able to access 
data present in the cloud in order to provide technical support 
and respond to any issues reported by customers.

Is this data shared with any 
3rd party providers? No, data stored in cloud is never shared with any 3rd parties.

Data Storage 
& Data 
Recovery

Is the data replicated 
anywhere outside the USA?

No all site data is store in the US or Europe instance 
respectively. If the site is ‘provisioned’/connected to the US 
instance, then all data from that site in only stored in the US 
instance

Where are the Primary and DR 
locations of the SaMBa cloud?

Primary data center for US is Microsoft US-East datacentre.
Backup/recovery location is Microsoft US-West datacentre.

Is there a Disaster Recovery 
plan in place? Yes



12 SaMBa Cyber Security Manual

Access 
Related

Is MFA being utilized for 
access?  If yes, what parts of 
the solution today use MFA?

Yes, MFA is used for the following specific purposes-For 
password recovery: Users are provided a self-service password 
recovery mechanism. This mechanism uses MFA to 
authenticate the user before allowing password reset.

All Honeywell Admin / tech support access to the cloud 
infrastructure is controlled through multi-factor 
authentication.

Note that normal day-to-day access (login) to the system does 
not use MFA for usability consideration

Will Honeywell have access to 
critical data?

Yes, Honeywell tech support (L1/L2 support) will have access 
to system data.

Firmware 
Details

Please provide details on 
firmware/OS for these 
building IoT devices [Linux/
Win]?

The SaMBa Gateway runs Yocto Linux version 4.14.184.

The SaMBa thermostat and Smart I/O module run free RTOS 
version 10.2.1.

The firmware images are signed and encrypted and stored in 
secure Honeywell Cloud storage. The Gateway uses secure 
(authenticated, encrypted) mechanism to download the images 
from the cloud.

Encryption & 
Firewall

What are the security 
capabilities of the firewall 
included in the digital modem 
device?

The firewall blocks all ports except those that are needed/
applicable for a given network interface. See The Gateway 
Firewall table.

What are the mechanisms for 
securing the SaMBa client?

SaMBa browser client that is used to access the SaMBa 
supervisor web portal uses secure communication (HTTPS/
TLS) to connect to the cloud.

SaMBa browser client implements an inactivity timeout that 
ensure user is logged out if there is no activity.

What are the authentication 
mechanisms into the SaMBa 
cloud?

SaMBa uses industry standard OAuth2.0 and OpenID connect 
mechanisms to authenticate users accessing the system

What is the as build plan to 
provide physical security for 
the SaMBa system?

SaMBa system if hosted in Microsoft Azure data centers and is 
protected by Microsoft terms of service.

There is no software installed in customers premises that 
requires physical security.

Topic Question Answer
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Network 
Proxy, 
Firewall, & 
IDS/IPS

Where will the firewalls be 
installed in the network (DMZ, 
Carrier network etc.)?

There are no separate firewalls installed in the network. The 
SaMBa Gateway has built-in firewalls.

Are there network IDS/IPS 
being installed? No

How will the network 
elements (firewalls, routers 
etc.) be managed remotely 
and locally (Out of band 
network, jump host, VPN 
etc.)?

The SaMBa Gateway firmware is remote update through a 
secure OTA (Over-the-Air) update mechanism

What type of secure access 
mechanism will be utilized for 
remote management of these 
devices (ssh, MFA, ACL based 
access etc.)

The Forge Firmware management service is accessible only to 
specific admins and access is controlled through role-based 
authorisation. Only these individuals will be able to upload new 
firmware images that are pushed to Honeywell device.

What type of logs will be 
generated by these network 
elements? 

The SaMBa Gateway generates debug logs used for 
troubleshooting operation /system behavior issues.

How will these logs be stored, 
transported, accessed and 
what will be their retention 
period?

The logs will be retained for a minimum of 6 months. The logs 
are transferred to Honeywell cloud using secure TLS based 
mechanism and are also stored in a secure storage in the 
Honeywell cloud.

What are the supported 
encryption Capabilities?

SaMBa supports data Encryption in transit, Encryption at rest 
and Encryption of backups. All data is encrypted at Rest and in 
transit. See Data Encryption Capabilities for details.

Apart from the API based 
access are there any network 
level segmentation to secure 
zone the SaMBa system?

The SaMBa Gateway isolates the devices connected on each of 
its interface. For example, SaMBa devices that are connected to 
the Gateway’s Wi-Fi interface are physically isolated from the 
devices connected on LAN2 as well from internet facing LAN1. 
Any communication between they isolated portions of the 
system is only enabled through manual configuration enabled 
via the SaMBa deploy app

For the data at rest encryption 
who maintains the keys and 
where are they stored?

The keys, certificates and other secrets used by system are 
maintained by a restricted number of administrators from the 
Honeywell Digital Ops team.

Topic Question Answer
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Patching & 
Upgrade

What is the process for 
patching and maintenance of 
the SaMBa system and client?

SaMBa cloud software is periodically updated as new features, 
bug fixes and enhancements are implemented. Honeywell 
follows standard agile incremental delivery model to keep 
software up to date.

The firmware for the devices is automatically updated OTA 
(Over-the-air).

App will have option to update to latest releases from the 
respective Play Store/App Store. It is recommended to 
download the latest patches and releases from google play 
store/ Apple App Store only

Are there capabilities in the 
solution to update the devices 
remotely[y/n]?  If yes, how.

Yes. The SaMBa Gateway automatically downloads latest 
firmware upgrades and installs the same. The Gateway also 
downloads firmware upgrades for SaMBa thermostat and 
Smart IO module.

Wi-Fi/
Cellular 
network 
related Wi-Fi 
devices

What enterprise 
authentication mechanism(s) 
is being used? 

WPA2 – Personal is used

Is 256-bit encryption being 
utilized for Wi-Fi? Yes

Will there be a VPN client (e.g., 
Netmotion) installed on the 
Wi-Fi connected devices?

No, there is no VPN installed in the SaMBa Gateway or other 
SaMBa device

Will these mobile devices be 
managed via some sort of 
MDM platform? (e.g., 
AirWatch)

No

Is “all” data leaving the 
connected device going 
through a VPN tunnel?

No VPN tunnel is used. The Gateway sends data to the cloud 
using secure TLS based connections

If not, what applications are 
sending traffic outside of the 
tunnel?

The SaMBa Gateway runs the Forge cloud connection 
application which connects to sends data securely to 
Honeywell Forge cloud endpoints.

Is a WIPS/IDS solution being 
utilized for Wi-Fi 
connectivity?

No

Is cellular connectivity being 
utilized as part of the 
network?

No

Topic Question Answer
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Monitoring

Are there any health check 
features that can be 
implemented for the SaMBa 
Gateway?

The Gateway has built-in watchdog mechanism for monitoring 
health of internal services

There is no mechanism available for customers to install 
additional health checks or services.

What is the as build plan to 
detect and respond to any 
unauthorized access to the 
SaMBa system data from 
other customers?

Honeywell has a standard PSIRT process to respond to security 
incidents. See Product Security Incident Response Team 
(PSIRT).

For the internet access 
requirements is the plan to 
use 3G/4G capable modems 
or use corporate shared 
internet?

Either of the options can be used based on the site capabilities 
and requirements. SaMBa Gateway or system does not enforce 
a particular type of network. Both static and DHCP IP 
addressing mechanisms are supported

Regulations 
related

Are there any regulations 
(e.g., HIPPA, PCI etc.) that the 
devices and network must 
comply to?

No

Is the data classified (e.g., 
restricted, sensitive, non-
restricted) by agency? 

No 

Is Vulnerability scans done for 
SaMBa? How frequently are 
the scans performed and is 
Honeywell Open share the 
result?

Scans are performed frequently. Scan results can be shared on 
a need basis after approval from internal cyber security team.

Topic Question Answer
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