Honeywell

MAXPRO® Mobile app for Remote Access to
a MAXPRO NVR Application Note

This document describes how to connect to a MAXPRO® NVR using the MAXPRO® Mobile app
onan Apple® or Android™ mobile device. It also covers how to use the MAXPRO Mobile app for

remote live video viewing, searching for recorded video, taking snapshots for forensic purposes,
and other daily tasks.

MAXPRO Mobile app Installation

The MAXPRO Mobile app is compatible with all MAXPRO NVRs.

Minimum Requirements

The MAXPRO Mobile app minimum requirements are:

= AppleiPad, iPhone, and iPod touch running IOS 3.2 and later
= Android phones and tablets running v2.2 and later

= Internet connection to the MAXPRO NVR

=  Wifi or 3G connection for the Apple or Android device

Installing the MAXPRO Mobile app

To install the MAXPRO Mobile app on your mobile device:
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2 | MAXPRO® Mobile app for Remote Access to a MAXPRO NVR

1. Download the app by searching for MAXPRO Mobile from the appropriate mobile app
store, either the Apple App Store or the Google Play Store (https://play.google.com/).

Apple mobile device Android mobile device

Al 2:47 PM

Lo

'Semngs Play Store Ji Advanced My Files

™ pu 8

Gmail ShootMe

Game Center  Settings Skype

o >3

Music Mail Safari Videos

2. When the application is successfully installed, the Honeywell MAXPRO Mobile icon
appears on the device.

Apple mobile device Android mobile device

= 11188 11:16 AM
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MAXPRO NVR Update

Note  If your MAXPRO NVR has the MAXPRO NVR Mobile server
software pre-installed, the desktop icon is on your desktop (&
Please proceed to Typical Network Configuration and Settings, on
page 5.

If the MAXPRO NVR Mobile server software is not pre-installed (you do
not have the desktop icon), please follow the instructions in Installing the
MAXPRO NVR Mobile Software Update on the NVR.

Installing the MAXPRO NVR Mobile Software Update on the NVR

To install the most current MAXPRO NVR Mobile software on the NVR:

1. Check for the latest software update from the Download Center at
https://www.hascim.com/cim/FilesAndDrivers/NVR.aspx. Download the most current file
to your NVR.

2. Onthe MAXPRO NVR, double-click the MAXPRO NVR Mobile Setup file and then follow the
InstallShield Wizard.

Welcome to the InstallShield Wizard for
MAXPRO® NVR Mobile

The InstallShield(R) Wizard will install MAXPRO®E NVR Mobile on
your computer. To continue, dick Mext.

WWARNING: This program is protected by copyright law and
international treaties.
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3. Accept the terms in the license agreement and then click Next.

License Agreement

Flease read the following license agreement carefully.

Global Notice= and Trademarks
Copyright
Copyright 2005-2011 by Honeywell International Inc.

[amz] »

While this information iz presented in good faith and
believed to be accurate, Honeywell disclaims the implied
warranties of merchantability and fitness for a
particular purpose and makes no express warranties
except as may be stated in its written agreement with
and for its customers. In no event i=s Honeywell liable

i I R . [P S L

1 I do not accept the terms in the license agreement

Installshield

[ <gak || mext> |[ caneel |

4. On the Service User Details dialog, set up the service account as follows:

Note  The values listed in step a to step ¢ below are the factory default values. These
instructions assume that the default values have not been previously
user-modified. For non-default values, please use the Windows User name and
Password.

In the Domain/Computer Name drop-down list, select MAXPRO-NVR.
In the User Name field, type in administrator.

In the Password field, type in Password1 (case sensitive).

Click Next.

e o T p

Service User Details

Enter the User Mame and Password of Service account.

Select the

Domain/Computer Name: [MAXPRG‘NVR

Enter the User Name: Iadminish’amr

Enter the Password: |uouuu

Installshield
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5. Follow the InstallShield Wizard to complete the application setup.

Installing MAXPRO® NVR Mobile
The program features you selected are being installed.

[d| Please wait while the InstaliShield Wizard installs MAXPRO® NVR. Mobile.
This may take several minutes,

Status:

Installshield

InstallShield Wizard Completed

The Installshield Wizard has successfully installed MAXPRO®
NVR Mobile, Click Finish to exit the wizard.

[Z] Show the Windows Installer log

Typical Network Configuration and Settings

Figure 1 shows a typical system setup. In applications where the mobile device connects to the
MAXPRO NVR through a public router, you must configure port forwarding on the router as
shown in Table 1. Please contact your Network Administrator for assistance.
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Figure 1 System Diagram
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Note  Up to three mobile devices can be used simultaneously to view video from the
NVR.

Note  The default port for the Mobile app on MAXPRO NVR is 80. See Appendix:
Changing Default Port 80 for the MAXPRO Mobile app for instructions on how to
change the port number if Port 80 is already used or if there is more than one
MAXPRO NVR behind the router in the network.
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Table 1 Port Forwarding

Public Router IP Address External Port MAXPRO NVR IP Address

Internal Port
T4 .XXX 80

192.168.1.101 80

Creating Users for the MAXPRO Mobile app

The MAXPRO Mobile app uses a non-Windows authentication. You need to create
non-Windows users to allow access from authorized mobile device users. To add a user:

1. Launch MAXPRO NVR (double-click the MAXPRO NVR icon on your desktop).
2. On the Configurator tab, select the User tab, then click Add at the bottom.

MAXPRO NVR - B %
Viewer Configurator Search

ADMINISTRATOR 82 ~

Configure system users and camera associstion
User

[[] UserName User Description Role Password IsWindowsUser  Email Address
[ admin Administrator NVRAdminisirator B
[F Administrator NVRA |
(=] ) — — — — ———

Association of Cameras to User / Selection of events for email notification
Camerz & | Recorder Event A

Input Event. | Camera Event Association

Available List

Associated List
Tl Camers Name

1 Camera Name
[F] HD3MDIH-001F550BAFAT

[[] HD3MDIP-001F550B1637

] ACUIX-B00A13000000

® ® [MAXPRO-NVR] 2 dlip Export

NVRAdministrator

Alarm(s) (37) 11:40:28 AM

a. Double-click User2 in the User Name column. Type in a name for the MAXPRO
Mobile user.
This is the name that will be used to log on to the mobile device to connect to the
MAXPRO NVR.

b.

(Optional) Double-click in the User Description column to add an appropriate
description (for example, Mobile app operator).
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C.

In the Role drop-down list, select the appropriate user permission (for example,
Operator, as shown above).

Selecting the Cameras to be Remotely Viewed
3.

Provide access for the MAXPRO Mobile user to selected cameras, as required.
a.

Associated List.
b. Click Save.

Select cameras in the Available List, then click the right arrow to move them to the

MAXPRO NVR
Viewer Configurator Search

- [ %
ADMINISTRATOR 82 ~

Configure system users and camera associstion

User
[[] UserName User Description Role Password IsWindowsUser  Email Address
[0 admin Administrator

NVRAdminisirator B
[C] Administrator Administrator NVRAdministrator

[Ed]
T I e e

Association of Cameras to User / Selection of events for email notification
Camerz & | Recorder Event

ion | Input Event | Camera Event Association |

Available List ﬁ Associated List
il

Camers Name 1

HD3MDIH-001F550BAFAT

Camera Name.

HD3MDIP-001F55081637

,,,,,,,,,,,, [#] ACUIX-000413000000
[

® ® [MAXPRO-NVR]

@ Clip Export  NVRAdministrator

Alarm(s) (37)  11:44:08 AM

Adding the MAXPRO NVR to the MAXPRO Mobile app

In the MAXPRO Mobile app, you must add the MAXPRO NVR so that you can view video.

1. Launch MAXPRO Mobile by tapping on your mobile device.
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2.

3.

Before you log on:

Apple mobile device

Android mobile device

Tap Setup in the top left hand corner.

iPod 10:19 AM

Setup

MAXPRO® Mobile

o @

Tap the cog wheel in the top left hand
corner.

cE=® 2 (8 2:50 PM
‘ c., MAXPRO® Mobile

Enter your Username

Password

Connect +” Remember

Me

Add an NVR:

Apple mobile device

Android mobile device

Tap the MAXPRO® NVR tab, then click
Add NVR.

iPod 10:20 AM =™

Add NVR

Tap MAXPRO® NVR, then on the next
screen, tap the Plus sign.

J Ent

MAXPRO® Cloud

: Enter Maxpro Cloud URL V

MZ;RO@ NVR
Ent

v g Er
MAXPRO® NVR

Z 11| (8 2:50 PM1

P A 2T 2Y 2V oV o AW aN
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4. Set up the MAXPRO NVR.
a. Inthe Name field, enter the name of the unit to which you wish to connect.
b. Inthe IP Address field, type the address of the unit.
c. Click Save.

Apple mobile device Android mobile device
Tap Setup in the top left hand corner. Tap the cog wheel in the top left hand
corner.

2 18 11:18 AM

RapicEye Seryer | MAXPROSWeb Saver

Name

Office

IP Address
‘ 74.X.X.X

5. The name and IP address of the NVR populates. Tap the name to enable the NVR (check
mark displays).

6. To return to the log on dialog:

Apple mobile device Android mobile device

Tap Setup. Tap the Back arrow.

= 4l 2:58 Pm

MAXPRO® Mobile

RapidEye Server

J Enter RapidEye Server URL «
MAXPRO® Cloud

3 Enter Maxpro Cloud URL V
MAXPRO® NVR

Office
9 T4.X.X.X V

Add NVA

ZEF A A 2V 2V oW o SV a3
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Note  You must set the IP Address field to <IP:PORT=> in the Add NVR option if you
decide to open a different port on the router for the MAXPRO Mobile server. For
more information, see Appendix: Changing Default Port 80 for the MAXPRO
Mobile app.

7. Logon:

a. Inthe UserName field enter the name that was created for the mobile device user in
MAXPRO NVR (see Creating Users for the MAXPRO Mobile app on page 7).

b. Inthe Password field enter the appropriate password.
Tap Done.
d. Tap Connect.

Apple mobile device Android mobile device

cE=G 2 (@ 3:01PM

24 MAXPRO® Mobile

Me

Version 2.1.0.0

The live view displays (see Using the MAXPRO Mobile app).
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Using the MAXPRO Mobile app

The MAXPRO® Mobile app allows you to connect to a MAXPRO NVR from a remote location.
Use the app to perform common daily tasks such as:

= Live video viewing
= Zooming in for full screen viewing
= Playback or searching for video clips by date and time

= Taking a snapshot of a recorded frame

www.honeywellvideo.com



Live Video Viewing

The MAXPRO® Mobile app features a single camera or multiple camera view. When you
Connect, the live view screen displays in the default quad view as shown below. It may take a
few seconds for the cameras to be discovered. The cameras that were associated with the
mobile app user (see Selecting the Cameras to be Remotely Viewed) are listed at the bottom in
the Camera List panel.

Apple mobile device Android mobile device

11:10 AM

MAXPRO® NVR

=< ] = 1|09 3:05 PM
MAXPRO® NVR ¢

S | S | =
Honeywell § Honeywell | Honeywell | Honeywell | Honeywel 6 Ml ’ 9

Legend Legend

© SnapShot © SnapShot

® Time search/Playback ® Time search/Playback

© Delete camera view © Delete camera view

@O Hide camera list ® Connected camera

©® Connected camera list

list
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To view live video, tap and drag a camera box in the Camera List to a viewing panel in the quad
view, as shown below.

Apple mobile device Android mobile device

<] 2 il (W 3:10 P
MAXPRO® NVR "
j e :

Logout MAXPRO® NVR

CAM-0000 A
10:10:57

bsMDIP-001FE50R 1715
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Viewing Live Video in Full Screen Mode

Double-tap on one panel in the quad view to view the video from that channel in full screen
mode. To return to quad view, double-tap on the panel again.

Apple mobile device Android mobile device

11:12 AM

[Panel 2/4]

=@ = Tl 3:12PM

MAXPRO® NVR ¢

00

CAM-0000 A
10:12:47

=

MDIP-001 FE80B1713
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Hiding the Camera List

To hide the camera thumbnails in the Camera List at the bottom, tap . The icon
turns to Show Camera List. Tap it again to show the camera thumbnails.

Apple mobile device Android mobile device

Note This feature is not currently available on an
Android mobile device.

11:13 AM

MAXPRONVR

Removing a Camera from Live View

To remove video from one channel on the viewing display, tap underneath that panel.

www.honeywellvideo.com



Searching for Recorded Video and Playback

To search for recorded video from one channel on the video display:

Task Apple mobile device Android mobile device
1. To setthe search Tap G underneath that Tap “ underneath that
parameters: panel. The date/time wheel panel. The date/time keypad
displays. displays.

iPod =

Wed 25 Jul

ioday

Fri 27 Jul

2. To select a specific date: Swipe the date wheel Tap the + or - under the date,
downwards OR
Tap the number and enter the
desired date.

3. To select a specific time: Swipe the hour, minute, and  Tap the + or - under the time,
AM/PM wheels downwards. OR
Tap the number and enter the
desired time.

4. To play back the video  a. Tapu under the wheel. Tap Search.

starting from the date b. Tap m to turn off the
and time selected: .
date/time wheel.
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Taking a SnapShot

. . e .
To take a snapshot of the current video frame in a panel, tap under that panel. This feature
is available in both 2x2 mode and full screen mode.

Emailing a SnapShot

The snapshot image can be sent by email:

Apple mobile device Android mobile device
1. Tap Photos Album to open the photo Open file explorer and browse to the path
library. /mnt/sdcard where the snapshot images
are stored.
2. Select the desired image. Select the desired image.
3. a. Tap the forward icon. a. Tap the screen to open the Menu.
b. Tap Email Photo. b. Tap Share and then tap Email.

www.honeywellvideo.com
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Appendix: Changing Default Port 80 for the
MAXPRO Mobile app

Changing the default Port 80 for the MAXPRO Mobile app is a three step process:
1. Changing port 80 on the MAXPRO NVR.
2. Enabling the new port number in the NVR Windows firewall.

3. Using the changed port in the MAXPRO Mobile app.

Step 1: Changing the Default Port 80 on the MAXPRO NVR

By default, Port 80 is configured for the MAXPRO Mobile app to connect to the NVR. If you need
to modify the default port, use the following procedure.

Note If you require further assistance, please contact your Network Administrator.

1. From the Windows Start menu, select Run. In the Open field, enter inetmgr, then click
OK.

= Type the name of a program, folder, document, or Internet

resource, and Windows will open it for you.

Open: | inetmgr 7

¥ This task will be created with administrative privileges.

[ oc ][ cancd || Browse.
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2. Inthe Connections panel, expand Sites until you see Default Web Site.

File  View Help

m 0’;! Sites
-5 MARPRO-WVR MAXPRO-RVRAGInStoton) | | e S i A R Mo Groveng
Name D Status Binding Path

&/ Sites
» 43 Default Web Site

{0 Defouit Web Site 1 Started (.. =80 (nttp), 808+ (nettcp).” (nek.pie,  Seoystembrivesainetpubiwwwroot

&

@G [@ » MAXPRO-NVR » Sites » Def
File View Help

G oS

L

4 a§ MAXPRO-NVR (MAXPRO-NVR\Administrator)

ault Web Site »

0 Default Web Site Home

- BlGe - & : -
3 Application Pools Filter: #1Go - ShowAll | Groupby: Area Bl
4-[&] Sites ASP.NET
b @D e i & = f = = -8
o Bxplore =) & & ¢ It = 9 = )
Edit Permissions... NET NET {NET Error NET ({NET Profile .NET Trust Application Connection
Authorizat.. Compilation  Pages  Globalization Levels Settings Strings
& Add Application... _
o Add Virtual Directory.. ;E( & Q}__
Edit Bindings... | Machine ey  Pagesand  Session State SMTP E-mail
Controls
Manage Web Site »

4. On the Site Bindings dialog, highlight Port 80, then click Edit ....

nettcp 808~ it
net.m... localhost =
msm... localhost Browse
| T ] »

5. On the Edit Site Binding dialog, change default http port number 80 as required, then
click OK.

Edit Site Binding

Type: 1P address:
http ~ | All Unassigned

Host name:

Example: www.contoso.com or marketing.contoso.com

www.honeywellvideo.com



Appendix: Changing Default Port 80 for the MAXPRO Mobile app | 21

Note  Use only unreserved port numbers (1024 to 49151). To avoid port conflict, do not
use port numbers 10000, 20007, 20009, 20010, 20081, and 26026 as they are

already reserved for other use.

Step 2: Configuring the Firewall

Configuring the firewall consists of setting inbound and outbound firewall rules for the MAXPRO
Mobile app port.

Setting Up Inbound Firewall Rules

1. In Windows, navigate to Start » Control Panel » System and Security » Windows
Firewall > Advanced settings » Inbound Rules. Select New Rule ....

2. The Rule Type screen appears. Select the Port radio button and then click Next.

| Mew Inbound Rule Wizard @

Rule Type
|| Select the type of frewall wie to create.

Steps:
» Fule Type Wihat typs of ns would you liks to create?
@ Protocal and Ports
@ Action T B
o Ruke that controls connections for @ program.
@ Name @ Port
Rule that controls connections fora TCP or UDF pat.
) Predefined:
BITS Peercaching
Rule that controls connections for a Windews experience
(71 Custom

Custom rule

Leam more about s types

™
I

3. The Protocol and Ports screen appears.
a. Select the TCP and Specific Local Ports radio buttons (as shown below).

b. Enter the appropriate port number (port 1024 in this example).
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c. Click Next.

Protocol and Ports
Specify the protocols and ports to which this nls applies.

Steps:

® e fype Doesthis e applyto TCP or UDP?

& Protocol and Ports

o Action

o Profie

N

@ liane Does this e apply to alllacal pors or specfic local ports?
) All local ports
@ Specific local ports: 1024

Bxample: 80, 443, 5000-5010

Lesm more abouit protocol and ports

] i) (o]

4. The Action screen appears. Select the Allow the connection radio button, then click Next.

Action

Specify the action to be taken when a connection matches the conditions specified in the nule.

Steps:

o Rl Type Wit action should b tsken when 3 connection matches the specfisd condions?

@ Protocol and Potts )

@ Allow the connection
8 ifcten This includes connections that are protected with [Psec 25 well as those are not
@ Frofie )
& () Allow the connection if it is secure

it This includss only connections that have been authenticated by using IPssc. Connsctions
will be secured using the seftings in IPsec properties and rules in the Connection Securty
R rodis

71 Block the connection

Leam more about actions

<Back || Net> | [ Cancel
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5. The Profile screen appears. Select the Domain, Private, and Public check boxes, then

click Next.

Profile

Steps:
@ Rue Type
@ Protocol and Ports
@ Agtion
@ Profile
.

Name

Specify the profiles for which this ule applies.

When doss this e apply?
[V Domain
Applies when a computeris connected to fts comorate domain

Private
Applies when & computer is connscted to a private network location

Public
Appiss vihen s compitsr s comnscted to 3 public rstwork Iocation

Leam more sbout profiles

[ <Beck [

Nex> | |

Cancel

6. The name screen appears. In the Name field, enter a name f

| s

Name

Steps:
@ Rue Type
@ Protocol and Ports
@ Agtion
@ Profie
.

Name

Specify the name and description of this rule

Name:

MAXPRO Mobile]

Description (optional):

or the rule. Click Finish.

< Back

[ ] |

Cancel
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Setting Up Outbound Firewall Rules

The procedure for setting outbound firewall rules is similar to that outlined in Setting Up Inbound
Firewall Rules.

1. In Windows, navigate to Start » Control Panel » System and Security » Windows
Firewall » Advanced settings » Outbound Rules.
Select New Rule ....

2. The Rule Type screen appears. Select the Port radio button, then click Next.

iNew Ouﬁmu_nd,RH]gW' 1
e O NN,

|| Rule Type

| Select the type of firewall rule to create:
|

Steps:
& Rule Type What type of rule would you like to create?

@ Protocol and Ports

@ Action 7 P
@ Frofile Ruls that controls cannections for a program
@ MName ® Port

Ruls that controls cannections for a TCP or UDP port.
) Predefined:

BITS Pesrcaching

Ruls that controls connections for a Windows axperisnce

) Custom
Custom rule

Leam more about nile types

< Back Next > Cancel

3. The Protocol and Ports screen appears.
a. Select the TCP and Specific Local Ports radio buttons (as shown below).
b. Enter the appropriate port number (port 1024 in this example).
c. Click Next.

(Cres e

l* Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:
@ Fue Type Does this rule apply to TCP or UDP?
@ Protocol and Ports @ ICP

@ Action © upP

@ Profile

@ Name

Does this rule apply to all remote ports or specific remate ports?

) All remote ports
@ Specific remote ports: 1024
Example: 80, 443, 5000-5010

Leam more about protocel and ports

<Back |[ Net> | [ Cancel
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4. The Action screen appears. Select the Allow the connection radio button, then click Next.

Action
Specify the action to be taken when a connection matches the conditions specied in the rule.

Steps:
o Fule Type What action should be taken when a connection matches the specied condtions?
@ Protacol and Ports -
@ Allow the connection
@ Action This includes connections that are protected with IPsec as wel as those ars not
@ Frofie )
" ) Allow the connection if it is secure
i This includes only connections that have been autherticated by using Psec. Connections
will be secured sing the sttings in |Pssc properties and rules in the Connsction Securty
Rule node:
omize-.. |
* Block the connection

Lesm more sboit actions

[ cBocc J[ Net> ][ Concel |

5. The Profile screen appears. Select the Domain, Private, and Public check boxes, then
click Next.

Profile
Specify the profiles for which this rule applies.

Steps:
@ Fule Type Vihen does this rule apply?
@ Protocol and Ports

@ Action [V Domain
& Profie Applies when a computer is connected to its comporate domain.
°

Nams Private
Applies when = computer is connicted to a private netwark location.

Public
Applies when a computer is connected to a public network location.

Leam more about profiles

<Back || Net> | [ Cancel
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6.

The name screen appears. In the Name field, enter a name for the rule. Click Finish.

{8 New Outboun Rule Wiz ==

e« & & & &

Name

Specify the name and description of this ule.

Steps:

Rule Type
Protocol and Ports

Action
Profile Name
MAXPRO Mobie]

Name

Description {optional):

[ <Back |[ Fnsh | [ Cancal |

Your inbound and outbound firewall rules are now set up.

Step 3: Changing the Port in the MAXPRO Mobile app

To change the port:

1.

2
3.
4

o

Launch MAXPRO Mobile by tapping on your mobile device.
Click Setup in the top left hand corner.
Select the MAXPRO NVR tab.

Set the IP Address field to </P:PORT>. For example, if the port was changed to 1024 with
the steps above, enter the IP Address as 74.x.x.x:1024.

Click Save.

Tap to the left of the name to enable the NVR (check mark displays). Click Setup to return
to the log on dialog.

www.honeywellvideo.com
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