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This document contains Honeywell proprietary information. Information contained herein is to be used solely for the
purpose submitted, and no part of this document or its contents shall be reproduced, published, or disclosed to a third

party without the express permission of Honeywell International.

HONEYWELL DISCLAIMS THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PURPOSE AND MAKES NO EXPRESS WARRANTIES EXCEPT AS MAY BE STATED IN ITS
WRITTEN AGREEMENT WITH AND FOR ITS CUSTOMER.

In no event is Honeywell liable to anyone for any direct, special, or consequential damages. The
information and specification in this document are subject to change without notice.
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ABOUT THIS DOCUMENT

This Technical Note explains about the mandatory security settings that needs to be performed on VMS R470
software application

*  MAXPRO® VMS R470 Online Help.

*  MAXPRO® VMS R470 Commissioning and Installation Guide.
e MAXPRO® VMS R470 Known Issues Bulletin.

*  MAXPRO® VMS R470 Troubleshooting Guide.

¢  MAXPRO® VMS R470 Operator’s Guide

*  MAXPRO® VMS R410 Localization Guide.

*  MAXPRO® VMS VMS High Availability Installation and
Configuration Guide.

*  MAXPROVMS Device Features Compatibility Matrix
*  MAXPROVMS_Alarm_Compatibility_Matrix.

*  MAXPROVMS_PTZ_Compatibility_Matrix.

*  MAXPROVMS_HW_SW_Compatibility_Matrix.

*  MAXPRO VMS Analytics Data Sheet.

*  MAXPRO® VMS R410 Server VMware ESXi Spec V2

¢  MAXPRO® VMS R410 SQL Server Installation Reference Guide.
pdf

Related documents

For information about updates to this bulletin, contact your nearest

SURECH Honeywell office or Technical Assistance Center.
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SECURING MAXPRO® VMS R470

INTRODUCTION
This notes explains about the mandatory security settings that needs to be performed on MAXPRO VMS R470.

In this technical notes...

Section See page...
Step 1: Create a new Service User and Deny log on 4
Step 2: Update the VMS services with new Service 5
user account Credentials

Step 3: Updating the Application pools in IIS 6
Step 4: SQL Permissions for VMS Service User (Only 7
for SQL Standard/Enterprise Edition)

Step 5: Restart all the services 7
Creating Windows Users and Mapping them to VMS 8
Operator group

Firewall Settings 13

STEP 1: CREATE A NEW SERVICE USER AND DENY LOG ON

1.

Click Start and navigate to Control Panel> All Control Panel ltems> User Accounts. The make changes
to your use account screen appears.

Click Manage Another account/Manage User Account link. The choose the account you would like to
change screen appears.

Click Create a New Account. The Name the account and choose the account type screen appears.
Type the New account name in the box provided. (For example VMSServiceUser2)

Click the Administrator option and then click the Create Account button. the newly created account is
displayed under choose the account you would like to change screen.

CREATING A PASSWORD FOR THE NEW SERVICE USER ACCOUNT.

1.

o v kW N

In the choose the account you would like to change screen, click the newly created account. (For example
VMSServiceUser2). The Make changes to xxxxx account screen appears.

Click Create a Password. The Create a password for xxxxx account screen appears.
Type the New Password in the box provided.

Confirm the Password in the box provided.

Type a Password Hint (Optional).

Click Create Password button.

DENYING LOG ON

1. In Run command window, type secpol.msc. The Local Security Policy window is displayed.
2. Inthe Console tree, double-click Local Policies, and then click User Rights Assignments.
3. Inthe Details pane, double-click deny log on locally.
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4. Click Add User or Group and then add the appropriate account (VMSServiceuser2) to the list of accounts
that possess the Logon as a service right.

5. Click Apply and then click OK.

STEP 2: UPDATE THE VMS SERVICES WITH NEW SERVICE USER ACCOUNT

CREDENTIALS
1. Launch the Services (Run > Services.msc.) window and Stop the following services in the order
mentioned:

e TrinityServer

*  TrinityController

* TrinityWatchDog

e TrinityScheduler

* TrinityJobScheduler

* TrinityAnalyticsService

* TrinityRecorderGroup

e TrinityRedundancyManager

e TrinityRedundancyController
2. Right-click on TrinityServer service and then click Properties. The TrinityServer Properties dialog appears.
3. Click the Logon tab.
4. Under This account option:

* Replace the Username from .\Administrator to .\VMSServiceUser2 which is created in Step 1:
Create a new Service User and Deny log on in Section .

* Type the Password which is created in Creating password for the new account section.
* Confirm the Password.
5. Click Apply and then click OK.

Note: If you are changing the username of a service for the first time then a service
Pop message The account xxxx has been granted the Log On As a
service right is displayed. Click OK to proceed.

6. Similarly repeat steps 2 through step 5 to update the account details for the following services.
*  TrinityController
* TrinityWatchDog
e TrinityScheduler
*  TrinityJobScheduler
* TrinityAnalyticsService
* TrinityRecorderGroup
¢ TrinityRedundancyManager
* TrinityRedundancyController
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7. After updating account details, restart the following services in the order mentioned.
e  TrinityServer
e TrinityController
* TrinityWatchDog
e TrinityScheduler
e TrinityJobScheduler
* TrinityAnalyticsService
*  TrinityRecorderGroup
¢ TrinityRedundancyManager
* TrinityRedundancyController

STEP 3: UPDATING THE APPLICATION POOLS IN IIS

1. Launch the Internet Information Services (IIS) Manager window. (Run > Inetmgr).

2. Under Connections pane expand the main node and then click the Application pools node.The list of
application pools are displayed in the Application Pools pane.

3. Click ISOM_Application and then under Actions pane > Edit Application Pool, click Advanced Settings
link. The Advanced Settings dialog appears.

4. Under Process Model node, click ldentity and then click the browse button,. The Application Pool Identity
dialog appears.

5. Under Custom account option, click the Set button. The Set Credentials dialog is displayed.

6. Type the User name (For example: VMSServiceUser2), Password which is created in Step 1: Create a new
Service User and Deny log on in Section and then Confirm the Password. Click OK.

7. Click OK in the Application Pool Identity box and Advanced Settings box.
8. Under Connections pane expand the Sites node and then navigate to Default Web site > Live4 node.

9. Under Actions pane > Manage Application/Browse Application, click Advanced Settings link. The
Advanced Settings dialog appears.

10. Under General, click Physical Path Credentials and then click the browse button. The Connect as dialog
appears.

11. Under Specific User option, click the Set button. The Set Credentials dialog is displayed.

12. Type the User name (For example: VMSServiceUser2), Password which is created in Step 1: Create a new
Service User and Deny log on in Section and then Confirm the Password. Click OK.

13. Click OK in the Connect as box and Advanced Settings box.

14. Similarly repeat the step 8 through step 13 for the following application under Sites > Default Web site
node.

¢ MaxproWeb
e MediaConverter
* Playback4
 UVISOM
15. Logoff and logon once again to the machine.
16. In the Run command box type the lISreset command to reset the IIS services.
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STEP 4: SQL PERMISSIONS FOR VMS SERVICE USER (ONLY FOR SQL
STANDARD/ENTERPRISE EDITION)

6
7
8.
9

10.

11.

Launch the SQL Server Management Studio.
Connect to SQL Server using Windows/SQL Authentication.

Navigate SQL Server/Machine Name > Security, right click on Login and then Select New Login. The
Login- New dialog box is displayed.

In Login New window, type VMSServiceUser2 in the Search box and then click the Search button. The
Select User Group dialog is displayed.

In the Enter the object name to select, type the VMSServiceUser2 and then click the Check Names
button. The VMS service user name is updated and displayed along with Machine. (For example: R15-
VMSPC\VMSServiceUser2) Where R15-VMSPC is machine name.)

Click OK in Select User Group dialog.

In the Login New window, click Windows authentication option. (By default this option is selected)
In the Select a Page pane, click Server Roles node.

Under Server Roles, select public and sysadmin check boxes.

In the Select a Page pane, click User Mapping node and then select the TrinityDatabase check box under
User mapped to this login area.

Click OK. The new login for VMSServiceUser2 is created.

STEP 5: RESTART ALL THE SERVICES

Check if all the below services are running after restarting the machine. Ensure that you manually restart
if any of the service is stopped.

e  TrinityServer

e TrinityController

* TrinityWatchDog

e TrinityScheduler

e TrinityJobScheduler

* TrinityAnalyticsService

* TrinityRecorderGroup

e TrinityRedundancyManager

TrinityRedundancyController
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CREATING WINDOWS USERS AND MAPPING THEM TO VMS OPERATOR
GROUP

Honeywell recommends you to create Windows user and map the same to VMS User Group. After performing the
below task operator privileges will have limited access and permissions.

Note: = VMS R470 Installation creates the VMSUSERGROUP in the machine.

Operator will get only Read and Execute permission on Honeywell folder.
Only administrators will have Full control permission on Honeywell folder.

CREATE A WINDOWS USER ACCOUNT
1. Navigate to Control Panel > All Control Panel Iltems > User Accounts. The Control panel Home screen
appears.

2. Click Manage Another account. The Choose the account you would like to change screen appears as
shown below.

[E=N R

@Qv\iﬁ » Control Panel » Al Control Panel ltems » User Accounts » Manage Accounts - [ |[ Search Controt Panet Pl

Choose the account you would like to change

[ gyl Administrator harika
| Administrator | Standard user
B  password protected Password protected

|e o Uset ||| Guest
Stendard user g
i Guest account is off
{ Passward protected o

Create

What is ount?

Additional things you can do
&) Set up Parental Controls
G to the main Us

5 AFIEIEILE]
3. Click Create a new account. The Name the account and Choose the Account Type screen appears as
shown below.
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[E=N N )

~ [ 3| [ search Controt Panet 2]

@Uv\&l‘ b Control Panel » All Control Panelltems b UserAccounts b Manage &ccounts » Create New Account

Name the account and choose an account type

This name will appear on the Welcome screen and on the Start menu.
Operator Test

® Standard user

Standard account users can use most software and change system settings that do not affect other users or
the security of the computer.

©) Administrator
Administrators have complete access to the computer and can make any desired changes, Based on
notification settings, administrators may be asked to provide their password or confirmation before
making changes that affect other users
We recommend that you pretect every account with a strong password.

Why is a standard account recommended?

e

A EIEIL 1E] S pe |
4. Type the name (Operator Test) and then select the Standard User option.

5. Click the Create Account button. The new account will be created and listed under Choose the account
you would like to change screen as shown below.

[E=N

[ 42 ][ Seareh Controt panei 2|

@U"y) » Control Panel » All Gontrol Panel terns » User &ccounts » Manage Accounts

Choose the account you would like to change

Administrator m harika
Administrator [l Standard user
Password protected (S Password protected
Operator Test | Nser.
S Standard user
{ \ Password protected

Guest
Guest account is off

Create a new account

What is a user account?

Additional things you can do
18 Set up Parental Controls

Go to the main User Accounts page

B =] K] T

MAP THE NEW ACCOUNT TO VMS OPERATOR GROUP

1. Choose Start > Computer and then right-click on the Computer to select Manage. The Computer
Management Screen is displayed.

2. Navigate to System Tools > Local Users and Groups > Users. The list of users are displayed on the right
pane as shown below.
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& Computer Management ==

File Action Wiew  Help
L1 Azl n RENENN 7|

& Computer Management (Lacal | Name Full Name Description [{Actioas
4 [} System Tools

@ Tosk Sched & administrator Administrator User s =
o (D Task Scheduler
» @ Eventviewer ¥ Guest Built-in account for guest access . NETone ¥
& Harika harika harika
b il Shared Folders
4 3 Local Users and Graups & Operator Test Operator Test
& e " & Operatorl Operatorl
2 Groups ey User
5 @) Performance et Userl

2 Device Manager
4 3 Storage
(4 Disk Management
b T Services and Applications

[ F——

3. Right-click on the user created in the above section (Operator Test) and then select Properties. The
Operator Test Properties dialog is displayed as shown below.

Show hidden icen:

A Computer Management (=& =]

File Action View Help

L 2|
A& Computer Management Local | Ny Full Nare Description |Actons
4 ff} Syster Toals & Administrator Administrator User Users -
b @ Tesk Scheduler il Guest Built-in account for quest access t.. More Acti »
> [ EvertViewer & Harika hatiks =
» @] Shared Falders Y e Operator Test Properties F— N
4 3 Local Users and Groups|| o 2Fo oo &5 PRIl [ Gererl | Mambe 01| Fioe]
) Users loperatort Operatort Henkei L Bafle Mare Actions »
[ Groups Huser e i
» @ Performance Fluser, Daetd & Cpmaeted

5 Device Manager
2 3 Storage

=7 Disk Managerment Full name: [Pperator Test
1y Services and Applications

Description:

User must change password al net logan
] User eannot change password
Password never expies
[T Account s disabled
Ascount s lacked out

=

L) F——

2 I NFIED

4. Click Member of tab and then click Add. The Select Groups dialog appears as shown below.

32em | |
3/16/2017
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Operator Test Properties @ w
Select Groups @

Select thiz ohject type:

Groups Object Types...

FErom thiz location:

Enter the object names to select [examples):

Check Mames

o ) Com)

Changes to a user's group membership
are ot effective until the next time the
usger logs on

5. Click Advanced. The Select Groups windows appears as shown below.

A Computer Management,

(=@ =]
File Action View Help
e AERE =]

& Computer Management (Local

Name Full Name Deseription

2 Actions ]
<1 %S‘T‘mkl””h“d ) & sedrinistrator User Users -
> (©) Task Scheduler
o [ Eventviewer Boe b Select Sraups ER Mare Actions ,
arika arika
> | Shared Fold s
3 3 Lo::us:vs::n i B operator Test Operator Test Select this ebject type: Operatar Test ~
T & Operator Operatorl Objest Types.. Mare &ctions y
| Groups & User User Fiom this location,
» (@) Performance B User Userl

MS-DEV [ Locatiors... |
4 Device Manager
4 22 Storage Common Queries

(59 Disk Management

= Name: Colurnrrs
b Fx Services and Applications Starts with
tiptior: | Stats with Find Now

Disabled sccounts Stop
Non expiing password

since last logon: =7

Search resuks 0K

Mame [RDN] In Folder

E| F——
326 PM 1

\’-e \ﬂm‘iﬂi} = 3/16/2017 |

6. Click Find Now to display the list of groups and then locate VMSUSERGROUP. Click OK. The group is
displayed under Select Groups dialog as shown below.

)
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A Computer Management o |[@ =
File Action View Help
LA 20|
;§?omputerManagement(anal Name Full Name Description Actions
4 |} Systern Tools & pdministrator User Users -
1 (®) Task Scheduler Plouest
b [ Bvent Viewer = Select Groups Mare Actions »
Harik: harik
b ) Shared Folders Eriaika i e 5 = -
= & Local Users i G055 & Operator Test Operator Test Select this obiect type: perator Test
o Users & Operatorl Operatorl Groups Mare Actions »
[ Groups 2 User et From this location:

» @ Performance Euserd L M5 DEV

5 Device Manager
4 (55 storage Comman Queries
129 Disk Management
1+ T Services and Applications

HName. Starts with Colurins,

Desciption: | Starts with

Disabled accourts Slop
Non expiting password

Diays since last lagan

;Q?

oK
soach s —cT—

Name (RON) In Folder B
2, 15_IusRS UMS DEVA
2 Metwork Configuration Operators VMSDEV
82 Performance Log Users VMSDEVE
B Parformance Manitar Users VMSDEVE T
B Power Users VMS-DEVE
2 Remote Desktop Lsers VMSDEV
2 Repicater VMSDEVE =
%EULEervevZDDEEULEmwsesters VMS DEVA

“ i ] v -

Ele =l /] ¥] =

7. Click OK. The group is displayed under the Operator Test Properties dialog as shown below.

|

Operator Test Properties

tember OF | pp,

Member of:

:E' Users

Changes to a uzer's group membership
are ot effective untl the nest time the
user logs on,

Add,

[ aK H Cancel H Apply ][ Help

8. Click Apply and then click OK.
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FIREWALL SETTINGS

See the following tables while configuring the firewall settings for MAXPRO VMS.

SERVER SIDE CONFIGURATION

The following server side application executable files need to be excluded with the following port configuration.

Application Description Port |Type Port
Number
Trinity.SystemSer- Server Opera- TCP Custom 20007
vices.exe tions
Controller TCP Custom |26026
DNS Server TCP Custom |53
Trinity.Controller.exe Controller Opera- | TCP Custom |26026
tions
Scheduler Scheduler Oper- TCP Custom 20010
ations
HVA Honeywell Video TCP Custom 20008

Analytics

www.honeywell.com
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RECORDERS

Ports Port |Type Port
Number
Programs DCOM Services TCP Standard 135
File and Printer Shar- TCP Standard 139, 445
= TCP |Standard |137, 138
DNS Server TCP Standard 53
Client and Server TCP Standard 80
Communication
Applications Application Descrip- Executable File Name
tion
IP Engine Camera HWDVSCameraManager.exe
Service
IP Engine COM Host System32\DIIHost.exe
Service
IP Engine Event Ser- HWDVSEventServer.exe
vice
IP Engine Integrity HWDVSDBSIntegrity.exe
Service
IP Engine Multi Moni- | HWDVSMonitoeCoOrdinator.ex
tor Coordinator
Services Application Descrip- Executable File Name

tion

IP Engine Camera
Service

HWDVSCameraManager.exe

IP Engine COM Host
Service

System32\DIIHost.exe

OTHER RECORDERS

Recorder |Port Type Port Number
Name
Fusion TCP Custom 4000
RapidEye TCP Custom 10000
Enterprise TCP Custom 2377

TCP Custom 2367

TCP Custom 2703

TCP Custom 1056
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Recorder |Port Type Port Number
Name
HRXD TCP Custom 8016
TCP Custom 10019
HRDP TCP Custom 4000
Digital Sen- TCP Custom 18772
try
MileStone TCP Custom 1237
MAXPRO TCP Custom 20007
NVR TCP Custom 26026
TCP Custom 10000
Embedded TCP Custom 37777
Recorder

CLIENT CONFIGURATION

Application Name Purpose Type Port
Number
MMShell.Exe Server Connection Custom 20007
Rendering Connec- | Custom 20009
tion
Controller Custom 26026
DNS Server Standard 53
Trinity.RenderingServer.exe Client Connection Custom 20007
DNS Server Standard 53

ULTRAKEY

To avoid UltraKey device from going offline on a firewall enabled environment, please allow the following in the
firewall rules.

* ICMP 'echo-request' (type 8) packets out.
* ICMP 'echo-reply' (type 0) packets in.

Note:  Firewall rule configuration should be done so that the Ultra Key socket
connection accepts only from specified Ips.
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