
SECURE  
YOUR DATA, 
PEOPLE &  
PROCESSES
Your building’s operational technology systems 
have become more and more connected. The 
security of your operating environment may 
need an extra layer to control cyber risks
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Operational Technology systems tend to have longer life spans than IT systems. This  
can mean legacy software, unsupported by IT and therefore outside the visibility of  
current cybersecurity precautions.

Our layered solution includes advanced detection at every level as well as encryption 
that prevents bad actors from trying to access IT systems through OT vulnerabilities.

Honeywell builds cybersecurity into every product, but as building  
operations have become more connected, sophisticated and  
cloud-based, your surface of vulnerability to malicious attacks has 
grown. There are plenty of scare tactics out there, so it’s important 
to stay ahead of bad actors and harden your defense.

WHY TARGET  
OT SYSTEMS?

PART NUMBER PART NUMBER

ADVANCED ENDPOINT SECURITY

CYB-HTDP-15-1Y Honeywell Advanced Endpoint Security - 1 Year Term

REMOTE MANAGEMENT

CYB-HRMSTD-WRK Standard HRM Monitored Workstation - 1 Year Term

CYB-HRMSTD-SRV Standard HRM Monitored Server/Virtual Host - 1 Year Term

CYB-HRMSTD-NSW Standard HRM Monitored Network Switch/Router - 1 Year Term

CYB-HRMSTD-NFW Standard HRM Monitored Network Firewall - 1 Year Term

THREAT DEFENSE PLATFORM

CYB-HTDP-15-1Y Protected IP Up to 15 - 1 Year Term

CYB-HTDP-30-1Y Protected IP Up to 30 - 1 Year Term

CYB-HTDP-45-1Y Protected IP Up to 45 - 1 Year Term

CYB-HTDP-60-1Y Protected IP Up to 60 - 1 Year Term

HTDP-VM-S-1Y Virtual HTDP Sensor - 1 Year Term

HTDP-HW-S-1Y Physical HTDP Sensor - 1 Year Term

HTDP-Cloud-SaaS-1Y On-Cloud HTDP - 1 Year Term

HTDP-HW-A-1Y On-Prem Physical HTDP - 1 Year Term

ORDERING INFORMATION

HONEYWELL ADVANCED 
ENDPOINT SECURITY 

Using an innovative deep learning 
framework, HAES (Powered by Deep 
Instinct) offers near real-time threat 
prevention with multi-layer protection 
against known and unknown threats. It can 
be applied on endpoints such as mobile 
devices, desktops, servers, and workstations 
within virtually any operating system.

HONEYWELL REMOTE 
MANAGEMENT

The HRM platform continuously monitors 
and analyzes your critical OT servers, 
workstations, virtual machines, and 
applications to help alert you regarding 
potential issues. It provides guidance to 
help you prioritize maintenance while 
enhancing value and minimized disruption.

HONEYWELL THREAT 
DEFENSE PLATFORM

Flexible and easy to deploy, HTDP uses 
advanced detection to quickly and 
efficiently distribute deception techniques 
at scale, on-premises or in the cloud. 
The solution requires no modification to 
the customer’s environment and can be 
deployed in as little as a day. 
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